V) H

CODESYS V3.5

Peanusauna oomMeHa 4yepes COKeTbl

PyKOBO,D,CTBO NoJib30BaTENA

25.02.2020
Bepcus 2.1



OrnaBneHue

g Lo o o= T o 1 1 SRR 3
1 Llenb N CTPYKTYP@ AOKYMEHTA .....ocoovviiiiiiiiiiiiiiiiiieieeeteeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 3
2 OCHOBHbIE CBEAEHUA O PABOTE C COKETAMM.........ovvvvniiieeeeeeeiiiiiiei e e e e e e e eeeeaaa e 4
2.1 OBLLAA NHPOPMALIMSA O COKETAX ..eeieiiieieieiiieieieieeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aa e 4
2.2 (07T o)=Y o Y I T4 17 =T o ) PR 5
2.3 [T oo a £oT (o] I U 5 = PP RR 5
24 (1[0 o 1 £oT (o] 1 I 1O = PSPPI 6
2.5 Bonpocbl MHPOPMALNOHHOM BEB0MACHOCTM ...eeeeeeiiiuiiiireeeeeessiiitttneeeeeesssnstnseeeeeessssssnsnssrereeessssnsssnseees 7
2.6 (07 01=Ya o =T T e ) 1 F= 1 174 RSSO 7
2.7 Cpegactea ansa paboTbl € coOKeTaMM B CODESYS ......iiiiiiiiiieiie et 7

3 Bunonunoteka CAA Net BASE SEIVICES ......uuuuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiiiiiinieeeneaeenenaenaes 8
3.1 HobaBneHne 61MBMOTEKN B MPOEKT CODESYS... ..ot e e e e e e e e e 8
3.2 CTPYKTYPDI UV TIEPEUMCTIEHMS .. iieiiieeeeeeeeeiteteeeeaeeessaststeeeeeeesassantaaseeeeeesaassssaaseeaeessaassrreeeeaesssannsennenes 9
3.2.1 CTPYKTYPA NBS.IP_ADDR......cci ittt e s e e e e e e s et e e e e e e e s e nnraeeeaaeeeas 9
3.2.2 Mepeuncrnenme NBS.ERROR. ... 9

3.3 @B paboTbl C MPOTOKOMOM UDP ....coiiiiiiiiiiiiiie ittt ettt e e e 10
3.3.1 DB NBS.UDP _PEEK ...ttt ettt ettt e e e s e ettt e e e e e s st et r e e e e e e s sannteseeeeaaeeeannnseneees 10
3.3.2 DB NBS.UDP_RECEIVE.....coitiiieiitete ettt ettt ettt e et e e et e e e e 11
333 DB NBS.UDP_SENU ....oovoieeieieeeeeeeeeeeeeeeeee e s s 12
3.34 DB NBS.UDP_RECEIVEBUITEI ...ttt e 13
3.35 DB NBS.UDP_SENUBUFTEI.....eiiiiiiiie ettt 14

3.4 ®B paboTbl C MPOTOKOTMOM TCP ....iiiiiiiiiiiiiiie ettt sttt e e e st e e e nbe e e e e aneees 15
34.1 DB NBS. TCP_SEIVEN ...eeiieiiitite ettt ettt ettt e e e et e e e s a b et e e e aab et e e e aabe e e e e aabbeeeennbes 15
3.4.2 DB NBS. TCP _CONNECHON......uuuutitiieriieteteueeeaeaesseaesreeeeseraereereearae—————.——————.———.—.—————————.——————————————. 16
3.4.3 DB NBS. TCP_CHENT ...ttt e e e e e et b e e e e e e e e e aanbneeeeas 17
344 DB NBS.TCP_REAM ...ttt ettt e e ettt e e e e e st b b e e e e e e e e e aanbeeeeeas 18
3.4.5 DB NBS. TCP WV .ttt ettt ettt e e e e e bbb et e e e e e e e s abbbe e e e e e e e e s aanbneneeas 19
3.4.6 DB NBS.TCP_REAUBUITEN ......ciiiiiiiiiiiiie e 20
3.4.7 DB NBS. TCP_WIEBUTTEI ....eeeiiie ittt 21

3.5 [OMOMHUTENBHBIE GOYHKLIMM ....eeieiieiiiiiiiee e e e e e ettt e e e e e ettt et e e e e e e eabb e et e e e e e e e e aanbbe e e e e e e e e aannbbbreeeeaeeeas 22
351  OYHKUMS NBS.IPSTRING TO_UDINT .oooiviiiieeieeeseeeeeeeeeseee e ne s eneennens 22
3.5.2 DYHKUNA NBS.IPSTRING_TO_UDINT ..ottt ettt 22
3.5.3 PyHKUMA NBS.IS_MULTICAST_GROUP ..ottt 23

4 TMpumepbl pabotbl ¢ 6Mbnuotekon CAA Net Base ServiCes.......oooovvvvvvvvvceeneeennn. 24
4.1 KPATKOE OMUCAHMNE MPUMEPOB ......eeeiieeiiiiiitieeteteessa sttt e eesesasbs e e et e e e s e sanb e e et e e e e e aasbb b e e e e e e e e aannnrnnees 24
4.2 Peanuaaunst UDP-CepBepPa U UDP-KIMEHTA.........ociuuriiiieieei ittt e et e e e 25
42.1 OCHOBHASA MHOPMABLINS .....eeeieiitieieeetteee e sttt eee s sttt e e s astbe e e s asbbe e e s anbbe e e e annbe e e e annbeeeeenbeeeeenbeeeeennteas 25



1. Lenb v cTpykTypa OOKyMeHTa

4.2.2 Peann3aumst UDP-CEPBEPA .......uuiiiiaiiiiiiiiii ettt ettt e e e et e e e e e e e e s enbebeeeaaaeaeanns 25
4.2.3 Peanm3aLmMa UDP -KIMEBHTA.........ccuuuuiiieeeeeiieetiee e e e e e ettt e s e e e e e e eeabaaeseeeseestabeseeesesesstanaeaeaseeens 29

4.3 Peanuaaums TCP-CepBePa N TCP-KIMUEHTA .....ccuuriiiieee e ittt e ae e e sttt ee e e e s s santeeeeeeeeessasnnrreeeeeaens 32
431 OCHOBHASA VHAIOPMALLMST ..ceeeeeeiiiiiiiieeee e e e e aitteeeeeaeeesasassbaeeeeaeeesaassbeeeeaeeeesaansbeseeeaeeesaannnbeneeaeaens 32
4.3.2 Peann3aumst TCP-CEPBEPA. ... ..uuiiiiieeiiiieiiiit ettt e e e e ettt e e e e e s bt e e e e e e e s e aanbereeeaaaeaeaanns 32
4.3.3 Peanm3aLMA TCOP-KIUEHTA ......cceeevitiiiie e e eeeiie e e e e e ettt e e e e e e eeab e e s e e e s eesbabaeseeesesessbaaaeeeessenes 36

4.4 = ToTo) r= Wl pl o] 1Y 1T o Yo ¥ PSPPI 39
4.5 PEKOMEHOALIMN N BAMEUAHUIS ......cevvvtieieeeieeeetieee e e e ettt et e e e e e e eea e e e e e et eeasab s e eeaeesesbabeseeesersssranns 40

5 bBubnuoreka OWenCoOMMUNICALION ...coiiiiiiiiiiiiiiiiie e 41
5.1 L@ 1 T = 1o o o] o1V E= 11 < RSP 41
5.2 O SR\ o] o] =0 [ 1= 42
5.3 L R N Y O Lo T o] == To (L= F RSP 44
MpunoxeHne A. JIMCTUHE NPUMEPA UDP........ccooiiiiiiiiii e 46
N R U T = R o= o) 1= o PP 46
A21. MepeuncCrieHNE SERVER ST ATE ...ttt 46
A2.2. DYHKUMA MIRROR ... .. e e e e e e e e e et e e e e e s bbb r e e e e e e e s enntreaeeeaens 46
A.2.3. MMPOrPaMMa PLC_PRG ...ttt ettt ettt e et e e st e e e sbneeeeans a7
N U T4 =Y o RS PRPRR 50
A21. MepeuncnieHne CLIENT _STATE ... 50
A2.2. MMPOrPaMMa PLC_PRG ...ttt ettt ettt e et e e st e e e sbneeeeans 50
MpunoxeHne B. JIMCTUHr NPUMEPA TCP ... 53
ST B O = o1 T o)1= o B PSP PP PP UPUPPRPPT 53
b.1.1. MepeuncnerHne SERVER _STATE ...ttt 53
b.1.2. CTPYKTYPA CONNECTION ...ttt sttt e e e e nneee s 53
B.1.3. DOYHKUMA MIRROR ...ttt e et e e e e e e s abeeeeeaeeas 54
b.1.4. oo 0 2= 1Y 1Y E= TN o I O 55

ST O 71 [ 1= PP PP PP PP PR PP 58
b.2.1. MepeumcCrieHNE CLIENT ST ATE ... 58
b.2.2. oY 0 2= 1Y E= TN o I O 58



Fnoccapun

MJIK — nporpaMmmupyemblin IOrM4ecknin KOHTponnep.
DB — yHKLUMOHaMNbHbLIN 6NOK.

1 Uenb u cTpyKkTypa AOKYMeHTa

OaHUM U3 COBPEMEHHbIX TPEHOOB MPOMBILLSIEHHOW aBTOMaTU3auMuK SIBMSIeTCS NOBCEMECTHOE BHeapeHue
uHTepdpelica Ethernet u wucnonb3oBaHvMe AONsS oOMeHa AaHHbIMM MeXOy YCTPOWCTBaMU MPOTOKOSOB,
OCHOBaHHbIX Ha cteke TCP/IP — Modbus TCP, KNX, MOTT, SNMP n ap.

[pyron TeHOeHUMEN aBnsSeTCa paclumpeHme KOMMYHUKaUMOoHHbIX 3agad MJ1K: nomumo onpoca yCTponCTB U
nepegaym gaHHblX Ha BepxHUI ypoBeHb (B OPC-cepsepbl unn SCADA-CUCTEMbI) BO3HMKAET NOTPEBHOCTL B
nepegave carninos (Hanpumep, no FTP), CMHXpOHM3aLMN AaHHbIX C cepBepamu TOYHOro BpemeHn (NTP),
pacchbinike coobLLEeHMI Mo aNeKTPoHHoW nodte (SMTP/POP3) n T. 4.

HeKOTOpre MK nmeroT rotoBble KOMMOHEHTHI, npegHa3Ha4yeHHble ONnA pelweHnda KOHKPEeTHbIX 3aaad. Takune
KOMMNOHEHTbI NMPOCTbl U yﬂ,O6HbI B MCNoJsib3oBaHuMK1, HO 3a4acTyro Tpe6YIOT MOKYIMKN OTAENBHON NULEH3NMN.
Kpome TOro, Ha6op AOOCTYNHbIX KOMIMOHEHTOB [dalieko He Bcerga COOTBETCTBYET ﬂOTpe6HOCTF|M
nofb3oBaTen4.

[aHHoe pykOBOACTBO OMNMChIBAET HACTPOMKY Nepeaaydm AaHHbIX C MOMOLLbIO ceTeBbIxX npoTokonos UDP n TCP
ans kontponnepos OBEH, nporpammnpyembix B8 CODESYS V3.5

Cpepa CODESYS V3.5 npepoctaBnget BO3MOXHOCTb paboTbl C CETEBbIMU COKETaMW, YTO MO3BONSET
NporpaMMmnCTy peanusoBaTb CBOW COBCTBEHHbLIN NPOTOKON obmeHa nNoBepx CTaHA4apTHbIX npoTokonos UDP
unun TCP. Ona atoro TpebyeTcs:

e MOHMMaHWe OCHOB CETEBOrO B3aMMOAENCTBUS CUCTEM;
e  XOpoLUMe HaBblKM NPOrpamMMUPOBaHns Ha a3blke ST;
e crneundmKauusa peanusyemoro npoTokona.

B n. 2 npuBegeHa ocHoBHasa nHdopmMaumsa o paboTe ¢ cokeTamum.

B n. 3 npuBeaeHo onucaHue bubnuotekn CAA Net Base Services.

B 0. 4 paccmoTpeHbl NpUMEpPbI UCMONb30BaHUSA OMGMoTeKN.

B n. 5 npuBeaeHa nHdopmauus o bubnuoreke OwenCommunication.

lD,OKyMeHT pekomMmeHayeTca YnTaTb CTPOro nocriegoBaTtesibHo.
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2 OcHoOBHbIe cBeieHUA o0 paboTe ¢ cokeTamu

2.1 O6wasn nHdopmaumsa o coketax

CokeT — 3TO nporpamMmHbIN MHTepdelc, koTopbln obecneumBaeT OoOMeH AaHHbIMM MeXOy npoueccamu.
[aHHbIN OOKYMEHT nOCBsLWEeH ceTeBbiM cokeTaMm. CeTeBble COKeTbl MO3BOMSIOT OpraHu3oBaTb OOMeH
OaHHbIMY MeXay npoLeccamun, KOTopble BbIMOMHAKTCSA Ha pasHbiX YCTponcTBax. [pumepom Takoro npouecca
MOXET SBMNSATbCA MOfb3oBaTenbckas nporpamma, BbinonHsemast MJIK. ®opmaTt nepepayn gaHHbIX mexay
OBYMS1 YCTPOMCTBaAMM 3aBUCUT OT UCMOMb3YyeMOro NpoTokona obmeHa.

C ToukM 3peHus nonb3oBaTens COKeT npefacTtaBngeT cobow napy «IP-agpec — nopTt». |P-agpec nossonset
naeHTUuuMpoBaTb ceTeBOM ajanTep KOHKPETHOro YCTPOWCTBA, a MOPT — KOHKPETHOE MPUoXeHne 3Toro
ycTponcTea. MpMMepoM Takux MpunoxeHuin, Hanpumep, morytT 6eitb Modbus TCP Slave un web-cepsep,
obcnyxuBarowmn web-susyanusaumo. daktnyeckn nopt npeacraBngeT cobon Lenoe 4YMcno B AvanasoHe
1...65535. B 6GonbLlUMHCTBE Criy4aeB NopT CTaH4APTU3NPOBaH Ha YPOBHE UCMONb3yeMOro NpoTokona obmeHa.
B gaHHoW ctatbe npuMBedeH CMMCOK NMOPTOB, UCMOMb3yeMbIX pas3fUYHbIMU NPOTOKONaMu, peanu3oBaHHbIMU
nosepx UDP n TCP. lNpunoxeHne MOXeT UCMOMb30BaTb HECKOSIbKO MOPTOB, HO KaXAbli NOPT B OTAENbHO
B3SITbIi MOMEHT BPEMEHU MOXET UCMOMb30BaTLCSA TONbKO OOHUM NPUNOXKEHNEM.

Cnuncok nopToB, ncnonesyembix cpegon CODESYS u cepBucammn KOHTponnepa, npMBeaeH B PyKOBOACTBE
CODESYS V3.5. FAQ.

WUtak, TesaMcHo nogBenemM UTorv AaHHOro NognyHkra:
e COKeT xapakTepuayeTcs |P-agpecom n noptom. 3Has ux (a Takke NPOTOKOI), MOXHO OpraHn3oBaTb
0OMEH AaHHbIMU C KOHKPETHBIM NPUMOXKEHUEM KOHKPETHOIO YCTPOMCTBA;
e cpeaa ucnonHeHnss CODESYS B npouecce cBoel paboTbl Ucrnonb3ayeT onpeaerneHHble noptol MK,
He cnepnyet nbiTaTbCA 3aHMMaTh UX APYrMMy npoueccamu.
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2.2 CepBepbl U KNUEHTbI

BonbLUIMHCTBO CeTEBbIX NPOTOKONOB OCHOBAHO Ha apXUTEKType «KNUEHT — cepBep». PakTnyeckn KNUeHT n
cepBep SABNATCA MPUNOXKEHUSMMU, BbINOMHAEMbIE HA Pa3nMYHbIX (B ONpedenieHHbIX Cry4asx — Ha O4HOM U
TOM Xe) ycTporncTBax. COKeTbl TakKe pa3fgenstoTcs Ha cepBepHbIe U KIUEHTCKME.

CepBep 0XuaaeT 3anpocoB OT KIMEHTA, U B Criydae NX MNoNydeHus BbIMOMHAET 3agaHHble onepauum — nocrie
yero, B criy4yae HeoOXOAMMOCTM, OTNpaBnseT KNneHTy oTBeT. CepBep He MOXET ABMAATbCA MHMLMATOPOM
obmeHa. lNpocTenwmm NpMMepom cepeepa M KnueHTa sensitoTca web-cepsep u  web-6paysep. Cneayet
OTMETUTb, YTO OOUH CEPBEP MOXET 0OCNY)XMBaTb MHOXECTBO KIMEHTOB.

ApXUTEKTYpa «KINUEHT — cepBep» OOCTAaTOYHO Ornv3ka K apxXuTekType «Begylun — Begombiny (Master —
Slave), ucnonb3yemon npu obmeHe AaHHbIMKM MO nocrefoBaTenbHOn nuHuM cBasuM (RS-232/RS-485).
MpuHUMNUanbHbIM OTNNYMEM SABMASIETCA TO, YTO MPU CETEBOM OOMEHEe HET SIBHOrO OrpaHuWyeHns Ha Yncrno
aKTMBHbIX YCTPOWCTB (B Cnyvae MCMoNb30BaHUS MocnefoBaTenbHbIX MHTEPENCOB B KaXObli MOMEHT
BPEMEHW aKTUBHbIM SBMSIETCS TONbKO OAHO YCTPOWCTBO, PErynmpyloLlee YpoBEHb CUrHana Ha JIMHUW CBA3M).

B HacTosLeM pykoBOACTBE paccMaTpUBaETCs peannsaumns cepsepa u knueHTta ang npotokonos UDP n TCP.

2.3 Mpotokon UDP

UDP (User Datagram Protocol) — npocTon npoTOKON TPaHCMNOPTHOro YypoBHsA Mogenn OSI, He
nop,pasymesarou.mﬁ YCTAHOBKMU BblAENE€HHOIro CoegnHeHna mexay cepBepomM U KInNeHToM. CBsasb AOOoCTUraeTcd
nyTém nepegaym MHopMaLum B O4HOM HanpasfeHnn OT UCTOYHMKA K nonyyaTento 6e3 npoBepKM rOTOBHOCTH
nony4yarensa. K ocHOBHbIM XapaKkTepucTtukam npoToKosia OTHOCATCA:

e  HeHadéxHocmb — Korfa coobLieHne NOoCkINaeTcs, HEM3BECTHO, JOCTUMHET SN OHO TOYKM Ha3HaYeHUs
unu notepsieTca nNo NyTu. HeT Takmx NOHATUI, Kak NOATBepXaeHWe, NOBTOPHas nepefada, Tanmayr,

e  Heyropssdo4YeHHOCMb — €Cnv ABa COOOLEeHNs OTNpaBrieHbl OQHOMY MoflydaTtento, To NopsaaoK MX
OOCTWKEHUSA Lenn He MoXeT ObITb NpeayragaH;

e  J/1e2KOBECHOCMb — HUKAKOro ynopsaovmMBaHunsi COOBLLEHMI, HUKAKOrO OTCNEXUBAHMS COEOUHEHUI U
T. 4. UDP — 370 HeGOMbLUOK TpaHCNOPTHbIA YPOBEHb, pa3paboTaHHbIi Ha |P;

e ucrionib3ogaHue OamaepaMM — MakeTbl MOCLINATCA NO OTAENBbHOCTM W MNPOBEPSTCA Ha
LeNIOCTHOCTb TONbKO B TOM Crlyyae, ecnv OHU Npubbinu. MNakeTbl MEeT onpeaeneHHble rpaHuLbl,
KoTopble cobrntogatoTcs nocre nony4eHust, To eCTb onepauust YTEHWst Ha cokeTe-nonyyaTene BbiaacT
CoO06LLEHNE TaKNM, KaKUM OHO ObINI0 M3Ha4anbHO NOCnaHo;

e omcymcmeue kKoHmposns nepezspy3ok — UDP cam no cebe He wunsberaeT neperpysok. [Ons
NPUNoXeHni ¢ 60MbLLION NPOMNYCKHOM CMOCOOHOCTLI0O BO3MOXHO BbI3BaTb KOMManc neperpysok, ecnu
TOMBKO OHM HE peanuayrT MepPbl KOHTPOSS Ha MPUKIAgHOM YPOBHE.

Kak ynoMuHanochb Bbllle, NakeTbl UMEKT onpeaeneHHble rpaHuubl. Ecnn pasmep nakeTta npesblllaeT 3Tu
rpaHuupbl, TO OH pas3buBaeTcs Ha HECKONbKO OTAeNbHbIX NakeToB (dparmeHTupyetcsl). He Bcé ceteBoe
obopynoBaHue nogaepxmBaeT paboTy ¢ dpparmeHTpoBaHHbIMM UDP-naketamu.

[nsa npepoTBpalleHns parMeHTaumMm pasmep AaHHbIX B NakeTe He AoMKeH npesbiwaTth 1432 6anT, a ans
YBEPEHHOCTW B TOM, YTO NMaKeT CMOXET ObITb MPUHAT [06bIM ycTporcTBoM — 508 6anT.


https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D0%B8%D0%B5%D0%BD%D1%82_%E2%80%94_%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80
https://ru.wikipedia.org/wiki/UDP
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%B0%D1%8F_%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_OSI
https://ru.wikipedia.org/wiki/IP-%D0%B0%D0%B4%D1%80%D0%B5%D1%81
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Mpotokon UDP nogaepXuBaeT criegytoLime CXembl MapLipyTusaumm:

Unicast — nepegayva gaHHbIX KOHKPETHOMY YCTPOWCTBY;

Multicast — nepegaya AaHHbIX rpynne yCTPOWCTB. [4ns 3TOro yCTpOMCTBO AOJPKHO ObITh MOANMCAHO Ha
Multicast-rpynny, koTtopasi xapaktepuadyeTcs |IP-agpecom. [na mynbTvBeLlaHWs 3ape3epBUpoBaHa
noacetb 224.0.0.0 — 239.255.255.255, npn aTOM BblgeneHHble 4S5 HaCTHOro UCnosib30BaHNA agpeca
HaunHatoTcsa ¢ 239.0.0.0;

Broadcast — nepefava gaHHbIX BCEM YCTPOMCTBAM JAHHOrO cermeHTa ceTu. [ina nepenayn JOmKeH
ucnones3oBaTbCca nocnegHun IP-agpec cermeHTa. Hanpumep, B cnyvae oTtnpasku UDP-naketa Ha
agpec 10.2.11.255, oH OygeT gocTtaeneH yctponcteam ¢ agpecamm 10.2.11.1 — 10.2.11.254.

unicast multicast broadcast
) © e 2 e

@ o~ o T 9] — )
o @ .0 @ 0

o © ® o o

PucyHok 2.1 — Cxembl mapupyTtusauumn UDP

2.4 Tpotokon TCP

TCP (Transmission Control Protocol) — ognMH 13 OCHOBHbIX MPOTOKONOB MHTEPHETAa, NpeaHas3HavYeHHbIN ANng
ynpaBneHus nepegaden gadHbix. [potokon TCP BbiNonHAET yHKUMM NPOTOKOMNAa TPaHCMOPTHOrO YPOBHS
mogenun OSI. CeTn 1 noaceTun, B KOTOPbIX COBMECTHO Mcnonb3ytoTcs npoTtokonsl TCP u IP, Ha3biBaloTCS
cetamm TCP/IP. K 0CHOBHbIM XapakTrepucTMkam npoTOKoNa OTHOCATCS:

HadexHocmb — TCP ynpaBnsieT MOATBEpXAEeHMEM, MOBTOPHOW nepedader M TanumayToMm
coobueHunn. Tpon3BOASATCA MHOrOYMCIIEHHbIE MOMbLITKU  O0CTaBUTb coobuieHne. Ecnm  oHo
noTepsieTcs No NyTu, CEPBEP BHOBb 3aMpoCcUT NoTePSAHHYI0 YacTb. B TCP HeT Hu nponaBLunx AaHHbIX,
HM (B Crly4yae MHOTOYMCIEHHbIX TalMayToB) pa3opBaHHbIX COEAVHEHWI;

yrnopsido4eHHOCMb — ecnun ABa coobLleHns oTnpasneHbl nocnegosaTenbHO, nepBoe coobLueHne
OOCTUTHET MpPUITOXEHUsA-Nonyyartens nepebiM. Ecnv yyacTkum AaHHbIX NpuMObLIBAlOT B HEBEPHOM
nopsgke, TCP oTnpaBnsieT HeynopsigoyYeHHble AaHHble B Oydoep A0 Tex nop, Noka Bce AaHHble He
MOryT ObITb YNOpPAA0YEHbl U NepeaaHbl NPUOXKEHNIO;

msixxenosecHocmb — TCP HeoOxoavMMo Tpu nakeTa AN YCTaHOBKU COKET-COeQUHEHUS Nepes Tem,
Kak oTnpaBuTb AaHHble. TCP cneauTt 3a HaOeXHOCTbIO U Neperpyskamu;

M0MOKOBOCMb — [aHHble 4YUTalTCA Kak MOTOK GAaMTOB, He nepefaeTcd HUKakux 0cobbix
0003HavYeHUn onsa rpaHnL, CoobLLEHMSA UM CETMEHTOB.

MpuHuMnuaneHeiM oTnuumem TCP ot UDP saBnsetcd HeobxoOMMOCTb YCTAHOBKM COEOUHEHUs nepesn
Hayanom obmeHa AaHHbIMMU.


https://ru.wikipedia.org/wiki/Unicast
https://ru.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%B2%D0%B5%D1%89%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%A8%D0%B8%D1%80%D0%BE%D0%BA%D0%BE%D0%B2%D0%B5%D1%89%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B9_%D0%BA%D0%B0%D0%BD%D0%B0%D0%BB
https://ru.wikipedia.org/wiki/Transmission_Control_Protocol
https://ru.wikipedia.org/wiki/%D0%A1%D0%B5%D1%82%D0%B5%D0%B2%D0%B0%D1%8F_%D0%BC%D0%BE%D0%B4%D0%B5%D0%BB%D1%8C_OSI

2. OcHoOBHble cBefieHns o paboTe ¢ cokeTamu

2.5 Bonpocbl UH(hopMaUNOHHOM 6Ge30MNacHOCTH

B pamkax [JaHHOro [OKyMeHTa He paccMaTpuBaloTCs BONPOChbl MHOpPMaUUOHHOW 6Ge3onacHoOCTU U
3alUMLLIEHHON nepefadn OaHHbiX. B KayecTBa MCTOYHMKA MHGOPMaLMM MO 3TOMY BOMPOCY MOXHO
ucnonb3oBaTb AokymeHT CODESYS Security Whitepaper v pasgen Security canta CODESYS.

2.6 CpepacrtBa oTnagkm

B npouecce otnagku MO, peanuaytowiero ceteBoi o6MeH, yAo6HO Mcnonb3oBaTh aHanu3aTop Tpadduka
Wireshark n TCP/UDP-TepmuHan Hercules (ons smynauumn cepeepa v KnmeHTa).

2.7 CpepcTtBa gna pabotbl ¢ coketamu B CODESYS

B cetTm MOXHO HanmTuM MHOXECTBO MaTepuarnoB Mo nporpaMMMpOBaHUI0 COKETOB Ha PasnUYHbIX A3blkax
nporpamMmmupoBaHus. B kavyectBe npumepa oTMeTum 3Ty cTaTbio. PaboTa ¢ coketamm B Codesys npomcxoaut
no TeMm e ObLUM NpUHUMNaMm.

B cpege CoDeSys 2.3 ansa paboTbl ¢ cokeTamu ucrnonbayeTcs bubnuoteka SysLibSockets. OHa cogepxuT
TUNWYHbIE  DYHKUMK, KOTOpble MOXHO HauWTu B nogobHbix 6ubnvoTtekax ana nwboro  a3bika
nporpammupoBaHus (Hanpumep, C) — connect(), bind(), accept() n 1. 4.

XopoLnm UCTOYHUKOM MHbOpMaLUKM MO ee NPUMEHEHUIO ABNAOTCA cTaTbu Boluexa fomornka:

e CoDeSys and Ethernet communication:The concept of Sockets and basic Function Blocks for
communication over Ethernet. Part 1: UPD Client/Server

e The concept of Sockets and basic Function Blocks for communication over Ethernet. Part 2: TCP
Server and TCP Client

B cpege CODESYS V3.5 aHanorom aton 6ubnuotekun saensietcst bubnmorteka SysSocket. NMpumep paboTsl ¢
Hen onucaH Muxaunom LesuosbiM (K Mpornor) B Buaeoypoke MNporpammupoBaHne coketoB B CODESYS
V3 1 HuHon KyabmuHon (HP fonomaHT) B ctatbe Peanusauus TCP- n UDP-cokeToB B cpene pa3paboTku
CODESYS V3 (CTA Ne 3/2018).

lMpumeHeHne gaHHOW BUBNNOTEKN MOXET OKa3aTbCH 3aTPYAHUTENbHbIM ON1A NoNb3oBaTenen, He MMEKLLMX
onbiTa paboTbl ¢ cokeTamun, U NOTpebyeT onpeaeneHHbIX 3aTpaT BpeMeHN daxe Ans TeX, Y KOro nogobHbIn
ONbIT €CTb. ATO CTaNo0 OAHOM U3 NPUYMH pa3paboTku 1 BKNtoveHuss B coctaB CODESYS V3 6ubnuotekn CAA
Net Base Services. Ota bubnuoteka peannsoBaHa Ha 6onee BbICOKOM ypoBHe abcTpakumm n npegcrasnseT
cobon 06BA3Ky BOKPYr CTaHAapTHbIX (PyHKUMIA paboTbl C cokeTamu, NpeaocTaBnss Nonb3oBaTento yao0OHbIN
W MKW NporpamMmMHbIn MHTepdenc. [ins cosgaHns ceTeBon YacTu CePBEPHONO UMW KIUMEHTCKOMO NPUIOXEHUS
B JaHHOM Crly4ae [OCTaTO4HO ByaeT Mcnonb3oBaTh BCEro HECKONBbKO (OYHKLMOHamMbHbBIX 611okoB. OnvcaHue un
NpYMepbl UCNONb30BaHUS 3TON BUBNMOTEKM NPUBEAEHBI B HACTOSLLEM PYKOBOACTBE.

KomnaHus OBEH paspabotana 6ubnuoteky OwenCommunication, kotopas ewe B Gonbluen cTeneHun
ynpoLiaeTt pa3paboTKy HeCTaHA4apTHOrO B TOM Crlyvae, ecrnv KOHTposnep BbicTynaeT B ponu TCP- unn UDP-
knueHTa. bubnuoteka goctynHa Ha cante OBEH B pasgene CODESYS V3/BM6nnoTekn U KOMMOHEHTbI.

NHgpopmauua o 6ubnunoTeke npuesegeHa B . 5.


https://www.codesys.com/fileadmin/data/customers/security/CODESYS-Security-Whitepaper.pdf
https://www.codesys.com/support-training/codesys-support/codesys-security-information.html
https://ru.wikipedia.org/wiki/Wireshark
https://www.hw-group.com/products/hercules/index_en.html
http://rsdn.org/article/unix/sockets.xml
ftp://ftp.moeller.net/AUTOMATION/DOWNLOAD/MANUALS/ENGLISH/SOFTWARE/XSOFT_PROFESSIONAL/XSoftSysLibs/directory Pdf files/syslibsockets.pdf
https://www.researchgate.net/profile/Wojciech_Gomolka
https://www.researchgate.net/publication/262198350_CoDeSys_and_Ethernet_communicationThe_concept_of_Sockets_and_basic_Function_Blocks_for_communication_over_Ethernet_Part_1_UPD_ClientServer
https://www.researchgate.net/publication/262198350_CoDeSys_and_Ethernet_communicationThe_concept_of_Sockets_and_basic_Function_Blocks_for_communication_over_Ethernet_Part_1_UPD_ClientServer
https://www.researchgate.net/publication/264081315_The_concept_of_Sockets_and_basic_Function_Blocks_for_communication_over_Ethernet_Part_2_TCP_Server_and_TCP_Client
https://www.researchgate.net/publication/264081315_The_concept_of_Sockets_and_basic_Function_Blocks_for_communication_over_Ethernet_Part_2_TCP_Server_and_TCP_Client
http://www.prolog-plc.ru/
https://www.youtube.com/watch?v=ThVLXygHnnU
https://www.youtube.com/watch?v=ThVLXygHnnU
http://www.dolomant.ru/
https://www.cta.ru/rubrics/239877.htm
https://www.owen.ua/

3. bubnmnorteka CAA Net Base Services

3 bBbubnuoteka CAA Net Base Services

3.1 [Oo6aBneHue 6Mbnnotekn B npoekt CODESYS

Bubnunoteka CAA Net Base Services ncnonbadyeTcs ons obMeHa gaHHbIMKU no npoTokonam UDP u TCP.
Ona pobasnenuna 6ubnuotekm B npoekt CODESYS B MeHemxkepe 6MOGNMoTeK crnegyet HaxaTb KHOMKY

Do6aBuTtb 1 BoibpaTb Gubnuoteky CAA Net Base Services.

m NMPUMEYAHUE

Bepcusa 61ubnnoTtekn He JormkHa npesbillaTh Bepcuo TapreT-danna KoHTponnepa. B npotneHom

criydae KoppekTHasi paboTa KOHTporfiepa He rapaHTupyeTcs.
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PucyHok 3.1 — [lo6aBneHune 6ubnuotekn CAA Net Base Services B npoekt CODESYS

m NMPUMEYAHUE

I'Ipvl 00bSABNEHMM 9K3eMnnapos ®b 6ubnnoTekn cnenyet nepen uMX Ha3BaHUMEM YKasblBaTb

npedwmkc NBS. (npumep: NBS.TCP_Server).




3. bubnuoteka CAA Net Base Services

3.2 CTpyKTypbl U nepevyunucrieHus

3.2.1 Crpykrypa NBS.IP_ADDR
Ctpyktypa NBS.IP_ADDR onuceiBaeT IP-agpec ycTponcTaa.

Ta6nuua 3.1 — NepemeHHble cTpYkTypbl NBS.IP_ADDR

HasBaHue Twun AaHHbIX

OnucaHue

sAddr STRING(80) | IP-agpec ycTpouncTBa B Buae CTpoku (Hanpumep, '10.2.11.10°)

3.2.2 MNepeuncnenme NBS.ERROR

MepeuncnenHne NBS.ERROR onucbiBaeT OLWMOKW, KOTOPbIE MOMYT BO3HUKHYTb MpuU mcnonb3oBaHun Ob

oundnmnoTeku.

Ta6nuua 3.2 — NepemeHHbIe nepeyncneHnsa NBS.ERROR

Ha3BaHue 3HayeHue OnucaHue
NO ERROR 0 HeT owmnbok
TIME_OUT 6001 VIcTek NMMUT BPEMEHMN AN aHHOW onepaunn
INVALID ADDR 6002 Ha Bxog ®b nogaH HekoppekTHbIn IP-agpec
INVALID HANDLE 6003 Ha Bxoag ®b nogaH HekoppekTHbi geckpunTop (handle)
INVALID DATAPOINTER 6004 Ha Bxog ®b nogaH HEKOPPEKTHbIN yKa3aTerb
INVALID DATASIZE 6005 Ha Bxog ®b nogaH HeEKOPPEKTHLIN pa3Mep AaHHbIX
UDP_RECEIVE_ERROR 6006 Owwnbka nonyyeHns gaHHbix no UDP
UDP_SEND ERROR 6007 Owunbka nepegaym gaHHbIx no UDP

UDP_SEND_NOT_COMPLETE 6008

Mepepaya no UDP He 6bina 3aBeplueHa — BO3MOXHO,
ObINIM OTNPaBMEHbl HE BCE JaHHble

UDP_OPEN_ERROR 6009 Owwnbka coszgaHua UDP-cokeTa
UDP_CLOSE_ERROR 6010 Owwnbka 3akpblTns UDP-cokeTa
TCP_SEND_ERROR 6011 Owunbka nepegaym gaHHbIX no TCP
TCP_RECEIVE_ERROR 6012 Owwnbka nonyyeHns gaHHbix no TCP
TCP_OPEN_ ERROR 6013 Owwubka coszganns TCP-cokeTa
TCP_CONNECT ERROR 6014 Owunbka cepBepa nNpu 06paboTke coegMHEHUS KIMEHTa
TCP_CLOSE_ERROR 6015 Owubka 3akpbiTua TCP-cokeTa
TCP_SERVER_ERROR 6016 Owwnbka TCP-cepBepa
WRONG_PARAMETER 6017 @b BbI3BaH C HEKOPPEKTHLIMU aprymeHTamu
TCP_NO_CONNECTION 6019 [MpeBblleH NUMUT NOAKNIOYEHUN K CEpBEPY




3. bubnmnorteka CAA Net Base Services

3.3 ®b paboTbl ¢ npoTtokonom UDP

3.3.1 &b NBS.UDP_Peer

dyHKkUMoHanbHbIN 6ok NBS.UDP_Peer cosgaetr UDP-cokeT u Bo3sBpallaeTt ero geckpuntop (handle),
KOTOpbIN ncnonb3yetcsa ansg onepauun nonyvenms (Pb NBS.UDP_Receive, NBS.UDP_ReceiveBuffer) n
nepegaymn gaHHblx (P56 NBS.UDP_Send, NBS.UDP_SendBuffer).

folUdpPeer o]

NBS.UDP Peer —|
—xEnable xDone —
—{ipAddr xBusy—
—uiPort xError —
—ipMuliCast ebError —
xActive —
hPeer —

PucyHok 3.2 — BHewHui Bug ®b NBS.UDP_Peer Ha a3bike CFC

Ta6nuua 3.3 — OnucaHue BxopoB u BbixogoB ®Bb NBS. UDP_Peer

HasBaHue Twun AaHHbIX OnucaHue

BxodHble nepemMeHHbIe

Bxoa ynpaeneHust 6nokom. MNMoka oH nmeet 3HadveHne TRUE — 6nok

xEnable BOOL
HaxoguTtcs B paboTte
ipAddr NBS.IP_ADDR IP-agpec ycTponcTBa, Ha KOTOPOM CO34aeTCs COKET
uiPort UINT Homep nopta coketa

IP-agpec mynbTUKacT-rpynnbl.

uiMultiCast NBS.IP_ADDR
- B Tekywmx Bepcmsax CODESYS MynbTUKacT He nogaepXmBaeTcsd

Bbix0OHbIe nepeMeHHbIe

xDone BOOL ®nar 3aBeplieHus pabotbl 6noka. MNMpuHumaeT 3HavyeHne TRUE Ha
OOMH LIMKN

xBusy BOOL ®nar «Pb B npouecce paboTbi»

XError BOOL ®nar owndku. NpuHumaeT 3HaveHne TRUE B cnyvyae BO3HMKHOBEHMS
OLLMBKM

eError NBS.ERROR Cratyc pabotbl b (v umsa oimnbkm)

xActive BOOL dnar «cokeT ycnewHo oTkpbIT». Moka oH nmeeT 3HayeHne TRUE —
COKEeT OTKPbIT, U €r0 MOXXHO MCMOJS1b30BaTh

hPeer NBS.CAA.HANDLE | [leckpunTop OTKPbITOrO COKeTa YCTPOUCTBa
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3. bubnuoteka CAA Net Base Services

3.3.2 ®Bb NBS.UDP_Receive

dyHKuMoHanbHbIM 6110k NBS.UDP_Receive ucnonbayetcs Ans nonyyeHns gaHHblx. [pocnywinsaemsivi nopt
3agaetcsa npu co3gaHum UDP-cokeTa ¢ nomouwlbto @6 NBS.UDP_Peer.

fbUdpReceive o]
NBS.UDP_ Receive —
—xEnable ¥Done —
—hPeer xBusy —
—szSize xError —
—pData ebrror —

¥Ready —

ipFrom —
uiPortFrom
szCount —

PucyHok 3.3 — BHewHuit Bug ®b NBS.UDP_Receive Ha a3blke CFC

Ta6nuua 3.4 — OnucaHue BxopoB M BbixogoB ®b NBS. UDP_Receive

HasBaHue Twun AaHHbIX OnucaHue

Bxo0dHble nepemMeHHbIe

Bxoa ynpaenenus 6nokom. Noka oH nmeeT 3HavyeHne TRUE — 6ok
HaxoauTcsa B paboTte

[leckpmnTop cokeTa ycTpomncTBa, NosnyvyeHHbIn oT Pb
NBS.UDP_PEER

MakcumarnbHO OONYCTUMBIN pasmep noslydaemblx AaHHbIX B GaiTax.

xEnable BOOL

hPeer NBS.CAA.HANDLE

szSize NBS.CAA.SIZE MoxeT 6bITb yka3aH nomoulbto onepatopa SIZEOF
pData NBS.CAA. PVOID gaqaanbm agpec ansa pasMeLLeHus NPUHATBIX AaHHbIX. MoxeT
bITb YKa3aH c nomMoLubio onepartopa ADR
BbixoOHble nepemMeHHble
xDone BOOL ®nar 3aBepleHns paboTbl 6noka. NpuHnmaeT 3HadveHne TRUE Ha
OAWH LMKN
xBusy BOOL ®nar «Pb B npouecce paboTbi»
XError BOOL ®nar ownbku. NMpuHumaet 3HaveHne TRUE B cnyyae

BO3HWKHOBEHUS OLLMOKM
eError NBS.ERROR Cratyc pabotbl b (v umsa omnbkm)
dnar «gaHHble nonyyeHbl». NpuHumaeT 3HayveHne TRUE Ha oanH

xReady BOOL LMK NpW NONy4YEHUM HOBOIO NakeTa AaHHbIX
ipFrom NBS.IP_ADDR IP-agpec otnpasutens

uiPortFrom UINT Homep nopta otnpasutens
szCount NBS.CAA.SIZE Pa3mep NpuHATLIX gaHHbIX B banTax

11



3. bubnmnorteka CAA Net Base Services

3.3.3

®b NBS.UDP_Send

dyHKkMoHanbHbIN 6ok NBS.UDP_Send ncnonb3yeTtca Ang oTnpaBku AaHHbIX HA 3adaHHbIn IP-agpec/noprT.

fblUdpSend E
NBS_UDP_Send
—|xExecute xDone —
—udiTimeOut xBusy —
—hPeer xError —
—{ipAddr ebrror —
—uiPort
—|sz5ize
—pData

PucyHok 3.4 — BHewHui Bug ®b NBS.UDP_Send Ha a3bike CFC

Ta6nuua 3.5 — OnucaHue BxopoB u BbixogoB ®b NBS. UDP_Send

HasBaHue Tun AaHHbIX OnucaHue
Bxo0Hble nepemMeHHbIe
xExecute BOOL lMepemeHHas akTuBaumm 6roka. 3anyck 6noka nponcxoguT no
nepegHemy pOHTY NepeMeHHON
udiTimeOut UDINT Jonyctumoe Bpems onepaumu (B MKC). 3HayeHne 0 o3HavaeT, uTo

BpeMms BbinonHeHus b He orpaHMynBaeTcs
[eckpmnTop cokeTa ycTponcTBa, NoNy4YeHHbIn oT Db

hPeer NBS.CAA.HANDLE NBS.UDP PEER

ipAddr NBS.IP_ADDR IP-agpec nonyyarens

uiPort UINT Homep nopta nony4varens

s7Size NBS.CAA SIZE Pasmep oTtnpaBnsembix AaHHbIX B 6ariTax. MoxeT ObITb yKasaH

) ) nomoLubto onepatopa SIZEOF
pData NBS.CAA.PVOID HadvanbHbIn agpec oTnpaBnsaeMbix gaHHbIX. MoxeT 6biTb ykasaH ¢
) ) nomoubio onepatopa ADR
BbixoOHble nepemMeHHble

xDone BOOL dnar 3aBepleHns paboTbl 6roka. MNpuHumaeT 3HaveHne TRUE Ha
OAMH LMKN

xBusy BOOL Pnar «®b B npouecce paboTbi»

XError BOOL ®nar ownbku. MNMpuHnmaeT 3HadeHne TRUE B cnyyae
BO3HUKHOBEHUS OLLUMGKHM

eError NBS.ERROR Crartyc pabotbl b (Mnu ums ownbku)
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3. bubnmnoteka CAA Net Base Services

3.3.4 @b NBS.UDP_ReceiveBuffer

®dyHKkumMoHanbHbIi  6rnok NBS.UDP_ReceiveBuffer  wncnonb3yetca  And  NONyvYeHns  AaHHbIX.
MpocnywwrBaembin NOPT 3agaetcs npu co3gaHmm UDP-cokeTa ¢ nomowbio @65 NBS.UDP_Peer. B otnuune
oT ®b NBS.UDP_Receive gaHHbI 6Ok HE KONMMpyeT AaHHble MO ykas3aTento, a Bo3BpaliaeT AeCKpUnTop
Oycepa, B KOTOPOM OHM Obinu pasmelleHbl. [Ana paboTel ¢ Bycdepom ucnonb3yetrca dubnmoteka CAA

SegBufMan. 3T1oT cnocob sBnsieTcss MeHee pecypco3aTpaTHbIM, HO 6ornee CNoXHbIM B UCMONb30BaHUMN.

foUdpReceiveBuffer o)

—xEnable
—hPeer

NBS_UDP_ReceiveBuffer —
xDone —
xBusy —
xError —
eError —

xReady —
ipFrom —
uiPortFrom —
hBuffer —

PucyHok 3.5 — BHewHun Bug @b NBS.UDP_ReceiveBuffer Ha asbike CFC

Ta6nuua 3.6 — OnucaHue BxopoB u BbixogoB ®B NBS. UDP_ReceiveBuffer

HasBaHue Tun AaHHbIX OnucaHue
Bxo0dHble nepemMeHHbIe
xEnable BOOL Bxop ynpaBneHusi 6nokoM. Noka oH umeeT 3HavyeHne TRUE — 6ok
HaxoguTcs B pabote
HeckpvnTop cokeTa yCcTponcTBa, NonyyYeHHbln oT ®b
hPeer NBS.CAA.HANDLE NBS UDP PEER
BbixoOHble nepemMeHHble
xDone BOOL dnar 3aBepweHns paboTbl 6roka. MpuHumaeT 3HaveHe TRUE Ha
OAVH LMKN
xBusy BOOL dnar «Pb B npouecce paboTbi»
XError BOOL ®nar ownbku. MNMpuHnmaeT 3HadeHne TRUE B cnyyae
BO3HUKHOBEHWS OLLUMBKHN
eError NBS.ERROR Cratyc pabotbl ®b (unu nms ownbkm)
xReady BOOL dnar «gaHHble nony4yeHbl». MNpuHumMaeT 3HavyeHne TRUE Ha oanH
LIMKN NpW Nofy4eHUn HOBOro NakeTa AaHHbIX
ipFrom NBS.IP_ADDR IP-agpec otnpasutens
uiPortFrom UINT Homep nopTta otnpasutens
hBuffer NBS.CAA.HANDLE | Oeckpuntop 6ydepa NpuHATLIX JAHHbLIX

13




3. bubnmnorteka CAA Net Base Services

3.3.5 ®Bb NBS.UDP_SendBuffer

dyHkumoHanbHbIn 6ok NBS.UDP_SendBuffer ucnonbsyetca ana nepegaum gaHHbix. B otnuune ot ®b
NBS.UDP_Send gaHHbIn 6ROk He KOMMpYeT AaHHble MO ykasaTenio, a MpuMHUMaeT Ha BXO4 OEecKpunTop
Oydepa, B KOTOpOM OHU pa3meLleHbl. [ng paboTel ¢ Bydepom ncnonssyetca budbnmoteka CAA SegBufMan.
OT10T cnocob saBnsieTcs MeHee pecypco3aTpaTHbIM, HO 6oree CNoXHbLIM B UCMOJTb30BaHUN.

foldpSendBuffer o]

NBS.UDP_SendBuffer —]
—(xExecute xDone —
—udiTimeOut xBusy —
—hPeer xError —
—ipAddr ebrror —
—uiPort
—hBuffer

PucyHok 3.6 — BHewHun Bug ®6 NBS.UDP_SendBuffer Ha sasbike CFC

Tabnuua 3.7 — Onucanue BxonoB u BbixogoB ®b NBS. UDP_SendBuffer

HasBaHue Tun AaHHbIX ‘ Onucaxue

Bxo0Hble nepemMeHHbIe

XExecute BOOL lMepemeHHasa akTnBauum 6roka. ?anyCK Grioka npomcxoauT no
nepegHemy pOHTY NEPEMEHHON
udiTimeOut UDINT Honyctumoe Bpems onepaumm (B MKc). 3HayeHne 0 o3HadvaeT, 4To

BpeMs BbinonHeHns ®b He orpaHuymBaeTcs
[eckpunTop cokeTa yCTPOWCTBA, NONyYeHHbI oT Pb

hPeer NBS.CAA.HANDLE NBS.UDP PEER

ipAddr NBS.IP_ADDR IP-agpec nonyyarens

uiPort UINT Homep nopta nony4arens

hBuffer NBS.CAA.HANDLE | Jeckpuntop 6ydpepa oTnpaBnsieMbiX AaHHbIX

Bbix0OHblIe rnepemMeHHblIe

xDone BOOL dnar 3aBepueHnsa pabotbl 6roka. MNpuHumaeT 3HavyeHne TRUE Ha
OAMH LIMKN

xBusy BOOL dnar «Pb B npouecce paboTbi»

xError BOOL ®nar ownbku. MNprHnmaeT 3HadeHne TRUE B cny4yae
BO3HUKHOBEHWS OLLUMBKN

eError NBS.ERROR Cratyc pabotbl ®b (unun nms ownbkm)
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3. bubnuoteka CAA Net Base Services

3.4 ®b paboTtbl ¢ npoTokonom TCP

341 &b NBS.TCP_Server

dyHKLMOHanbHbIN 6ok NBS.TCP_Server co3gaet cepBepHbli TCP-cokeT 1 BO3BpallaeT ero AecKpunTop
(handle), koTopkln ucnonb3yetca Ana obpaboTkm coeamHeHun ¢ nomolbto @5 NBC.TCP_Connection.

foTecpServer E
NBS.TCP_Server
—xEnable xDone —
—ipAddr xBusy—
—uiPort xError —

ebrror —
hServer —

PucyHok 3.7 — BHewHuin Bug ®b6 NBS.TCP_Server Ha A3bike CFC

Ta6nuua 3.8 — Onucanue BxonoB u BbixogoB ®b NBS. TCP_Server

Ha3BaHune Twvn gaHHbIX OnucaHue

Bxo0dHble nepeMeHHbIe

XEnable BOOL Bxog ynpaBneHus 6nokom. MNMoka oH nmeeT 3HayveHe TRUE — 6ok
HaxoguTcsa B pabote

ipAddr NBS.IP_ADDR IP-agpec ycTponcTea, Ha KOTOPOM CO3aeTCs COKET

uiPort UINT Howmep nopta cepsepa

BbixoOHble nepeMeHHbIe

xDone BOOL ®nar 3aBeplieHns paboTtbl 6roka. MpuHumaeT 3HaveHne TRUE Ha
OOVH LMKN

xBusy BOOL ®nar «Pb B npouecce paboTbi»

XError BOOL ®nar ownbku. MpuHnmaeT 3Ha4yeHne TRUE B cnyyae
BO3HMKHOBEHMWS OLLUMGKM

eError NBS.ERROR Cratyc pabotbl b (v umsa omnbku)

hServer NBS.CAA.HANDLE | [deckpunTop cepBepa
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3. bubnmnorteka CAA Net Base Services

3.4.2 ®B NBS.TCP_Connection

®dyHKkumoHanbHbli - 6ok NBS.TCP_Connection wucnonb3dyetca ans o6bpaboTkm OAHOrO  KMWEeHTa,
nogkntoyeHHoro kK TCP-cepsepy. ®b npuHnmaeT Ha Bxoa aeckpuntop 6noka NBS.TCP_Server u Bo3BpaLyaet
OEcKpUNTOp MNOAKMIOYEHUS, KOTOPbIA Mcronb3yeTcs Ans onepaumi nonydennss (Pb NBS.TCP_Read,
NBS.TCP_ReadBuffer) n nepegauun gaHHbix (P56 NBS.TCP_Write, NBS.TCP_WriteBuffer).

foTepConnection o]

NBS TCP_Connection —]
—{xEnable xDone —
—hServer xBusy —
xError —
eError —
xActive —
hConnection —

PucyHok 3.8 — BHewHun Bug ®6 NBS.TCP_Connection Ha sa3bike CFC

Ta6bnuua 3.9 — Onucanue BxonoB u BbixogoB ®B NBS. TCP_Connection

HassaHue Tun AaHHbIX ‘ OnucaHue

Bxo0Hble nepemMeHHbIe

Bxog ynpaBneHus 6nokom. Noka oH nmeet 3HadyeHne TRUE —

xEnable BOOL
6Gnok HaxoguTcsa B paboTe

hServer NBS.CAA.HANDLE | Jdeckpuntop cepBepa

Bbix0OHblIe rnepemMeHHblIe

dnar 3aBeplleHns paboTbl 6roka. MNpuHumMaeT 3HaveHne TRUE Ha

xDone BOOL
OOMH UMKN
xBusy BOOL dnar «Pb B npouecce paboTbi»
xError BOOL ®nar ownbku. MNMpuHnmaeT 3HadeHne TRUE B crnyyvae

BO3HWKHOBEHUS OLLMOKMN

eError NBS.ERROR Cratyc pabotbl ®b (unun nms ownbkm)

dnar akTMBHOCTU coeanHenus. Ecnun oH nveet 3HavyeHne TRUE —
TO K CepBEpPY NOAKIMOYEH KIUEHT

XActive BOOL

hConnection | NBS.CAA.HANDLE | Jeckpuntop nogknio4eHus
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3. bubnuoteka CAA Net Base Services

3.4.3 ®B NBS.TCP_Client

dyHKLMoHanbHbIN 6nok NBS.TCP_Connection co3gaet knueHTckun TCP-cokeT 1 BO3BpaLlaeT AeCKpuMnTop
NOAKIIOYEHNs,,  KOTOpbIM  MChonb3yeTca  Ana  onepauuin  nonydyeHns (®b  NBS.TCP Read,
NBS.TCP_ReadBuffer) n nepeaauun gaHHbix (P5 NBS.TCP_Write, NBS.TCP_WriteBuffer).

becpCIlent_ E
NBS_TCP_Client

—xEnable xDone —
—udiTimeOut ¥Busy—
—ipAddr xError —
—uiPort eError —
xActive —

hConnection —

PucyHok 3.9 — BHewHuit Bug @b NBS.TCP_Client Ha ai3bike CFC

Ta6nuua 3.10 — OnucaHue BxonoB u BbixoaoB ®B NBS. TCP_Client

HassaHue Tun AaHHbIX ‘ OnucaHue

Bxo0Hble nepemMeHHbIe

XEnable BOOL Bxog ynpaBneHus 6nokom. Noka oH nmeet 3HadyeHme TRUE —
6Gnok HaxoauTcsa B paboTe
udiTimeOut UDINT Honyctumoe Bpems onepaumm (B MKC). 3HayeHue O o3HavaeT, uTo
BpeMs BbinonHeHns ®b He orpaHuymBaeTcs
ipAddr NBS.IP_ADDR IP-agpec cepsepa
uiPort UINT Howmep nopTta cepsepa
Bbix0OHbIe nepeMeHHbIe
xDone BOOL dnar 3aBeplleHns paboTbl 6roka. MNpuHumMaeT 3HaveHne TRUE Ha
OAMH LMKN
xBusy BOOL Pnar «®b B npouecce paboTbi»
XError BOOL ®nar ownbku. MNMpuHnmaeT 3HadeHne TRUE B crnyyvae

BO3HMKHOBEHMS! OLLMOKK

eError NBS.ERROR Crartyc pabotbl b (Mnv ums ownbku)

dnar «cokeT ycrnewHo oTKpbIT». [Toka oH nmeet 3HayeHne TRUE —
COKET OTKPbIT, N Er0 MOXHO MUCMOMb30BaTb

XActive BOOL

hConnection | NBS.CAA.HANDLE | [leckpuntop NOAKNHOYEHNS
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3. bubnmnorteka CAA Net Base Services

3.44 ®Bb NBS.TCP_Read

dyHKLMOoHanbHbIM 6nok NBS. TCP_Read ncnonb3yeTtcs AN nonyyeHnst AaHHbIX B 3a4aHHOM NOAKMIOYEHU.
Ha Bxoa 6noka nogaetcs geckpuntop noaknioveHns ¢ Boixoga @b NBS.TCP_Connection (ecnu nonyyarterns
OaHHbIX — cepBep) nnn NBS.TCP_Client (ecnu nony4vaTtenb AaHHbIX — KITUEHT).

foTcpRead E
NBS.TCP_Read

—xEnable xDone —
—hConnection xBusy—
—s525ize xError —
—pData ebError —

¥Ready —

szCount —

PucyHok 3.10 — BHewHun Bug ®b6 NBS.TCP_Read Ha a3bike CFC

Ta6nuua 3.11 — Onucanune Bxogos u BbixogoB ®PB NBS. TCP_Read

HasBaHue Twun AaHHbIX OnucaHue

Bxo0dHble nepeMeHHbIe

Bxoa ynpaeneHnus 6nokom. Noka oH nmeeT 3HavyeHne TRUE — 6ok
HaxoauTcsa B paboTte

hPeer NBS.CAA.HANDLE | [deckpunTop cokeTa yCTpoMCTBa
NBS.CAA SIZE MakcnmanbsHO 4onNyCTUMbIA pasMep nosnyyYyaemblx JaHHbIX B 6anTax.

xEnable BOOL

szSize MoxeT 6bITb yKaszaH nomollpbto onepartopa SIZEOF

pData NBS.CAA.PVOID HavanbHbI agpec Ans pasMeLleHnsa NpuHATLIX AaHHbIX. MoxeT
ObITb YKa3aH ¢ nomolubto onepatopa ADR

Bbixo0Hble nepemMeHHble

xDone BOOL ®nar 3aBepleHns paboTbl 6noka. NpuHnmaeTt 3HadveHne TRUE Ha
OOVH LMKN

xBusy BOOL ®nar «Pb B npouecce paboTbi»

XError BOOL ®nar ownbku. NMpuHumaet 3HaveHne TRUE B cnyyae

BO3HWKHOBEHUS OLLMOKM
eError NBS.ERROR Cratyc pabotbl ®b (unun nvs owmnbkm)
dnar «gaHHble nonyyeHbl». NpuHumaeT 3HayeHne TRUE Ha oanH

xReady BOOL
LMKIT NpY NONYYEHUN HOBOTO NakeTa AaHHbIX
ipFrom NBS.IP_ADDR IP-agpec otnpasuTens
uiPortFrom UINT Howmep nopta oTnpasutens
szCount NBS.CAA.SIZE Pa3mep nNpuHATLIX gaHHbIX B banTax
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3. bubnuoteka CAA Net Base Services

3.45 ®B NBS.TCP_Write

DOyHKLMOHanbHbIN 6ok NBS. TCP_Write ncnonesyetcs Ans nepefayv AaHHbIX B 3aaHHOM MOAKMIOYEHUN.
Ha Bxoa 6noka nogaetcs geckpuntop noaknioveHns ¢ soixoga @b NBS.TCP_Connection (ecnu nonyyarterns
AaHHbIX — cepBep) unn NBS.TCP_Client (ecnu nony4yaTenb AaHHbIX — KITMEHT).

foTepWrite _ E
NBS.TCP_Write
—\xExecute xDone —
—udiTimeOut xBusy —
—hConnection xError —
—sz5ize ebrror —

—pData

PucyHok 3.11 — BHewHuit Bug ®B NBS.TCP_Write Ha a3bike CFC

Ta6nuua 3.12 — Onucanune BxonoB u BbixogoB ®B NBS. TCP_Write

HasBaHue Tun AaHHbIX ‘ Onucaxue

Bxo0Hble nepemMeHHbIe

xExecute BOOL MepemeHHas akTnBaumu broka. ?anyCK 6noka npomcxoguT no
nepegHemy pOHTY NEPEMEHHON
udiTimeOut UDINT Honyctumoe Bpems onepaumm (B Mkc). 3HayeHue O o3HavaeT, uTo

BpeMs BbinonHeHns ®b He orpaHuymBaeTcs

hPeer NBS.CAA.HANDLE | [deckpunTop COKeTa yCTponCTBa

ipAddr NBS.IP_ADDR IP-agpec nonyyatens

uiPort UINT Homep nopta nony4arensi

s7Size NBS.CAA SIZE Pasmep otnpaBnsembix AaHHbix B 6anTax. MoxeT 6biTb ykasaH
nomoLubto onepatopa SIZEOF

pData NBS.CAA PVOID HavanbeHbIn agpec oTnpaBnseMblx AaHHbIX. MoxeT ObiTb ykasaH ¢
nomoLbto onepatopa ADR

BbixoOHble nepemMeHHble

xDone BOOL dnar 3aBepweHns paboTbl 6roka. MpuHumaeT 3HaveHe TRUE Ha
OAMH LIMKN

xBusy BOOL dnar «Pb B npouecce paboTbi»

XError BOOL ®nar ownbku. MNMpuHnmaeT 3HadeHne TRUE B cnyyae
BO3HWKHOBEHWS OLLUMBKN

eError NBS.ERROR Crartyc pabotbl b (Mnu ums ownbku)
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3. bubnmnorteka CAA Net Base Services

3.46 @b NBS.TCP_ReadBuffer

®yHKkumoHaneHbli 6nok NBS.TCP_ReadBuffer ucnonesyetcs Ansg nonyyYyeHWs [aHHbIX B 3a4aHHOM
nogkntoyeHun. Ha Bxop 6roka nogaetca geckpuntop noaknoyeHusa ¢ Bbixoga ®b NBS.TCP_Connection
(ecnu nony4yatenb gaHHbIX — cepep) unn NBS.TCP_Client (ecnu nony4artenb OaHHbIX — KIUEHT).

B otnuune ot ®b NBS.TCP_Read paHHbIi BNOK He KOMMpyeT OaHHble NOo ykasaTemn, a BO3BpallaeT
neckpunrtop 6ydepa, B KOTOPOM OHM BbinNu pasmelLeHsl. [Ana paboTsl ¢ 6ydhepom ncnonssyetca bubnmorteka
CAA SegBufMan. 31oT cnocob siBnseTca MeHee pecypco3aTpaTHbIM, HO Boriee CroXXHbIM B UCMONb30BaHUN.

foTcpReadBuffer o]
NBS.TCP_ReadBuffer —|
—xEnable xDone —
—hConnection xBusy —
xError —
ebError —
xReady —
hBuffer —

PucyHok 3.12 — BHewHu# Bug ®b6 NBS.TCP_ReadBuffer Ha asbike CFC

Ta6nuua 3.14 — OnucaHune Bxogos u BbixogoB ®PB NBS. TCP_ReadBuffer

HasBaHue Twvn gaHHbIX OnucaHue

Bxo0dHble nepemMeHHbIe

xEnable BOOL Bxog ynpaBneHus 6nokom. Noka oH nmeet 3HayeHme TRUE — 6nok

HaxoguTtcs B paboTe

hPeer NBS.CAA.HANDLE | [JeckpunTop COKeTa yCTpOWCTBa

BbixoOHble nepemMeHHble

xDone BOOL dnar 3aBepweHns paboTebl 6roka. MpuHnumaet 3HaveHe TRUE Ha
OAMH LMKN

xBusy BOOL Pnar «®b B npouecce paboTbi»

XError BOOL ®nar ownbku. MNMpuHnmaeT 3HadeHne TRUE B crnyyae

BO3HWKHOBEHMS! OLLMOKM.

eError NBS.ERROR Crartyc pabotbl b (Mnu ums ownbku)

dnar «aaHHble nonyyeHsbl». MNpuHumMaeT 3HavyeHne TRUE Ha oanH

xReady BOOL
LMK NpY MNONYyYEHUN HOBOrO NakeTa AaHHbIX
ipFrom NBS.IP_ADDR IP-agpec otnpasuTens
uiPortFrom UINT [MopT oTnpasutens

hBuffer NBS.CAA.HANDLE | Oeckpuntop 6ydepa NpuHATLIX 4aHHbIX
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3. bubnuoteka CAA Net Base Services

3.47 ®Bb NBS.TCP_WriteBuffer

®dyHKkumoHanbHbli 6ok NBS.TCP_WriteBuffer ucnonesyetca And oTnpasBkM AaHHbIX B 3a4aHHOM
nogkntoyeHun. Ha Bxop 6roka nogaetca geckpuntop nogknoyeHusa ¢ Bbixoga ®b NBS.TCP_Connection
(ecnu nony4yaTtenb gaHHbIX — cepep) unu NBS.TCP_Client (ecnu nony4artenb OaHHbIX — KIIUEHT).
dyHKUMoHanbHbIM 6nok NBS.TCP_WriteBuffer ncnonbsyetcs ons nonyyeHus gaHHbix. B otnnumne ot b
NBS.TCP_Write gaHHbIi 6r0K He KonMpyeT AaHHble MO yKasaTerno, a MPUMHUMaeT Ha BXOA4 OEeCKpUnTop
Oydbepa, B KOTOPOM OHU pa3MeLleHbl. [nsa paboTel ¢ 6ydepom ncnonb3yetca omonmoteka CAA SegBufMan.
3T10T cnocob aBnseTca MmeHee pecypco3aTpaTHbIM, HO Boree CNoXHbIM B UCMOSNb30BaHUN.

foTepWriteBuffer o]

NBS_TCP_ WriteBuffer '—|
—xExecute *Done —
—udiTimeOut ¥Busy—
—hConnection xError —
—hBuffer eError —

PucyHok 3.13 — BHewHun Bug ®b NBS. TCP_WriteBuffer Ha sisbike CFC

Ta6nuua 3.14 — OnucaHune BxoaoB u BbixogoB ®PB NBS. TCP_WriteBuffer

HasBaHue Twvn gaHHbIX OnucaHue

Bxo0dHble nepemMeHHbIe

xExecute BOOL lMepemeHHasa akTnBauum 6roka. ?anycx Grioka npomcxoauT no
nepegHeMy poOHTY NepeMeHHON
udiTimeout UDINT Honyctumoe Bpems onepaumm (B Mkc). 3HayeHne 0 o3HavaeT, 4To

BpeMms BbinonHeHus @b He orpaHMynBaeTcs

hPeer NBS.CAA.HANDLE | [eckpunTop COKeTa yCTPOMCTBa

ipAddr NBS.IP_ADDR IP-agpec nonyyatens

uiPort UINT Homep nopta nony4arens

hBuffer NBS.CAA.HANDLE | Oeckpuntop 6ydepa oTnpaBnsembIX AaHHbIX

Bbix0OHblIe rnepemMeHHblIe

xDone BOOL dnar 3aBeplleHns paboTbl 6roka. MNpuHumaeT 3HaveHne TRUE Ha
OAMH LMKN

xBusy BOOL Pnar «®b B npouecce paboTbi»

XError BOOL ®nar ownbku. MNMpuHnmaeT 3HadeHne TRUE B crnyyvae
BO3HWKHOBEHMS OLLUMGKM.

eError NBS.ERROR Crartyc pabotbl b (Mnv ums ownbkn)
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3. bubnmnorteka CAA Net Base Services

3.5 [ononHuTenbHbIe PyHKLUU

3.5.1 ®yHkuma NBS.IPSTRING_TO_UDINT

OyHkuma NBS.IPSTRING_TO_UDINT koHBepTUpyeT CTPOKOBOe npeactaBneHue IP-agpeca B GuHapHoe
(’'10.2.11.10’ --> 16#0A02B00A).

NBS.IPSTRING_TO_UDINT
—5IPAddress IPSTRING_TO_UDINT

PucyHok 3.14 — BHewHun Bug cpyHkumm NBS.IPSTRING_TO_UDINT Ha si3bike CFC

Ta6nuua 3.15 — OnucaHme BxoaoB u BbixogoB cdyHkuun NBS. IPSTRING_TO_UDINT
HassaHue Tun paHHbIX ‘ OnucaHue

Bxo0O0HbIe nepemMeHHble

stIPAdress NBS.IP_ADDR ‘ CrtpokoBoe npegcraenexuve IP-agpeca

BbixoOHbIe nepeMeHHbIe

IPSTRING_TO_UDINT UDINT ‘ BuHapHoe npeacTtaBnexve IP-agpeca

3.5.2 ®yHkuma NBS.IPSTRING_TO_UDINT

®yHkuma NBS.UDINT_TO_IPSTRING koHBepTupyeT GuHapHoe npegctasrneHue |IP-agpeca B CTPOKOBOE
(16#0A02B00A -->"10.2.11.10).

NBS_UDINT_TO_IPSTRING
—udilPAddress UDINT_TO_IPSTRING

PucyHok 3.15 — BHewHun Bng cdoyHkumn NBS. UDINT_TO_IPSTRING Ha si3bike CFC

Ta6nuua 3.16 — OnucaHue BxoaoB u BbixoaoB dyHkuun NBS. UDINT_TO_IPSTRING
HasBaHue Tun AaHHbIX ‘ OnucaHue

BxodHble nepemeHHbIe

udilPAdress UDINT BuHapHoe npefcrtaBneHue IP-agpeca

Bbix0O0HblIe nepemMeHHbIe

UDINT_TO_IPSTRING | NBS.IP_ ADDR | CtpokoBoe npegcrtaBnenune IP-agpeca
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3. bubnmnoteka CAA Net Base Services

3.5.3 ®yHKuma NBS.IS_MULTICAST_GROUP

OyHkuma NBS.IS_MULTICAST_GROUP Bosspawaet TRUE, ecnu ykasaHHbIV IP-agpec siBnseTcsa agpecom
Multicast-rpynnei.

NBS.IS_MULTICAST_GROUP
udilPAddress IS_MULTICAST_GROUP

PucyHok 3.16 — BHewHun Bug ¢pyHkumm NBS.IS MULTICAST_GROUP Ha saisbike CFC

Ta6nuua 3.17 — OnucaHne BxoaoB U BbixofaoB pyHKkumMu NBS. IS MULTICAST _GROUP
Ha3BaHue Tun gaHHbIX ‘ OnucaHue

BxodHble nepemeHHbIe

udilPAdress UDINT BuHapHoe npeacTtaBnexve IP-agpeca

Bbix0OHbIe nepemMeHHbIe

IS MULTICAST_GROUP BOOL ®nar «Multicast-agpec»
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4. Mpumepsbl paboTel ¢ Bubnnotekon CAA Net Base Services

4 TMpumepsbl padboTbl ¢ 6M6nnotekonm CAA Net Base Services

4.1 KpaTtkoe onucaHue npumepos

B paHHOM rnaBe onucbkiBatoTca npuHUmnbl pabotel ¢ 6ubnmnotekon CAA Net Base Services Ha npumepe
pelleHns NpocTenLen 3agayn:

1. KnueHT oTnpaBnsieT Ha cepBep CTPOKY AaHHbIX.
2. CepBep nony4yaeT 3TV AaHHbIE U OTNPAaBSET KINEHTY MHBEPTUPOBAHHYIO CTPOKY.

CooTBeTCTBEHHO, B Criy4ae oTnpaBneHus Ha cepep cTpoku ‘hello’ knneHT nonyyuT B OTBET CTPOKY ‘olleh’.

B n. 4.2 npuBoanTca npumep pelleHus 3TOW 3ajauum ¢ ucnonb3oBaHuem npotokona UDP, aB n. 4.3 — ¢
ncnosnb3oBaHnemM npotokona TCP.

Mpumepbl co3gaHbl B cpeage CODESYS V3.5 SP11 Patch 5 n nogpasymeBatloT 3anyck Ha BUpPTyasnlbHOM
koHTponnepe CODESYS Control Win V3, koTopbii BxoguT B coctaB CODESYS u npepacrtasnsieT cobom
NPOrpaMMHyl0 3MynaUMI0 peanbHOro KoHTponnepa, 3anyckaemyto Ha K ¢ OC cemenctea Windows. [ns
NOMHOLUEHHON paboTbl C Mpumepamy NoTpebyloTca ABa BUPTyarnbHbIX KOHTpOmnnepa, 3anyweHHbix Ha [K,
HaxoOsLWMXCA B OOHOW nokanbHOW ceTu. lMonb3oBaTenb Takke MOXeT 3anyCcTUTb NpUMEpbl Ha Apyrux
yCTponcTBax, nameHus TapreT-cann B npoekte CODESYS (IMKM Ha y3en Device — OGHOBUTb YCTPOMCTBO).
Kaxabll npumep cogepxuT ABa NpunoxeHus (ons cepsepa M knueHTa). [na 3arpysky B KOHTponnep
KOHKpeTHoro npunoxeHuns cnegyet Haxatb NMKM Ha ysen Application u BbiGpaTb komaHOy YCTaHOBUTb
aKTUBHOE NpUNoXxeHue.

3anyck BUpTyanbHOro KOHTposfiepa BbiNOMHAETCH C MOMOLLBIO MKOHKW Ha naHenu 3aga4 Windows. B cnydae
HeOoDOXOAMMOCTU 3anyCTUTb HECKONbKO 3K3eMMIIAPOB BMPTyanbHOro KoHTponnepa Ha ogHom [K cnepyet
nucnonb3oBaTb COOTBETCTBYHOLWMA Aprnbik B MeHK Myck (Bce nporpammbl — 3S CODESYS — Codesys
Control WinV3 — Codesys Control Win V3).

Start PLC o di
— Ctop PLL B = @
a8 = Exit PLC Control ¢ %W 0 &y
@ ‘ About... 6 & [
€ » [0
Hactpouts...
HactpouTs... -

PucyHok 4.1 — 3anyck BUpTyanbHOro KOHTponmnepa
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4. TMpumepsl paboTel ¢ bubnunotekon CAA Net Base Services

4.2 Peanusauusa UDP-cepBepa n UDP-knueHTa

4.2.1 OcHoBHasa UHcopmauus
B naHHOM npumepe paccmaTtpuBaeTcs peanudauua UDP-cepeepa u UDP-knueHTa.
Pewaemas 3agava onucarna B n. 4.1.
JInctunHr npumepa npmeeeH B npunoxeHusax Al (cepsep) n A2 (KNUeHT).
Mpumep pgoctyneH ansa ckaunBaHunda: Example UDP.projectarchive

4.2.2 Peanusauua UDP-cepBepa

Ycnosue peluaemon 3agayumn — Heobxoammo peanusosats UDP-cepBep, koTopbii 6yaeT nonyvatb OT KNneHTa
CTPOKY AaHHbIX, U BO3BpaLLaTbh EMY MHBEPTUPOBAHHYIO CTPOKY.

CHavana cregyeT co3fgatb YHKUMIO MHBEPCMM CTPOkU. Takas yHKumMs yxe ecTb B CBODOOAHO
pacnpocTpaHsemorn bubnuoteke OSCAT. bubnuoTteka OCTyNHa ANS ckavyMBaHUA Ha canTe oscat.de, a Takke
Ha canTe komnaHum OBEH B paszgene CODESYS V3/bubnuotekn. bnubnnoteka OSCAT umeeT OTKpbITbIe
UCXOOHbIE KOAbl, MO3TOMy BO MHOMMX CIlydasx pekoMeHayeTcs konupoBaTb ee dyHkumm n Ob B
nonb3oBaTenbCKNIA NPoeKT (BMecTo fobasneHns Yyepe3 MeHemkep 6MGnnoTek).

PyHKUMA nHBEpCcUn CTpokm HasbiBaeTca MIRROR. ®yHKLMIO crieqyeT CKONMpoBaTh B CBOW NPOEKT M yAanuTb

koHcTaHTbl STRING_LENGTH, onpegensiowme MakCUManbHyl ONMHY CTPOK (4TOObI He KonvpoBaTb U3

onbnunotekn gononHuTenbHble POU):
MIRROR X

P el
[} UsLAal

FUNCTION MIBRCE : STRING

[ %]

= 3 VAR THPUT
4 gtr : STRING;
5 END VAR
= 5 VAR
7 pi: POINTEE TO ABBAY[l..255] OF BYTE:
3 po: POINTEE TO BYTE:
3 1x: INT;
10 i: INT:
11 END VAR
12 -
1 pl := ADR({str);
Z po = ADR{mirror):
3 1x := LEN(str):
= 4 FOR i :=1x TO 1 BY - 1 DO
5 po™ := pi~[i]:
po = po + 1;
7 END FOR;
8 {* close output string *
3 poti= 07

PucyHok 4.2.1 — Koa dyHkuun MIRROR
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4. Mpumepsbl paboTel ¢ 6ubnunotekon CAA Net Base Services

AnropuTtm paboTbl cepeepa MOXHO NpeAcTaBUTb CrieayoLWwmnm obpasom:

1. CospgaHue cokeTa.

2. OxupaHue 3anpoca OT KINMeHTa 1 U3BneYeHne AaHHbIX U3 NofyYeHHOro 3anpoca.
3. OrtnpaBka oTBETa KINUEHTY.

4. BosBpalleHue Ha war 2.

[aHHbIn anropuTM fnerko npeacTasnTb B BUAE MOCNEeAOBaTENbHOCTU LIAroB, BbINOSIHAEMbIX C MOMOLLbIO
onepatopa CASE. B kadecTtBe meTok onepatopa CASE MOXHO Mcnonb3oBaTtb 00blyHble ynucna (0, 1, 2 n 1.
[.) — HO 3TO 3aTPyOHWUT YTeHne nporpammel. [oaTtomy crneayeT 06baBUTL NnepeuuncneHne SERVER_STATE
(Application — OdobaBneHue ob6bekta — DUT — lepeuncneHue), B KOTOPOM CBSXKEM HOMepa LUaroB C
CUMBOMbHBIMU MMEHaMU.

“¢ SERVER_STATE X

- A4 DEar' COCTOAHMA CEPESDS

z

(L]

TYPE SERVER_STATE :
= 4 {

5 CREATE : 0,
LISTEN := 10,
7 SEND = 20
: [

END TYPE

PucyHok 4.2.2 — O6bsaBneHue nepeuncnedma SERVER_STATE

3atem cnegyeT 06bsABUTE B nporpamme PLC_PRG cneayowue nepeMeHHble:

PLC_PRG X

1 PROGRAM FLC FRG
- Z VAR
3 zClient5tring: STRING:
4 sInverseString: STRING:
& eState: SERVER_STATE; S/ llar cocTOSHMA
8 folldpPeer: NBS5.UDF Peer; 23]
5 fbldpRecieve: NBS.ULP_Receive; €5
10 fbUdpSend: WBS5.UDP_Send; &5
1z uiPortServer: TINT = 4711; /4 HopT cepsepa
13
14 stIpClient: NBS.IF_ADLR:
15 uiPortClient: UINT;
18 END VAR

PucyHok 4.2.3 — ObbsaiBneHue nepeMeHHbIX nporpammbl PLC_PRG

m NMPUMEYAHUE
MepemeHHas uiPortServer onpegenseT HOMep nopTa cepeepa.
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4. TMpumepsl paboTel ¢ bubnunotekon CAA Net Base Services

Koa nporpamMmmbl BbIMMAgUT crnegyrwmnmm 06pa30M:

CASE eState OF

z
- 3
Z SEEVEE_STATE.CRELTE: J/ cosnaen UDP-mMpa Ha SafaNHOM OOPTY
& fblldpPeer
o 7 {
8 XxEnable := TRUE,
3 ipaddr =,
10 uiFort = uiPortServer,
11 ipMultiCast :=
12 IH
13
- 14 IF fbUdpPeer.xlctive THEN
15 eState += SEEVER S5STATE.LISTEN:
- 16 ELSIF fbUdpPeer.xErrcr THEN
17 ; // ofpaborra cmebor
18 END IF
z0
21 SERVEE_STATE.LISTEN: J/ cnymaen SaN&HHED DODT, OFMIAS S&OPDOC OT KIMEHTE
ZZ
- Z3
24 fblUdpRecieve
o 25 {
28 xEnakle := TIERIE,
27 hPeer = fbhUdpPeer.hPeer,
28 phata = ADR(3ClientString),
29 3z5ize := SIZEOF(sClientString)
30 i
31

3z / BCHK DONyUSHE NSHHES - KIENeKASN aIpec M DOpT KIMSHTE,
33 ¥ ODONTOTSENMESSM OTEET
- 34 IF fbUdpReciewve.xReady THEN
35 stIpClient := £fbUdpReciewve.ipFrom;
28 uiPortClient := fblUdpRecieve.uiPortFrom;
a7
335 slnverseString = MIRROR(sClient3tring):
35
40 eftate »= SERVER_STATE.SEND:
- 41 ELSIF fbUdpRecieve.xError THEN
4z ; /F obpaboTra omMGoF
43 END IF
¢l SERVER_STATE.SEND: // oTHpSBEN4cM ISHHES HIMEHTY
453 fblUdpSend
= 43 {
50 xExecute := TRUE ,
51 hPeer := IbldpPeer.hPeer ,
5z ipaddr := sgtIpllient ,
53 uiPort := uiPortClient ,
54 plata := ADR(3Inverse3tring),
55 3z5ize := BSIZEOF (sInverseString)
58 1
EL A/ ecnM NaNHEeE VCOSOHG OTHPAENSHE - IPONONFSeM CIVIATE DOPT, OFMISS CISIYIEEr? 34Opoca
- 59 IF fkUdpSend.xDone THEN
&0 fhUdpSend (xExecute :=FL
&1 ejtate := SERVER STATE.LISTEN;
- &z ELSIF fbUdpSend.xErrcr THEN
&3 : // obpaBorra omMBow
g4 END_IF
°a

66 END CASE

PucyHok 4.2.4 — Koa nporpammbl PLC_PRG
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4. Mpumepsbl paboTel ¢ Bubnnotekon CAA Net Base Services

Ha ware CREATE c nomoulubto ak3emnnispa @b NBS.UDP_Peer nponcxoguT co3gaHue cepepHoro UDP-
coKeTa Ha nopTy, HOMep KOTOPOro onpeaensaeTcs 3HavYeHnem nepemeHHon uiPortServer. B gaHHom npumepe
ucnonbayetcs nopt 4711 — oH 6bIn BbIGpaH NPoOU3BONbHLIM 06pa3om. Pe3ynbTaTtoM yCneLwHoro cosgaHus
cokeTa siBnAeTca nonydeHue ero geckpuntopa (hPeer), kotopein 6yaet ucnonb3oBatbCcs AnNs npvema v
nepegayn AaHHbIX Ha cnegywowmx warax. Ecnun coket ycnewHo cospgaH (XActive=TRUE), To npoucxoamt
nepexog Ha war LISTEN.

Ha ware LISTEN ¢ nomouwbto sk3emnnapa @b NBS.UDP_Receive npoucxoguT NpocnylinBaHue nopta u
oXxugaHve 3anpoca OT knueHTa. Ecnu nonydeH 3anpoc (xReady=TRUE), To BbinonHsaioTCcA cregyrowme
onepauuu:

e KonuposaHue IP-agpeca n Homepa nopTta KnneHTa, OTNpaBMBLLEro 3anpoc, B nepemMeHHble stipCLient
n uiPortClient;

e uHBepcus (cMm. cpyHkumio MIRROR) nonydeHHonm oT knueHta ctpokm (sClientString) ¢ 3anucbto
pesynbTata B NnepeMeHHyto sinverseString;

e nepexop Ha war SEND.

Ha ware SEND c nomoubto aksemnnsapa b NBS.UDP_Send npoucxoguT oTnpaBrieHne OTBeTa KINEHTY Ha
3apaHHbIv IP-agpec (stlpClient) 1 nopt (uiPortClient). OTBeT npeacTtaenseT cobon cTpoky sinverseString.
Mocne saBepwenusa onepauun (xDone=TRUE) npoucxoguT nepexop Ha war LISTEN gna oxugaHus
cnepgyiollero 3anpoca.
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4. TMpumepsl paboTel ¢ bubnunotekon CAA Net Base Services

4.2.3 Peanusauua UDP-knueHTa

3apava UDP-knueHTa. — OTNpaBuTb 3anpoc Ha cepBep U NOMyyYuTb OTBET.

Kak n B cnyyae c cepBepom, anroputMm paboTbl KNMeHTa npeacTaBnsieTcss B BUOE MOCNefoBaTeNlbHOCTU
LIaroB, BbIMOMHAEMbIX C MOMOLLbI0 onepaTtopa CASE. [Ind ncnonb3oBaHUSA CUMBOSbHLIX UMEH B KayecTBe
meTok onepaTtopa CASE cneayet 06baBuTb nepeuncrieHne CLIENT_STATE (Application — lobaBneHue
o6bekTa — DUT — lNMepeuncneHue), B KOTOPOM HOMEpPA LLArOB CBA3bIBAKOTCA C CUMBOSBbHBIMU UMEHAMMU.

“¢ CLIENT_STATE X

A mrET e ST
- 4 Oar CoOCTOgHMA

FEIEcHTS
-
b

3 TIPE CLIENI_ STATE :
{

s

CRERTE : a,

WAITING : 10,

7 SEND 1= 20,
RECIEVE := 30

i:

10 END TYPE

w i
nn n

PucyHok 4.2.5 — O6bsaBneHue nepeuncnenmnsa CLIENT _STATE

3artem criegyet 00bsiBMTL B nporpamme PLC_PRG cnegylowme nepeMeHHble:

PLC_PRG X

1 PROGRAM FLC_FRG
= 2 VAR
3 sClient3tring: STRING = 'Hello world';
4| zInverseString: STRING:
8| e5tate: CLIENT_STRIE:
fblUdpPeer: HNB5.UDP_Feer;
3 fhUdpReceive: NB5.UDF_Receiwve;
10 fbUdpSend: HES.UDE_Send;
1z stIpServer: NBS.IF_ADDR := (skddr:='10.2.5.229"):; [/ IP-agpec CSpESpa (MEMSHKTS Sro HE SOpSc EANSTO CSpESPE)
13
14 uiPortClient: TUINT 1=
15| uiPortServer: TUINT =
17 xSend: BOOL:
15| fb3endIrig: E_TRIG:
20 frResponseTimeocut: TON:
21| END VAR

PucyHok 4.2.6 — ObbsiBneHue nepeMeHHbIX nporpammbl PLC_PRG

MepemMeHHble NporpamMmbl, onpeaensiowne HacTPoik1 cepBepa U KNeHTa:

e stipServer — cogepxuT IP-agpec cepBepa, C KOTOPbIM paboTaeT KINEHT;
e uiPortServer — cogepXUT HOMep NopTa cepBepa, ¢ KOTOPbIM PpaboTaeT KINMUEHT;
e uiPortClient — cogepXxuT Homep nopTa KfiMeHTa.
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4. Mpumepsbl paboTel ¢ Bubnnotekon CAA Net Base Services

Koa nporpamMmmbl 6yp,eT BblMMAAeTb crneayrwmnm 06pa30M:

CASE eState OF

2
= 3
4 CLIENT_ STATE.CREATE: /¢ cosnaen UDP-1mq
g fklUdpFeer
= 7 {
] ¥Enakble := TRUE,
g iphAddr =,
10 uiPort := uiPortllient,
11 ipMultifast := ,
12 =
13
= 14 IF fbUdpPeer.xfctive THEN
15 eState = CLIENT_STRAIE.WARITING:
- 18 ELSIF fbUdpPeer.xError THEN
17 ; // obfpaborra ombow
18 END IF

CLIENT STATE.WAITING: S/ oFMOaEM KOMAHIH Ha 340MCH

2
21
= ==
23 fbSendTrig (CLE:=xSend) ;
24
- 25 IF £fbSendTrig.( THEN
Zg eState := CLIENT_STATE.SEND;
27 END IF
28 B
25
30 CLIENT_STATE.SEND: // oTOpaBRnfeNM 3SaOpoc CEpPEEDY
31
= 32
23 fhUdpSend
= 34 {
35 xExecute := TRUE,
38 hPeer fbUdpPeer.hPeer,
37 ipaddr stIpServer,
8 uiPort := uiPort3erver,
35 rData ADR(sClientString),
40 3z3ize SIZEOF (sClientString)
41 1
az
o a3 fbUdpSend.xDone THEN
44 fhldpSend (xExecute:=

frResponseTimecuc (IN:=FLLIE) ;
eState := CLIENT_STATE.RECEIVE;
ELSIF fbUdpSend.xError THE

/ ofpaborra ommOoOF

END IF

52
- 53

58

57 fklUdpReceive
= g {

5 ®Enakle := TERUE,

hPeer := fblUdpPeer.hPeer,

gl pData = ADR(sInverse3tring),

62 3z5ize = SIZEQF (sInverseltring)

- :

// echim NanHNe DoNy9eHN — OFMA&ESN CHSOyDNeH KOMAHIN Ha S4AIMCE

- 11 IF fbUdpReceiwve.XReady OR fkResponseTimecut. THEH

&7 eState := CLIENT_STATE.WAITING;

ELSIF fbUdpReceive.xError THEN
; // ofpaborra omebox

END IF

1

o m

7z|  END CASE

PucyHok 4.2.7 — Koa nporpammbl PLC_PRG
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4. TMpumepsl paboTel ¢ Bubnunotekon CAA Net Base Services

Ha ware CREATE c nomouubto ak3emnnsapa b NBS.UDP_Peer npoucxoguT cosgaHune knmeHtckoro UDP-
CoKeTa Ha nopTy, HOMep KOTOPOro onpeaensdeTcs 3HavyeHneM nepemeHHoun uiPortClient. B naHHoM npumepe
ucnonb3yetca nopT 3000 — oH 6bin BbIBpaH NPOU3BOSbHLIM 06pa3oM. Pe3ynbTaToM YCMELIHOro co3faHus
cokeTa siBnsieTca nonyyveHue ero geckpuntopa (hPeer), koTopbin ByaeT ncnonb3oBaTbCa AN npvema u
nepegayvm AaHHbIX Ha cnegywowmx warax. Ecnu coket ycnewHo cosgaH (XActive=TRUE), To npoucxoaut
nepexo Ha war WAITING.

Ha ware WAITING npoucxoouT oxugaHue KomaHObl OTNpaBneHus 3anpoca Ha cepsep. KomaHpa
obpabaTbiBaeTcs yepes Tpurrep, 4Tobbl NpegoTBpaTUTL LMKITMYECKYHO OTNPaBKy 3anpocoB Ha cepBep (3anpoc
OygeT oTnpaBnATbCA OAHOKpATHO MO nepegHemy POHTY KomaHdbl). [locrne nomnyyeHus KomaHzgbl
(xSend=TRUE) cnegyet nepexoA Ha war SEND.

Ha ware SEND c nomowbto ak3emnnsapa @b NBS.UDP_Send npoucxoguT oTnpasfieHMe 3anpoca Ha
3agaHHbIn IP-agpec (stlpServer) n nopt (uiPortServer). B pamkax paccmatpmBaemoro npumepa UDP-
cepBep umeet IP-agpec 10.2.5.229 n nopt 4711. Homep nopTa COOTBETCTBYET MOPTY, yKasaHHOMY Mnpwu
CcOo3[aHuKM cokeTa Ha cepBepe (CM. pucyHok 4.2.3). 3anpoc npeacrtaensaeT codon ctpoky sClientString. Ecnu
3anpoc ycnelwwHo otnpasneH (xDone=TRUE), To nponcxoaut cOpoc Tanmepa OXuaaHus oTBeTa U nepexon
Ha war RECEIVE.

Ha ware RECEIVE c nomowbto ak3emnnsapa @b NBS.UDP_Receive npoucxoguT nonydeHue oTeeTa OT
cepBepa 1 3anucb ero B CTpPoky sinverseString. Ecnu oteeT nonyyveH (XReady=TRUE) nnu Bpemsa oxungaHus
uctekno (fbResponseTimeout.Q=TRUE), To BbinonHsetca nepexod Ha war WAITING ans oxuaaHus
KOMaHAbl OTNpaBKM CneaytoLwero sanpoca.

Mprmep NpOCTON BM3yanusauum npoekTa:

PucyHok 4.2.8 — BHelwHu BUA BU3yanu3auum KnmeHTa

K anemeHTy [aHHble gnsi oTrnpaBKuU Ha cepBep npuBdA3aHa nepemeHHas sClientString u HacTpoeHa
BO3MOXHOCTb ee u3MeHeHus (Bknagka InputConfiguration - OnMouseClick — pgencteue 3anucatb
nepemeHHyto). K anemeHTy OTBeT cepBepa npuBsasaHa nepeMeHHas sinverseString. K nepekntoyarento
(Tvn genctena KnaBuwa nsobpaxeHus) npuessaHa nepemeHHas xSend — oHa npuHUmaeT 3HadeHne TRUE
npu HaXxxatuu Ha anemeHT u FALSE — npu ero otnyckaHuu.
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4. Mpumepsbl paboTel ¢ Bubnnotekon CAA Net Base Services

4.3 Peanusauusa TCP-cepBepa n TCP-knueHTa

4.3.1 OcHoBHasA UHcopmauus
B naHHOM npumepe paccmaTtpuBaeTcs peanu3auusa TCP-cepsepa u TCP-knueHTa.
Pewaemas 3agaya onucaHa B n. 4.1.
JIuctunHr npumepa npueeeH B npunoxeHusax b1 (cepsep) n 62 (knueHT).
Mpumep goctyneH ansa ckaynBaHusa: Example TCP.projectarchive

4.3.2 Peanusauua TCP-cepBepa

Ycnosue peluaemon 3agadm — Heobxoanmo peanunsoBaTb TCP-cepBep, KOTopbIn 6yaeT nony4vatb OT KNneHTa
CTPOKY AaHHbIX, M BO3BpaLlaTb EMY MHBEPTUPOBAHHYO CTPOKY.

CHavana cnegyeT co3gaTb (PYHKUMIO WMHBEPCUMM CTPOKU. Takas yHKUMS yKe ecTb B CBOOOAHO
pacnpocTpaHsemorn bubnuoteke OSCAT. bubnuoTteka OCTyNHa ANS ckavyMBaHUA Ha canTe oscat.de, a Takke
Ha canTe komnaHum OBEH B paszgene CODESYS V3/bubnuotekn. bubnnoteka OSCAT umeeT OTKpbITbie
UCXOAdHble KoAabl, MO3TOMY BO MHOMMX Cry4vasix pekoMeHayeTcs konupoBaTtb ee dyHkuum u Ob B
nonb3oBaTenbCKMi NpoekT (BMecTo fobaBneHns Yepe3 MeHemkep 6MbnunoTek).

®PyHKUMA nHBEpcun CTpokn HasbiBaeTcd MIRROR. ®yHKLMIO criegyeT CKONMPOBaTh B CBOM NMPOEKT M yaanutb
koHcTaHTbl STRING_LENGTH, onpegensiowme MakCUManbHylO OSIMHY CTPOK (4TOObl HEe konupoBaTb K3
onbnunotekn gononHuTenbHole POU):

MIRROR X

e ar L]
=

LEA- 1YW

p: FUNCTION MIBRCE : STRING

= 3 VAR INPUT
4 gtr : STRING;
L END VAR
= 5 VAR
7 pis POINTEE TO ABBAY[l..255] OF BYTE;
3 po: POINTEE TO BYTE:
3 1x: INT;
10 i: INT;
11 END VAR
12 -
1 pl i= ADR{str);
Z po = ADR{mirror):
3 1x := LEN({str):
= 4 FOR i :=1x TO 1 BY - 1 DO
5 po™ := pi~[i]:
po = po + 1;
7 END FOR;
8 {* close output string *
3 poti= 05

PucyHok 4.3.1 — Koa dyHkuun MIRROR

Anroputm paboTbl cepBepa MOXHO NMpeacTaBUTb Cnegyrowmum obpasom:
1. CospaHue cokeTta.
2. CosgaHue 06paboTymMKoB ANS KIUEHTOB.
3. OxuaaHue 3anpocoB OT KIMEHTOB U U3BMNeYeHne AaHHbIX U3 NOSyYeHHbIX 3anpocoB.
4. OTnpaBKka OTBETOB KIMEHTAM.
5. BosBpalueHue Ha war 3.

[aHHbIn anropuT™M nerko npeactasuTb B BMAE MOCNeAoBaTerNbHOCTW LUAroB, BbIMOMHAEMbIX C MOMOLLbIO
onepaTtopa CASE. B kauectBe meTok onepatopa CASE MoXHO ucnosnb3oBatb 006bl4HbIe Yucna (0, 1, 2 n T.
[.) — HO 3TO 3aTPyOHUT YTeHne nporpammebl. [oaTtomy crnegyeT o6bsABUTL NnepeuncneHne SERVER_STATE
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4. TMpumepsl paboTel ¢ bubnunotekon CAA Net Base Services

(Application — lo6aBneHune ob6bekTa — DUT — lNepeuncneHune), B KOTOPOM HOMEPA LLIAroB CBA3bIBAOTCHA C

CUMBOJ1bHbIMU UMEHaMMW.

“¢ SERVER_STATE X

- A4 mar COCTOAHMA CSpESDAG
z
3| TYPE SERVER_STATE :
- ﬁ_ {
5 CRERTE := 0,
& LISTEN := 10,
7 SEND = 20
- Vi
:| END TYPE

PucyHok 4.3.2 — O6bsaBneHune nepeuncnedna SERVER_STATE

TCP-cepBep MOXeT OOHOBPEMEHHO OOCMyXMBaTb HECKONMbKUX KnueHToB. Cnepyet co3faTb CTPYKTYpY

CONNECTION, koTopasi coaepXuTt nepemeHHble 1 ®b, Heobxoanmble Ans aToro.
“¢ CONMECTION X

1 // CIPYRIVPpE HEPaMETROE COSIMHSHMA
z TYPE CONNECTIION :
- 3 STRUCT
4 eState: SEREVER_STAIE; A AT CcoCTOAHMA CEpEEpa
] fhTcplonnection: NB5.TICP_Connection; $b obpaboTrH
7 fbTIcpRead: WB5.ICFP_Read; $0 UTSHMA XOa
8 fhTcpWrite: NB3.TCP _Write; $0 SanmMcH H&HHED
10 3ClientString: STRING; Crpora, ROTODYD RIMEHT OTOPABIAST Hd CEPEED
11 slnverseString: STRING; CTpora, FOTOPYD REIMEHT HoNy9EST OT CEpEED
12
13 fbaddClient: E_TRIG; TpMrTEep YCTEHOERM COSIMHEHMS
14 END STRUCT
15 END TYPE

PucyHok 4.3.3 — O6baBneHune ctpyktypbl CONNECTION

3atem cnegyeT 06bsABUTE B nporpammMe PLC_PRG cneaytolmne nepeMeHHbIe:

// MaKCHMaNBEHOS UMCNC OONRNDYSHENY RIHSHTOE

PLC_PRG X

1 PROGRAM FLC_FRG

= z VAR
3 fbTcpServer: NWBS.ICP_Server;
4 a3tClients: ARRAY [1..usiMaxConnecticns] OF CONNECTICN;
& uiPortServer: TINT = 4711;

usidctivellientCounter: USINT;

10 i: INT; // CUeTUME IIA LOMEI&
11 END VAR
1z

= 13 VAR CONSTANT
14 usiMaxConnections: TUSINT = 37
13| END VAR

PucyHok 4.3.4 — Ob6bsABneHne nepeMeHHbIX nporpammbl PLC_PRG

MepemeHHbIe Nporpammsbl, onpeaenstolmne HacTPoikK cepBepa:

e uiPortServer — cogepxuT HOMep nopTa cepeepa;
e usiMaxConnections — onpegensieT MakCUmanbHOE€ YUCINO KITMEHTOB,
MOAKIOYeHbI K cepBepy.
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4. Mpumepsbl paboTel ¢ Bubnnotekon CAA Net Base Services

Koa nporpamMmmbl BbIMMAgUT crnegywmnmm O6p830M:

fbTcpServer
{

]
W M

xEnable := TRUE,
ipAddr
uiForc

'
:= uiPortServer

7 1

IF fbTcpServer.xError THEH
/ obpaborra cmMBowR

END_IF

snaen ofpaboTTMEN DONRIDISHI
:=1 TO usiMaxConnections DO
astClienta[i].fbTcpConnection

(

xEnable:
hServer:

fbTcpServer.xBusy,
fbTcpServer.hServer

1

IF astClients[i].fbTcpConnection.xError THEN

obpaBorra ombGor

(RN

PN CRNTRN

OTCHSFMBAEN DONRNDUSHME RIMEHTE

astClients[i].fbAddClient (CL!

astClients [i].fbTcplonnection.xictive);

// DETHCTDHDYEN NOIRIDUESHKE HOBOTY KIMEH
= IF zstClienta[i].fbAddClient.( THEN
usilctiveClientCounter := usiBctiveClientCounter + 1;
31 ENMD IF
22 B

'/ o

Ve

DHPYEM OTRIDIEHME ONHOTO M

= IF azstClients[i].fbIcpConnection.xDone THEN
usilctiveClientCounter := usiBctiveClientCounter - 1;
Bl END _IF

CASE astClients[i].eState OF

SERVER_STATE.CREATE: // OPOBEPAEM, YTO NOARIDIHICH E
IF astClients[i].fbTlcplonnection.xBActive THEN

astClients[i].eState:=SERVER STATE.LISTEN;
END_IF

SERVER_STATE.LISTEN:

astClients([i].fbTcpRead

= {
xEnable astClients[i].fbIcpConnection.kActive,
hConnection : astClienta[i] . fbTcpConnection.hConnection,
phata := ADR({astClients[i].sClient3tring),
sz5ize := SIZEOF (astClients[i].sClientString)
)i
ecI ek -

IF astClients[i].fbTcpRead.xReady THEN
astClients[i].sInverseString:=MIRROR (astClients[i].aClientString):
aatClients[i] .eState:=5ERVER_STATE.SEND:

ELSIF astClienta[i].fbIcpRead.xError THEN
: // ofpafoTra omHOOE

END_IF

SERVER_STAIE.SEND:

THOPSENASM OTEET KK

astClients[i].fbTcpWrite
= {

72 xExecute TIRUE,
hConnection : astClients[i] .fbTcplonnection.hConnection,
pData ADR{astClients[i].sInverseString),
szSize SIZEOF (astClients[i].sInverseString)

IF astClients[i].fbTcpWrite.xDone
astClients[i].fbTcpWrite (xExecute:
astClients[i] .eState:=SERVER_STATE.LISTEN;

ELSIF astClients[i].fbIcpWrite.xError THEN
: // obpaforra ocmsbox

END_IF

EENEH -

END_CASE

END_FOR

PucyHok 4.3.5 — Koa nporpammel PLC_PRG
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B nepBbIx cTpokax nporpamMmmbl C NOMOLLbIO 3k3emnnapa ®B5 NBS.TCP_ Server npoucxoguT cosgaHue
cepsepHoro TCP-cokeTa Ha nopTy, HOMep KOTOPOro onpeaenseTcs 3Ha4YeHneM nepemeHHoun uiPortServer.
B paHHOM npumepe mcnonb3yetcsa nopt 4711 — oH 6bin BbiGpaH Npou3BonbHbIM 0bpaszom. PesynbtaTtom
YCMELLHOro CO34aHMa CcokeTa $sBNgeTcs nonydeHue ero pgeckpuntopa (hServer),  kotopbin 6yget
ucnonb3oBaTbCcs 06paboTyMKaMm KIMEHTOB.

B uukne FOR npowucxognt nocnepgoBaTtenbHas o6paboTka KNMEHTOB, MOOKMIOYEHHBIX K CepBepy
(MakcumanbHoe YNCno KNMEHTOB onpeaensieTcs 3HadeHmem nepemeHHon usiMaxConnections). B npouecce
06paboTKM BBIMOMHSATCA criegyloLLme onepauum:

e Bbi3oB ak3emnnspoB ®b NBS.TCP_Connection ans ob6pabotkum knueHToB. B cnyvae
NOAKNIYEHNs KnneHTa cosgaeTcs aeckpuntop (hConnection), koTopbin 6yayT ncnonssosaTte Pb
nonydexus (NBS.TCP_Read) n nepegaun gaHHbix (NBS.TCP_Write);

e roacyeT vncna KIMEeHTOB, MOAKIIOYEHHbIX K CepBepy (B cnydyae MOAKMIOYEHUSA KNMEHTa BbIXOL
xActive npuHumaeT 3HayeHne TRUE, B cnyyae oTknioveHus — Ha Bbixode XDone reHepupyeTcs
€OUHWUYHBIN UMMYnbC);

e 00OMeH AaHHbIMM, pa3buTbii Ha oTAenbHbIe Wark Yepes onepatop CASE.

Ha ware CREATE npoBepseTcs, NOOKNIOYEH N KNNEHT K cepBepy. Ecnu noakntoyeH (xActive=TRUE), 1o
cnepyet nepexof Ha war LISTEN.

Ha ware LISTEN c nomouwpbto ak3emnnspa ®b NBS.TCP_Read npoucxoauT MNpOCyLUMBaHME nopTta M
oXxugaHue 3anpoca OT knueHTa. Ecnm nonydveH 3anpoc (xReady=TRUE), To BbInonHsoTCA criegyrowime
onepauun:

e uHBepcus (cMm. dpyHkumMio MIRROR) nony4veHHow oT knueHTa ctpoku (sClientString) ¢ 3anucbio
pesynbTaTta B nepeMeHHyto sinverseString;
e nepexof Ha war SEND.
Ha ware SEND ¢ nomoubto ak3emnnapa ®b NBS.TCP_Write npoucxoguTt oTnpaBneHve oTBeTa KIMEHTY.
OTBeT npegcTtaBnsier cobonm cTpoky slnverseString. [lMocne 3aBepweHua onepauuun (xDone=TRUE)
npovcxoaut nepexof Ha war LISTEN gna oxngaHma cnegyollero sanpoca.
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4.3.3 Peanusauunsa TCP-knueHTa
3apayva TCP-knueHTa — 0TNpaBuTb 3anpoc Ha cepBep U NOMyyYnTb OTBET.

Kak n B cny4ae ¢ cepBepom, anroputM paboTbl KMMEHTa MOXHO NPeACTaBuUTb B BUAE MOCNEeA0BaTENbHOCTU
LIaroB, BbINOMHAEMbIX C MOMOLLbIO onepaTtopa CASE. [Ind ncnonb3oBaHUA CUMBOJIbHbLIX MMEH B KayecTBe
meTok onepatopa CASE cneayet o6baBuTb nepeuncnedve CLIENT_STATE (Application — [lo6aBneHue
o6bekTa — DUT — lNMepeuncneHue), B KOTOPOM HOMEpPA LLAroB CBA3bIBAKOTCA C CUMBOSbHBIMU UMEHAMM.

“¢ CLIENT_STATE X

- S/ MOar COCTOAHMA RIMEHTAS

e
3 TYPE CLIENT STATE :
{

N

CRERTE : a,

WAITING : 10,

7 SEND 1= 20,
RECIEVE := 320

i:

10 END TYPE

oo (43}
{L I | I |

PucyHok 4.3.6 — O6bsaBneHue nepeuncnenuns CLIENT _STATE

3artem crniegyet 06bsiIBMTL B nporpamme PLC_PRG cnegylowme nepeMeHHble:

PLC_PRG X

1 PROGRAM PLC ERG

= 2 VAR
3 aClientString: STRING := 'Hello world': /¢4 Crpora, OTHPSENASNAE RIHSHTOM
4 sInverseString: STRING: /¢ Crpora, DONyUasSMas oT CEpESpa
eState: CLIENT STAIE: /4 AT COCTOAHMA RNIMESHTS
8 fbIcpClient: HBS.ICF Client;
E] fbTIcpRead: NB5.ICF_Read:
10 fbIlcpWrite: HBES.ICF Write;
1z stIpServer: NBS.IF ADDR i= (8Rddr:='10.2.5.229");
13 uiPortServer: TINT = 4711;
15 x5end: BOOL; Ha CEpPEEpD
17 fbSendTrig: R_TRIG;
11 frResponselimecut: TONM;
15 END VAR

PucyHok 4.3.7 — ObbsaiBNneHne nepeMeHHbIX nporpammbl PLC_PRG
lMepemeHHbIe Nporpammbl, ONpeaensioLmMe HacTPONKK cepBepa:

e stipServer — cogepxuT IP-agpec cepBepa, C KOTOPbIM paboTaeT KINEHT;
e uiPortServer — cogepxuT HOMep nopTa cepBepa, C KOTOpbIM paboTaeT KIMEeHT.
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Koa nporpamMmmsbl 6y,u,eT BblMMAAeTb crneagywmnmm O6p830M:

CASE eState OF

= =

3 CLIENT STATE.CRERTE: // cosnaen TCP-RIMEHTE

5 fhTecpllient
= z {

7 *Enakle = TRUE,

8 ipkddr = gtlpServer,
3 uiPort = uiPortServer,

10 E
= 1z IF fbTIcplClient.xlctive THEN

13 eState := CLIENT_STATE.WAITING;
- 14 ELSIF fbhTcplflient.xError THEN

15 ¢ // ofpaBorra ombor

18 END IF

13 CLIENT STATE.WRITING: // oFMmacy ROMAHIH Ha 34IMCE
- 20

21 fb5endTrig (CLE:=x5end) ;

2z
= 23 IF fkSendTrig.( THEN

24 eState := CLIENT_STATE.SEND;

25 END IF

26 B

27

28 CLIENT_STATE.SEND: J/ OTOpaEngeNM Sanpoc CepEEpy
- 25

30 fbTIcpWrite
- 31 {

32 x®Execute := TRUE,

33 hConnection := IfbIcpllient.hConnection,

34 pData := ADR(3ClientS3tring),

35 3z31ize := SIZEOF {sClient3tring)

=1 )

27

IF fbIcpWrite.xDone THEN

38
35 fbTcpWrite (xExecute:
40 fbResponseTimecut (IN: L
41 eState := CLIENT STATE.RECEIVE;
- 42 ELSIF fhIcpWrite.xError THEW
43 ; // ofipaboTra ommMboR
44 END_IF
45
47 CLIENT_ STATE.RECEIVE: S/ DomygaeM OTBET OT CEPEEPE
15 // SaOycracM TaHMSp OFMI&HMS OTESTE
) fbResponseTlimecut (IN:=TRUE, PBT:=T#13);
52 fbTcpRead
- 53 {
L HEnable := TRIE,
55 hConnection := fbIcpllient.hConnection,
SE rlData := ADR(3InverseString),
57 3z5ize := SIZEOF({sInverse3tring)
58 Vi
&0 /¢ ecloM NaHHKE DONYYSHHE - OFMIEEN CHOSOVENEH FOMSHAN Ha S40HCE
- gl IF fbTcpBRead.xBeady OR fkResponseTimecut.( THEN
&2 eState := CLIENT_STATE.WAITING;
= 63 ELSIF fbTcpRead.xError THE
&4 ¢ // obpaBorra omMEoE
5 END IF

PucyHok 4.3.8 — Kog nporpammel PLC_PRG
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Ha ware CREATE c nomouubto ak3emnnsapa ®b NBS.TCP_Client npoucxoaut cosgaHue knmeHTtckoro TCP-
cokeTa ans paboTbl ¢ cepBepoM, KOTopblil umeeT IP-agpec stipServer u Homep nopta uiPortServer. B
naHHoM npumepe ucnonb3dyeTtcs nopT 3000 — oH 6bin BbiGpaH NpPou3BOnbHbLIM 0bpaszom. PesynbTtaTtom
YyCMNeLHOro co3fdaHus cokeTa sBMAsieTca nonyyvyeHue geckpuntopa coeguHenums (hConnection), KoTopbin
OyaeT ucnonb3oBaTbCa A8 NOMyYeHWs U nepefadvn OaHHbIX Ha criegyrowmx warax. Ecnm cokeT ycnewHo
co3pgaH (xActive=TRUE), To npoucxoaut nepexog Ha war WAITING.

Ha ware WAITING npoucxoguT oxugaHue KomaHObl OTMnpaBneHus 3anpoca Ha cepsep. Komanpa
obpabaTbiBaeTcs Yepes Tpurrep, 4YTobbl NpegoTBpaTUTb LMKITMYECKYHO OTMNPaBKy 3anpocoB Ha cepBep (3anpoc
OyoeT oTnpaBnATbCA OAHOKPATHO MO nepegHeMy POHTY KoMaHgbl). [locrne mnomnydyeHus komaHgbl
(xSend=TRUE) cnenyet nepexog Ha war SEND.

Ha ware SEND c nomoubto ak3emnnspa b NBS.TCP_Write nponcxoanT oTnpasneHne 3anpoca cepsepy.
3anpoc npegctaenseT cobon cTtpoky sClientString. Ecnv 3anpoc ycnewHo otnpaeneHn (xDone=TRUE), To
npovcxogut nepexon Ha war RECEIVE.

Ha ware RECEIVE c nomoLubto ak3emnnsapa @b NBS.TCP_Read npoucxoguT nonyvyeHme oTBeTa OT cepBepa
1 3anuck ero B CTPoky sinverseString. Ecnun oteeT nonydeH (xReady=TRUE) nnun Bpems oXxXvaaHns NCTEKNO
(fbResponseTimeout.Q=TRUE), To BbinonHaetca nepexon Ha war WAITING gns oxugaHus KomaHgbl
OTMpaBKKU CriegyroLLero 3anpoca.

Mpvmep NpOCTOl BU3yanusauum npoekTa:

PucyHo 4.3.9 — BHewwHuin BuA BM3yanu3auum KnveHTa

K anemeHTy [laHHble ANA OTNpaBKM Ha cepBep npussasaHa nepemeHHasa sClientString u HacTpoeHa
BO3MOXHOCTb €€ u3MeHeHus (Bknagka InputConfiguration — OnMouseClick — pgewnctsue 3anucatb
nepemeHHyr). K anemeHTy OTBeT cepBepa npuBsa3aHa nepemeHHas sinverseString. K nepeknioyarento
(Tvn genctena KnaBuwa naobpaxeHus) npussasaHa nepemeHHas XSend — oHa npuHumaeT 3HadveHne TRUE
npu HaxxaTum Ha anemeHT n FALSE — npu ero oTnyckaHuu.
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4.4 Pab6oTta c npumepom

1. Kaxpgbin npumep cogepXxut aea npunoxeHus — Server u Client.

B npunoxeHusix cnegyeT oTpeakTupoBaTh:

e |P-agpec cepBepa (nepemeHHas stipServer B npunoxexum Client);

e HOMep nopra cepBepa (nepemMeHHas uiPortServer B 060Mx NpUNoXeHnsix);

e HOMep nopTa knueHta (nepemeHHasa uiPortClient B npunoxeHun Client — monbko 0ns

npumepa UDP).

CHavana crnepgyeT 3anycTuUTb Ba BUPTyanbHbIX KOHTponnepa Ha [1K, MogkmtoYeHHbIX K OOHOM
nokanbHoOW ceTn (MOXHO ncnonb3oBatb oauH K ¢ HeckonbknMKU ceTeBbiMK KapTamu). [Ans 3arpysku
B KOHTPOJIIEP KOHKPETHOro NpunoxeHus Heobxoaumo HaxxaTb MKM Ha y3en Application un BbiGpaTb
KOMaHOy YcCTaHOBUTb aKTMBHOe npunoxeHue. [lpegsapuTenbHO pPEKOMEHAYETCS BbINOMHUTD
komaHgy C6époc 3aBoacKkom 13 MeHio OHNamH.
B cnyyae Heo6XoOUMOCTM MOXHO M3MEHUTb TapreT-garinbl NPUNOoXeHUn, YTobbl 3anyCcTUTb UX Ha
HyxHbIX ycTponcTteax (IMKM Ha y3en Device — OGHOBUTbL YCTPOMUCTBO).

2. B npunoxenun Client cnegyet nepenTun Ha CTpaHuLy Bu3yanu3sauuu.
3aTeMm BBECTU CTPOKY AaHHbIX, KOTOpas byaeT oTnpaBfieHa Ha cepBep, U HaXaTb KHOMKY.
B none OTBeT cepBepa AoMmkHa NOSBUTLCA MHBEPTUPOBAHHASA CTPOKA.
Ecnu ctpoka He nosiBnseTca — cnegyeT NpoBEepuTb KOPPEKTHOCTb CeTEBbIX HACTPOEK YCTPONCTB, Ha
KOTOPbIX 3anycKkalwTcs MpPOEeKTbl, W YTOYHWUTb OCOBEHHOCTM HacTpoek ceTu (Hanpumep, Ha
MapLupyTusaTopax MoryT 6biTb 3a61I0KMPOBaHbI Kakme-TO NopThl).

NaHHkLIe ANA OTNPaEKM HA CepEep

Hello world

OTEET CepEEpa

dirow olleH

PucyHok 4.4.1 — PaboTa c npumepom
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45 PexkomeHpauuun v 3ameyvyaHus

Hue nepeymncneHbl OCHOBHbIE TE3UCHI M peKoMeHaaLmMm No paspaboTke nporpamm, paboTatoLL X C CokeTamu,
MCMONb30BaHHbIE B JAHHOM [JOKYMEHTe.

®b n nporpammbl, peanusytolie obmeH, pa3buBaloTCs Ha Luarn, KOTOpble BbINOMHSAKTCS Yepes
onepatop CASE.

UTtobbl coenaTe Npo3payHbiM NEPEXOAbl MeXay Waramm, MOXHO UCMONb30BaTb NepPeYncrieHuns.
Mepexoa k cnepylowemy Lwwary AOMKEH MPOMCXOAUTb TOMbKO MOCMEe OKOHYaHWsA npeablayLiero.
KOHTpOMb OKOH4YaHMsA LWwara, B YaCTHOCTW, MOXET OCYLUEeCTBASATLCA C MNOMOLLBI BbIXO4OB
cooteeTcTBYytoWMX ®b (xDone, xActive, xReady n . g.).

Cne/J,yeT TakKkKe OTMEeTUTb pAd MOMEHTOB, OCTaBLUNXCA 3a npeaenamMmun npuMmepoB OOKYMEHTa:

B pamkax npumepa paccmatpuaeTcs o6MeH AaHHBbIMWU MEXAY CePBEpPOM W KIMEHTOM C MOMOLLbHO
OObIYHbIX TEKCTOBbIX CTpoK. [Ind peanu3aumm KOHKPETHOro npoTokona notpebyeTca ero
cneundmkaums, onuceiBaoLwas dopmatbl U NOCNeA0BaTENBHOCTY 3anNpoOCOB N OTBETOB.

B GonbwuHcTBE crnydaeB TpebyeTcd TuwartensHas obpaboTka owwubok. KoHTponupyite BbIXoAbl
XError n eError cootBetcTBytowmx ®6. Cm. onmucaHme kogoB ownbok B n. 3.2.2.
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5 Buonuoteka OwenCommunication

5.1 O6wasn nHdopmauma

Bubnmoteka OwenCommunication cogepXuT yHKUMOHarbHbIE BGMNOKK, KOTOpble MOTYT UCMONb30BaTLCH
Ana peanusaunn HecTaHAAPTHLIX NPOTOKOSIOB B TOM Clydae, eCnu KOHTposnep BolcTynaeT B ponu TCP- unu
UDP-knuneHTa. Takke 6ubGnmoTeka BkniodaeT B ceba G6noku ans pabotel no npotokony Modbus, 6nok
peann3aumn HecTaHOapTHbIX MPOTOKONIOB AOnsd HOCﬂeﬂOBaTeHbHOVI JIMHNUN CBA3WN W BCNoMoratesibHble
PyHKUMKM 1 OB Ans KOHBEpTaUMK AaHHbIX, 0630p KOTOPbLIX HE SBMSIETCS 3a4a4eil AaHHOro pyKoBOACTBa.

Bubnuoteka goctynHa Ha canTe OBEH B paspene CODESYS V3/BU6nmMoTekun n KOMMOHEHTbI.

Onga obmeHa no TCP n UDP ucnone3ytotca cnegytowime b 6mubnmorekn:

e TCP_Client — aHanornyeH 6noky TCP_Client n3 6ubnuotekn CAA Net Base Services.
EovHcTBEHHOE oTnnune — IP-agpec ABHO 3aaeTcs B Buae nepemeHHon tuna STRING, a He
cTpykTypbl IP_ADDR);

e UNM_TcpRequest — 6rnok oTnpaBku NPOM3BOSMbLHOrO 3anpoca no npotokony TCP u nony4yeHwus
oTtBeTa. BkntouyaeT B cebst pyHKkumoHan TCP-knueHTa u3 n. 4.3.3;

e UNM_UdpRequest — 6nok oTnpaBku Npou3BOnbHOro 3arnpoca no npotokony UDP u nonyyeHus
oTtBeTa. BkntouaeT B cebs dyHkumoHan UDP-knneHTa us n. 4.2.3.

Bnokn 6ubnuotekn OwenCommunication noctpoeHbl Ha 6a3e Pb 6ubnuotekn CAA Net Base Services un
npeaocTaBnsloT roToBbIN (PyHKUMOHanN ans peanu3auum TCP- n UDP-knveHToB. OnucaHve 6rokos
NPUBELEHO HUXE.

[i]

NMPUMEYAHUE

PaboTta 61MbnmnoTekn nogaepxmBaeTcs ToNbKo Ha koHTponnepax OBEH v BupTyansHoOM KOHTpornnepe
CODESYS Control Win V3.
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5.2 ®b UNM_TcpRequest

®yHkumoHaneHbIi 6ok UNM_TcpRequest ucnonb3dyetcs Ans peanusaumu HecTaHOapTHOro MnpoTokora
nosepx npotokona TCP. Mo nepegHemy ¢poHTY Ha Bxoae XExecute npoucxogut oTnpaBka COAEPXUMOro
Oydepa 3anpoca, pacnonoXeHHOro Mo ykasaTento pRequest, pa3vepoM szRequest 6ant u4epes
coeavHeHue, onpegensemMoe geckpuntopom hConnection, nonyyeHHsiM oT 6 TCP_Client. OTtBeT oT slave-
YCTPOWCTBa OXMnAaeTcs B TedeHne BpemeHu tTimeout. Mpu nonydeHun oTBeTa NpoONCXoauT ero NpoBepka Ha
OCHOBaHWM 3HadeHui BxogoB szExpectedSize n wStopChar:

e ecnu szExpectedSize <> 0, TO OTBET CUMTAETCH KOPPEKTHbIM, ecnn ero pasmep B OanTtax =
szExpectedSize;

e ecnn szExpectedSize = 0 n wStopChar <> 16#0000, To nocnegHue oguH (npu wStopChar =
16#00xx) unu gea (npm wStopChar = 16#xxxx) 6anta oTBeTa (rae X — NPOU3BOSIbHOE 3HAYEHUE)
NpoBEpPSIIOTCA Ha paBeHCTBO Mnagwemy wunn oboum 6Gantam wStopChar. 310 MOXeT
ncnonb3oBaTbCA MpU peanusaumm CTPOKOBbIX MPOTOKONOB, B KOTOPbIX 3apaHee M3BECTeH CTon-
CVMMBOJT;

e ecnn szExpectedSize = 0 n wStopChar = 16#0000, To nobGoN MNOMy4YEHHbIN OTBET CUYUTAETCS
KOPPEKTHBLIM.

B cnyyae nonyyeHusi koppekTHoro otBeTa Bbixog XDone npuHumaeT 3HadveHne TRUE, Bbixog eError =
NO_ERROR, a Ha Bbixoge uiResponseSize otobpaxaeTcs pasmep otseta B 6antax. [lonyyeHHble gaHHbIe
nomeLlaetcs B 6ydep, pacnonoxeHHsln No ykasartento pResponse n nvetowmin pasmep szResponse 6ant.
B cnyyae oTcytcTBMA oTBeTa B nosTOpseT 3anpoc. Yncrno nepenoBTOpoOB onpeaenseTcs BXo4oM usiRetry
(3HayeHne 0 COOTBETCTBYET OTCYTCTBMIO NepenoBTopoB). Ecnn HM Ha oauH M3 3anpocoB He Obin nonyyeH
OTBeT, TO BbIxog XError npuHnmaet 3HadeHme TRUE, a Beixog eError = TIME_OUT.

[na oTnpaBky HOBOro 3anpoca cneayeTt co3aaTh nepeaHuin poHT Ha Bxoge XExecute.

m NMPUMEYAHUE
B cny4ae oTnpaBku 3anpocoB, A5 KOTOPbIX HE MOApa3yMeBaeTCs NoryyeHne oTBeTa, pekomeHayeTcs
anga Bxoga tTimeout ycTaHOBUTbL 3HayeHne T#1ms.

fblUnmTecpRequest o)

OCL.UNM_TcpRequest —
—(xExecute xDone —
—(tTimeout *Busy—
—{usiRetry xErmor -
—hCaonnection eError —
—pRequest uiResponseSize —
—{=zRequest
—|pResponse
—{szResponse
—|szExpectedSize
—wStopChar

PucyHok 5.1 — BHewHun Bupg ®6 UNM_TcpRequest Ha sasbike CFC

42



5. Bubnmnotreka OwenCommunication

Ta6nuua 5.1 — Onucanune BxonoB u BbixogoB b UNM_TcpRequest

HasBaHue Tun OnucaHue
Bxoabl
xExecute BOOL Mo nepegHeMy (PPOHTY NPOUCXOAWUT OAHOKpaTHasi (C BO3MOXHOCTbIO
nepenoBTOPOB B Clly4ae OTCYTCTBUS OTBeTa) oTnpaska 3anpoca
tTimeout TIME Z)?(Zzzﬁﬂoimgf;::mo;:s;a oT slave-yctponcTtea (T#0ms — Bpems
usiRetry USINT Yncno nepenoBTOPOB B Cryvae OTCYTCTBUSA OTBETA
hConnection CAA.HANDLE | Oeckpuntop TCP-coegmHeHus, nonyyeHHbli oT @6 TCP_Client
pRequest CAA.PVOID | YkasaTtenb Ha bydgep 3anpoca
szRequest CAA.SIZE Pasmep 6ydepa 3anpoca B 6antax
pResponse CAA.PVOID | YkasaTtenb Ha 6ydep oTBeTa
szResponse CAA.SIZE Pasmep 6ydepa otBeTa B H6ariTtax
szExpectedSize CAA.SIZE Oxunpaembin pasmep oTBeTa B 6aritax (0 — pasamep HeN3BECTEH)
Cron-cMmBonbl npotokona. [na npoTokona ¢ AByMsi CTON-CUMBOIamMu
oba 6Ganta nepemMeHHOM [AOMKHbl OblTb OTNWYHBI OT Hynsa. [Ons
wStopChar WORD npoTokona € OAHWM CTOM-CMMBOJSIOM CTapwuin GanT [ormkeH ObiTb
paBeH Hynio, a Mnagwun OTNWYHbIN OT Hynsa. Ecnn B npotokone
OTCYTCTBYIOT CTOM-CMMBOJbI, TO CrieayeT YCTaHOBUTb 3HayeHne 0
Bbixoabl
xDone BOOL TRUE — nony4yeH KOPpeKTHbIN OTBET OT Slave-ycTponcTea
xBusy BOOL TRUE — ®b HaxoauTcs B paboTte
XError BOOL MpuHumaeT 3HadeHne TRUE B cnyyae BO3HUKHOBEHMWS OLLNGKM
eError ERROR CraTtyc paboTbl ®b (unu kog ownbkn)
uiResponseSize UINT Pasmep nonyyeHHoro otBeTa B 6antax
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5.3 ®b UNM_UdpRequest

®yHkumoHaneHbii 6ok UNM_UdpRequest ucnonb3dyetcss and peanv3aumy HecTaHOApTHOrO MmpoTokona
nosepx npoTtokona UDP. MNo nepegHemy ppoHTY Ha Bxoge XExecute npomcxoauT OTrnpaBka COAEPXMMOro
Oydepa 3anpoca, pacnonoxeHHOro no ykasatento pRequest, paamepom szRequest 6anT Ha |IP-agpec
sServerlpAddr u nopt uiServerPort. Ha cTopoHe KkoHTponnepa Ansi OTAPaBKM MUCMonb3yeTcs nopT
uiLocalPort u IP-agpec 0.0.0.0. (T. e. oTnpaBka 3anpoca OCYLECTBNSETCS MO BCEM AOCTYMHbLIM
uHTepdencam).

OtBeT OT slave-ycTponcTBa oxmaaeTcs B TedeHne BpemeHn tTimeout. MNpu nonyvyeHun otBeTa npomcxoaut
€ro npoBepka Ha OCHOBaHUW 3Ha4YeHun Bxoaos szExpectedSize n wStopChar:

e ecnun szExpectedSize <> 0, TO OTBET CUMTAETCH KOPPEKTHbIM, ecnu ero pasmep B banTtax =
szExpectedSize;

e ecnn szExpectedSize = 0 n wStopChar <> 16#0000, To nocnegHue oguH (npu wStopChar
16#00xx) vnn gBa (npu wStopChar = 16#xxxx) 6anta oTBeTa (rge X — NPOU3BOSIbHOE 3HaYeHue)
NPOBEPSIIOTCA Ha paBeHCTBO Mnagwemy wunn oboum 6Ganmtam wStopChar. 310 MOXeT
ncnomnb3oBaTbCA MpU peanusaumnm CTPOKOBbIX MPOTOKOMIOB, B KOTOPbIX 3apaHee W3BEeCTeH CTon-
CUMBO;

e ecnn szExpectedSize = 0 n wStopChar = 16#0000, To nto6GoN MOMYYEHHbLIA OTBET CUYMTAETCSH
KOPPEKTHbIM.

B cnyyae nonyyeHus koppekTHoro oTBeTa Bbixog XDone npuHumaeT 3HadveHne TRUE, Bbixog eError =
NO_ERROR, a Ha Bbixoge uiResponseSize otobpaxaeTtcsa pasmep oTBeTa B 6anTax. [NonyyeHHble gaHHble
nometlaetcs B Oydep, pacnonoXeHHbI No ykasatento pResponse u nmerowuin pasmep szResponse 6anr.
B cnyuyae otcytcTBMsa oTBeTa PB noBTOpsieT 3anpoc. Yncno nepenoBTOpoOB onpeaenseTcs Bxogom usiRetry
(3HayeHne 0 cooTBETCTBYET OTCYTCTBMIO MEPENOBTOPOB). ECNn HM Ha oAguH M3 3anpocoB He Gbin Nony4eH
oTBeT, To BbIxod XError npuHumaet 3HaveHne TRUE, a Bbixop eError = TIME_OUT.

[nsa oTnpaBky HOBOro 3anpoca crneayeTt cos3faTb nepeaHunin GpoHT Ha Bxoade XExecute.

m NMPUMEYAHUE

B cnyyae oTnpaBku 3anpocoB, 4118 KOTOPbIX HE NOAPa3yMeBaeTCs NoNyYyeHne oTBeTa, pEKOMeHayeTCs
ansa exoga tTimeout ycTaHOBUTb 3HayYeHne T#L1ms.

fblUnmlUdpRequest o

OCL.UNM_UdpRequest —
—(xExecute *Done —
—tTimeout *Busy—
—{usiRetry xEmor -
—uiLocalPort eError —
—sServerl pAddr uiResponseSize —
—uiServerPort
—|pRequest
—{=zRequest
—|pResponse
—szResponse
—{szExpectedSize
—wStopChar

PucyHok 5.2 — BHewHun Bug ®6 UNM_UdpRequest Ha ai3bike CFC
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5. Bubnmnotreka OwenCommunication

Ta6nuua 5.7.3 — OnucaHue Bxoaos u Bbixoaos b UNM_UdpRequest

HasBaHue Tun OnucaHwue
Bxopabl
e | 0oL | e e s v
tTimeout TIME 1’;2;\;::; ﬂoimgrapHamHﬂMqoeLBOe)Ta oT slave-yctporictBa (T#0ms — Bpewmsi
usiRetry USINT Yuncno nepenoBTOPOB B Cyvyae OTCYTCTBUS OTBETa
uiLocalPort UINT [NopT KOHTpoONnepa, Yepes KOTopbIN OTNPaBnseTCs 3anpoc
sServerlpAddr STRING IP-agpec slave-yctponctea B hopmate IPV4 (‘XXX XXX.XXX.XXX')
uiServerPort UINT MopT slave-ycTponcTtea
pRequest CAA.PVOID | YkasaTtenb Ha 6ydep 3anpoca
szRequest CAA.SIZE Pa3mep 6ydgepa 3anpoca B 6antax
pResponse CAA.PVOID | YkasaTtenb Ha b6ycdep oTBeTa
szResponse CAA.SIZE Pa3mep 6ydepa oTBeTa B baritax
szExpectedSize CAA.SIZE Oxunpaembli pasmep oTBeTa B bawntax (0 — pa3amep HEN3BECTEH)
Cron-cumBonbl npoTokona. [ns npoTokorna ¢ ABYyMS CTOM-CMMBOMaMu
oba Gamta nepemMeHHOM [OIMKHbI OblTb OTAMYHLI OT Hyna. [Ans
wStopChar WORD NpOTOKOJa C OAHMM CTOM-CUMBOJIOM CTapLUMi 6anT AormkeH ObiTb paBeH
HyNio, @ Mragwun OTNNYHBIN OT Hyns. Ecnn B npoTokone oTCyTCTBYIOT
CTOMN-CMMBOJbI, TO CrieayeT YCTaHOBUTb 3HayeHue 0
Bhixoabl
xDone BOOL TRUE — nonyyeH KOppeKkTHbIN OTBET OT Slave-ycTponctea
xBusy BOOL TRUE — ®b HaxoauTcs B paboTte
XError BOOL MpuHumaeT 3HaveHne TRUE B cnyyae BO3HWMKHOBEHWS OLIMOKM
eError ERROR Cratyc paboTtbl b (unu kog ownbkm)
uiResponseSize UINT Pa3mep nonyyeHHoro oteeta B bantax
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MpunoxeHue A. JNluctuHr npumepa UDP

MpunoxeHune A.  JluctuHr npumepa UDP
A.1. UDP-cepBep
A.2.1. TMepeuncneHne SERVER_STATE
// war coctoaHuns cepsepa

TYPE SERVER_STATE :
(

CREATE = 0,
LISTEN = 10,
SEND = 20
);
END_TYPE
A.2.2. ®yHkuma MIRROR
// (c) OSCAT
FUNCTION MIRROR : STRING
VAR_INPUT
str: STRING;
END_VAR
VAR
pi: POINTER TO ARRAY [1..255] OF BYTE;
po: POINTER TO BYTE;
Ix: INT;
i INT;
END_VAR

(*

version 1.1 29. mar. 2008
programmer hugo

tested by tobias

this function reverses an input string.

¥)
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MpunoxeHue A. NluctuHr npumepa UDP

pi = ADR(str);
po = ADR(mirror);
Ix = LEN(str);

FORi:=IxTO 1BY-1DO

Po~ = pitil;
po = po +1;
END_FOR;
(* close output string *)
po”:=0;

(* revision histroy
hm 4. feb. 2008 rev1.0
original release

hm 29. mar. 2008 rev1.1
changed STRING to STRING(STRING_LENGTH)

¥)

A.2.3. TMporpamma PLC_PRG

PROGRAM PLC_PRG

VAR
sClientString:  STRING; // CTpoKa, nosfiyyeHHas oT KAneHTa
sinverseString: STRING; // CTpokKa, oTnpasBasemasi KAUEeHTY (MHBEPCUA NOoayYeHHOM)
eState: SERVER_STATE; / /War coctosHus cepsepa
fbUdpPeer: NBS.UDP_Peer; // ®B cozgaHus UDP-nmpa
foUdpReceive: NBS.UDP_Receive; // ®B nony4eHms gaHHbIX
foUdpSend: NBS.UDP_Send; // ®B oTnpaBKM AaHHbIX
uiPortServer: UINT := 4711; // NopT cepsepa
stipClient: NBS.IP_ADDR; // \P-appec KnveHTa
uiPortClient:  UINT; // NopT KnneHTa

END_VAR
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MpunoxeHue A. JNluctuHr npumepa UDP

CASE eState OF

SERVER_STATE.CREATE: // cozpaem UDP-nunpa Ha 3agaHHOM MopTy
foUdpPeer
(
xEnable := TRUE,
ipAddr =,
uiPort := uiPortServer,
ipMultiCast =
);
IF foUdpPeer.xActive THEN

eState := SERVER_STATE.LISTEN;
ELSIF foUdpPeer.xError THEN

; // obpaboTka ownboK
END_IF

SERVER_STATE.LISTEN: // cayliaem 3a4aHHbli NOPT, 03KMUA3s 3aMpoc OT KAMEHTa

foUdpReceive

(
XEnable:= TRUE,
hPeer := foUdpPeer.hPeer,
pData := ADR(sClientString),
szSize = SIZEOF(sClientString)

);

// ecnv nony4eHbl AaHHbIe - U3BIEKAEM aAPEC U MOPT K/IMEHTa,

// ..v noarotasnvMsaem oTseT

IF foUdpReceive.xReady THEN
stlpClient = fbUdpReceive.ipFrom;
uiPortClient = fbUdpReceive.uiPortFrom;

sInverseString MIRROR(sClientString);

eState = SERVER_STATE.SEND;
ELSIF foUdpReceive.xError THEN

; // 06paboTka ownboK
END_IF
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MpunoxeHue A. NluctuHr npumepa UDP

SERVER_STATE.SEND: // oTnpasnsem gaHHble KANEHTY

foUdpSend

(
xExecute = TRUE,
hPeer = foUdpPeer.hPeer,
ipAddr = stipClient,
uiPort = uiPortClient ,
pData = ADR(sInverseString),
szSize = SIZEOF(sInverseString)

);

// ecnu gaHHble yCnewHo oTnpas/ieHbl —
// ..npoAonKaem caywath NOPT, OXMAan Cledytollero 3anpoca

IF foUdpSend.xDone THEN
foUdpSend(xExecute:=FALSE);
eState := SERVER_STATE.LISTEN;

ELSIF foUdpSend.xError THEN
; // 06paboTka ownbOoK

END_IF

END_CASE
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MpunoxeHue A. JNluctuHr npumepa UDP

A.2. UDP-knueHT

A.2.1. MepeuncneHue CLIENT_STATE

// Wwar cocToaHMA KANEHTa

TYPE CLIENT_STATE :
(

CREATE = 0,
WAITING = 10,
SEND = 20,
RECEIVE = 30
);
END_TYPE

A.2.2. TMporpamma PLC_PRG

PROGRAM PLC_PRG

VAR
sClientString: STRING := 'Hello world’; // CTpoKa, oTnpasisaemas KAMeHTOM
sinverseString: STRING; // CTpoka, nony4aemasn oT cepsepa
eState: CLIENT_STATE; // War coctoaHmA KnneHTa
foUdpPeer: NBS.UDP_Peer; // ®b cozpaHma UDP-nupa
foUdpReceive: NBS.UDP_Receive; // ®B nonyyeHna gaHHbIX
foUdpSend:  NBS.UDP_Send; // ®Bb oTnpaBKku AaHHbIX
// \P-agpec cepsepa (M3meHUTEe ero Ha aapec Ballero cepsepa)
stipServer:  NBS.IP_ADDR = (sAddr :='10.2.5.229");
uiPortClient:  UINT = 3000; // NopT KnneHTa
uiPortServer: UINT = 4711; // MNopT cepsepa
xSend: BOOL;
fbSendTrig: R_TRIG; // Tpurrep 3anucu
fbResponseTimeout: TON; // Tailmep oXKnaaHua oTeeTta

END_VAR
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MpunoxeHue A. Nluctunr npumepa UDP

CASE eState OF

CLIENT_STATE.CREATE: // cozpaem UDP-nupa Ha 3agaHHOM NopTy
foUdpPeer
(
xEnable := TRUE,
ipAddr =,
uiPort := uiPortClient,
ipMultiCast =,
);
IF foUdpPeer.xActive THEN

eState := CLIENT_STATE.WAITING;

ELSIF foUdpPeer.xError THEN

END_IF

; // 06paboTka owmnboK

CLIENT_STATE.WAITING: // oxunpgaem KomaHAabl Ha 3anucb

fbSendTrig(CLK:=xSend);

IF foSendTrig.Q THEN

eState := CLIENT_STATE.SEND;

END_IF
CLIENT_STATE.SEND: // oTnpasnsem 3anpoc cepsepy
foUdpSend
(
xExecute = TRUE,
hPeer = foUdpPeer.hPeer,
ipAddr = stlpServer,
uiPort = uiPortServer,
pData = ADR(sClientString),
szSize = SIZEOF(sClientString)

);

IF foUdpSend.xDone THEN
fbUdpSend(xExecute:=FALSE);
fbResponseTimeout(IN:= FALSE);
eState := CLIENT_STATE.RECEIVE;

ELSIF foUdpSend.xError THEN
; // 06paboTka ownboK

END_IF
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MpunoxeHue A. JNluctuHr npumepa UDP

CLIENT_STATE.RECEIVE: // nonyyaem oTBeT OT cepBepa

END_CASE

// 3anyckaem Taimep oXunaaHua oTeeTa
foResponseTimeout(IN:= TRUE, PT:= T#15s);

foUdpReceive

(
XxEnable:= TRUE,
hPeer := foUdpPeer.hPeer,
pData := ADR(slnverseString),
szSize = SIZEOF(sInverseString)

);

// ecnun AaHHbIe NOlYYeHb! - OXKUAaeM CaeayoLLen KoMaHabl Ha 3annch
IF foUdpReceive.xReady OR fbResponseTimeout.Q THEN
eState := CLIENT_STATE.WAITING;
ELSIF foUdpReceive.xError THEN
; // obpaboTka ownboK
END_IF
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Mpunoxexue b. JluctnHr npumepa TCP

MpunoxeHune b. JluctuHr npumepa TCP

Bb.1. TCP-cepBep

b.1.1. MNepeuncnenne SERVER_STATE

// war coctoaHuns cepsepa

TYPE SERVER_STATE :
(

CREATE = 0,
LISTEN = 10,
SEND = 20
);
END_TYPE

B.1.2. Ctpyktypa CONNECTION

// CTPyKTypa napameTpoB coeanHeHns
TYPE CONNECTION :
STRUCT

eState: SERVER_STATE;
fbTcpConnection:
fbTcpRead:
foTcpWrite:

NBS.TCP_Connection;
NBS.TCP_Read;
NBS.TCP_Write;

sClientString: STRING;
sinverseString: STRING;

fbAddClient:

END_STRUCT
END_TYPE
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R_TRIG;// Tpurrep ycTaHOBKWU coeanHEHUA

// War coctosaHua cepsepa

// ©Bb 06paboTKKN NoaKAUYeHUA
// ®B uTeHna gaHHbIX
// ®B 3anucK AaHHbIX

// CTpoKa, KOTOpYIO KANEHT OTNpaBAAET Ha cepeep
// CTpoKa, KOTOpYIo KANEHT NoJjly4aeT OT cepsepa



MpunoxeHue b. JNluctuHr npumepa TCP

B.1.3. ®yHkuua MIRROR

// (c) OSCAT
FUNCTION MIRROR : STRING
VAR_INPUT

pi: POINTER TO ARRAY [1..255] OF BYTE;

str:  STRING;
END_VAR
VAR
po:  POINTER TO BYTE;
Ix: INT;
it INT;
END_VAR

(*

version 1.1 29. mar. 2008
programmer hugo

tested by tobias

this function reverses an input string.

*)

pi = ADR(str);
po = ADR(mirror);
Ix = LEN(str);

FORi:=IxTO 1BY-1DO

Po~ = pit[il;
po = po +1;
END_FOR;

(* close output string *)
po”:=0;

(* revision histroy

hm 4, feb. 2008 rev 1.0

original release

hm 29. mar. 2008 rev1.1

changed STRING to STRING(STRING_LENGTH)
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Mpunoxexue b. JluctnHr npumepa TCP

B.1.4. Mporpamma PLC_PRG

PROGRAM PLC_PRG

VAR
fbTcpServer:  NBS.TCP_Server; // ®Bb TCP-cepsepa
// Maccus cTpyKTyp A8 06paboTKM NOAKAUYEHUIA
astClients: ARRAY [1..usiMaxConnections] OF CONNECTION;
uiPortServer: UINT = 4711;
usiActiveClientCounter: USINT; // Yncno noaKNtoYEeHHbIX KANEHTOB
i INT; // CYeTumK ana umkna
END_VAR

VAR CONSTANT
// MaKcmanbHoe YMCN0 NOAKNHOYEHHbIX KANEHTOB
usiMaxConnections: USINT := 3;
END_VAR

// co3paem cepsep Ha 3a@HHOM MOPTY
fbTcpServer

(
xEnable:= TRUE,

ipAddr :=,
uiPort := uiPortServer

);
IF fbTcpServer.xError THEN

; // obpaboTka owmnboK
END_IF
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MpunoxeHue b. JNluctuHr npumepa TCP

// cozpaem 06paboTUMKM NOAKNOYEHNI AN KAUEHTOB
FOR i:=1 TO usiMaxConnections DO
astClients[i].fbTcpConnection
(
xEnable:=fbTcpServer.xBusy,
hServer:=fbTcpServer.hServer

);

IF astClients[i].foTcpConnection.xError THEN
; // o6paboTKka owmnboK
END_IF

// oTcnexusaem NoAKAOUEHME KINEHTa
astClients[i].fbAddClient(CLK:=astClients[i].fbTcpConnection.xActive);

// peructpmupyem nogkatoueHne HoBOro KaneHTa
IF astClients[i].foAddClient.Q THEN

usiActiveClientCounter := usiActiveClientCounter + 1;
END_IF

// peructpmpyem oTKAOYEeHUE 0O4HOr0 U3 KANEHTOB

IF astClients[i].foTcpConnection.xDone THEN
usiActiveClientCounter := usiActiveClientCounter - 1;

END_IF
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Mpunoxexue b. JluctnHr npumepa TCP

CASE astClients[i].eState OF

SERVER_STATE.CREATE: // npoBepsAem, UTo NOAKAOUNACA KAUEHT
IF astClients][i].fbTcpConnection.xActive THEN
astClients[i].eState:=SERVER_STATE.LISTEN;
END_IF

SERVER_STATE.LISTEN: // nony4aem AaHHble OT K/MEHTa

astClients[i].fbTcpRead
(

XxEnable = astClients[i].fbTcpConnection.xActive,
hConnection := astClients[i].fbTcpConnection.hConnection,
pData = ADR(astClients[i].sClientString),

szSize = SIZEOF(astClients[i].sClientString)

);

// ecnn nonydyeH 3anpoc OT KAMEeHTa - NoAroTasiMBaemM OTBET

IF astClients[i].foTcpRead.xReady THEN
astClients[i].sInverseString:=MIRROR(astClients]i].sClientString);
astClients[i].eState:=SERVER_STATE.SEND;

ELSIF astClients][i].fbTcpRead.xError THEN
; // obpaboTka ownboK

END_IF

SERVER_STATE.SEND: // oTnpasnsem OTBET K/AMUEHTY

astClients[i].fbTcpWrite
(

xExecute = TRUE,

hConnection := astClients[i].fbTcpConnection.hConnection,
pData = ADR(astClients[i].sInverseString),

szSize = SIZEOF(astClients[i].sInverseString)

);

// ecnn oTBET ycnewHo oTnpaBsaeH - NPOAO/IMKAEM CAYLLIATh NOPT, OXMNAaA caeaytoLero 3anpoca
IF astClients[i].foTcpWrite.xDone THEN
astClients[i].foTcpWrite(xExecute:=FALSE);
astClients[i].eState:=SERVER_STATE.LISTEN;
ELSIF astClients[i].fbTcpWrite.xError THEN
; // 06paboTKa oWnNbBOK
END_IF

END_CASE

END_FOR
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MpunoxeHue b. JNluctuHr npumepa TCP

B.2. TCP-knueHT

b.2.1. TMepeuncneHne CLIENT_STATE

// Wwar cocToaHMA KANEHTa

TYPE CLIENT_STATE :
(

CREATE = 0,
WAITING = 10,
SEND = 20,
RECEIVE = 30
);
END_TYPE

b.2.2. TMporpamma PLC_PRG

PROGRAM PLC_PRG

VAR
sClientString: STRING := 'Hello world’; // CTpoka, oTnpasisemas KANeHTOM
sinverseString: STRING; // CTpoka, nony4aemasn oT cepsepa
eState: CLIENT_STATE; // War coctoaHua KnmeHTa
foTcpClient:  NBS.TCP_Client; // ®B co3paHua TCP-kaneHTa
fbTcpRead: NBS.TCP_Read; // ®B uteHna gaHHbIX
foTcpWrite:  NBS.TCP_Write; // ®B 3anucu gaHHbIX
// \P-agpec cepsepa (M3meHUTE ero Ha aapec BaLlero cepsepa)
stipServer:  NBS.IP_ADDR = (sAddr :='10.2.5.229");
uiPortClient:  UINT = 3000; // NopT KnneHTa
uiPortServer: UINT = 4711; // MopT cepsepa
xSend: BOOL;
fbSendTrig: R_TRIG; // Tpurrep 3anucu
fbResponseTimeout: TON; // Tailmep oXKnaaHua oTeeTta

END_VAR
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Mpunoxexue b. JluctnHr npumepa TCP

CASE eState OF

CLIENT_STATE.CREATE: // cospaem TCP-KnuneHTa
foTcpClient
(
xEnable := TRUE,
ipAddr := stlpServer,
uiPort := uiPortServer,

);

IF foTcpClient.xActive THEN

eState := CLIENT_STATE.WAITING;
ELSIF fbTcpClient.xError THEN

; // 06bpaboTka ownboK
END_IF

CLIENT_STATE.WAITING: // oxunpgaem KomaHAabl Ha 3anucb

fbSendTrig(CLK:=xSend);

IF foSendTrig.Q THEN
eState := CLIENT_STATE.SEND;

END_IF
CLIENT_STATE.SEND: // oTnpasnsem 3anpoc cepsepy
fbTcpWrite
(
xExecute = TRUE,
hConnection := fbTcpClient.hConnection,
pData = ADR(sClientString),
szSize = SIZEOF(sClientString)

);

IF foTcpWrite.xDone THEN
fbTcpWrite(xExecute:=FALSE);
fbResponseTimeout(IN:= FALSE);
eState := CLIENT_STATE.RECEIVE;

ELSIF foTcpWrite.xError THEN
; // 06paboTKa oWnNBOK

END_IF
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MpunoxeHue b. JNluctuHr npumepa TCP

CLIENT_STATE.RECEIVE: // nonyyaem oTeeT OT cepBepa

// 3anyckaem Taimep oXuaaHua oTeeTa
foResponseTimeout(IN:= TRUE, PT:= T#15s);

fbTcpRead

(
XEnable = TRUE,
hConnection := fbTcpClient.hConnection,
pData = ADR(sInverseString),
szSize = SIZEOF(sInverseString)

);

// ecnn AaHHbIe NOIYYeHb! - OXKUAaeM CAeayoLLen KoMmaHabl Ha 3annch
IF foTcpRead.xReady OR fbResponseTimeout.Q THEN
eState = CLIENT_STATE.WAITING;
ELSIF foTcpRead.xError THEN
; // 06paboTka ownboK
END_IF
END_CASE
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