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BBepgeHune

B faHHOM [OKyMEeHTe OMMCbIBAKOTCA OCHOBHbIE CTpaHuubl Web-nHTepdielica ynpasnerus LUCl. Web-uxHtepceiic
ynpasneHus LUCI sensietcs ctTaHgapTHOR (MCNo/b3yeMoi No yMonyaHuio) cuctemoin Web-ynpaenexus gns onepa-
LMOHHOIA cucTeMbl OpenWit'.

CocTtogHue P
Cucrema P
nnK »
Cnyx6bl »
Cetb P
Cratuctuka b

BbIriTi

PucyHok 1-1: FnaBHoe meHto Web-uHTepdpeiica ynpasnexus LuCl

B pasgene 2 gaétcs onucaHve mMactepa HacTPOWKU, NO3BOAIOLLETO BbINO/HUTL NEPBUYHYHO HACTPOIKY OCHOBHbIX
napameTpoB 3a HECKOJIbKO NPOCTLIX LLAroB.

B pasgene 3 (pasgen meHo «CoCcTosiHME») cobpaHbl ONMCaHNs CTpaHuL, 0TOBPaXatoLMX pasIMyHyo MHhopma-
LMK O CMCTEME B LLe/IOM, U MHDOPMALMOHHbIE CTPaHMWLbl KOHKPETHbIX CAYXO 1Ay NPUNoXeHuiA. B yacTHoOCTH,

B JaHHOM pasfene onucaHbl CTPaHULbl MPOCMOTPa COCTOSHMS MEXCETEBOIo 3KpaHa (pa3gen 3.2), akTUBHbIX
MapLIpyTOB 1 npaBun (pasgen 3.3), CMCTEMHOrO XypHana (pasgen 3.4), xypHana sapa (pasgen 3.5), u ctpaHuubl
719 npocMoTpa rpadukoB B peasibHOM BPEMEHW A1 HEKOTOPbIX CUCTEMHbIX NapameTpoB (pasgen 3.6).

B pasgene 4 (pasgen MeHo «CucTeMa») CKOHLEHTPMPOBAaHbI ONMMCaHNS CTPaHWL, yNpaBieHus pas3iniyHbIMU Cu-
CTEMHbIMM NapamMeTpamu. Hanpumep Takmmu, Kak Tekylime gata v Bpemsi, HacTpolikn knmeHTa n cepepa NTP,
yrnpaBneHne JoCTynom K cucteme no SSH npoTokony, ynpasreHne SSH knovamu, ynpasrieHne ciyx6oii cTopo-
XeBoro Taimepa (watchdog), ynpaBsieHne MOHTMPOBaHUEM pPa3fesos, ynpaBieHne pe3epBHbIM KOMMPOBaHMEM.
B pasgene «Cucrtema» Takke onucaH qoyHKLUMOHa1 06GHOBEHMSA NPOLUNBKKN YCTpocTBa (CM. pasgen 4.7) n oyHk-
LUMoHan gocTyna K TepMuHasty YCTPOCTBa Yepes cryxby Beb-tepmnHana (cM. pasgen 4.8).

B paspene 5 (pasgen meHto «M/1K») onmcaHbl CTpaHuLbl 4151 HACTPOKM 1 MOHUTOPUHra doyHKumin MJK ycTpoii-
cTBa. B yacTHOCTW, 34€Cb ONMCBIBAKOTCS CTPaHWLbl C 0TOOpaKeHNneM Be6-BM3yasim3auum nonb3oBaTelbCKkoro npu-
noxeHnss CODESYS (cm. pasgen 5.1), Hactpoiikn CODESYS (cm. pasgen 5.2), cTpaHuua npocMoTpa XXypHanos
CODESYS (cm. pasgen 5.5) a Takke cTpaHumua ¢ nogpo6Hoi nHghopmaumuein o 3anyweHHOM B TEKYLLIMIA MOMEHT
nosnb3oBaTenbCkoM npunoxeHun CODESYS (cMm. pasgen 5.4).

B pazpgene 6 (pasgen meHo «Cnyxo6bl») cogepXarcs CTpaHuLbl HACTPOEK pasINyHbIX CAYX6 1 NpunoxeHuin. Ha-
npumep, HTTP-cepsep, cnyx6a STP/RSTP, cnyxb6a DDNS, FTP-cepsep.

B pasgene 7 (pasgen MeHo «CeTb») onmncaHbl CTpaHuLbl yNpaBneHnsa ceTeBbiMY NapameTpaMmy cucTemsl (Ha-
CTpOiiKa CeTeBbIX MHTEPIECOB, HACTPOIiKA CTATUYECKUX MapLUPYTOB U T. M.) U TakuMu 6a30BbIMY CETEBbLIMM
cnyxx6amu, kak DNS n DHCP. Takxe B JaHHOM pa3gene NpMBoANTCS ONMCcaHne HaCTPOIKN MEXCETEBOIO aKpaHa
1 onucaHve Ucnosib30BaHUs AMarHOCTUYECKNX CETEBbLIX YTUAUT (ping, traceroute, nslookup), ons kotopbix B LUCI
peann3oBaH nHTepgelic.

B pazgene 8 (pasgen meHo «CTaTucTrka») CogepXarcsa CTpaHuLbl MpocMoTpa rpadmkoB cyX6bl CTaTUCTUKK
collectd 1 RRDtool gna ux Busyanunsaumu, a Takke cTpaHuua HacTpPOEK AaHHOW CNyXobl.

! https://openwrt.org/
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1.1 NopakntoueHune K Web-nntepdeiicy LuCl

Mpv nepsom nogkntoveHun Kk Web-nHtepdeiicy LUCI no npotokonam HTTP unn HTTPS 6yaeT otobpaxeHa cTpa-
HMLa ayTeHTUdMKaLmMm ¢ NoasamMmu 4N BBOAA MMEHN Mosib30BaTtess U Naposisi, Kak nokasaHo Ha pucyHke 1-2.

GBI

plc210

BruinonHute ayTeHTU(hUKaL MO

mA nonbaoBatens root

[Mapone  eese

(o i)

Powered by LuCl (Owen) / 2018.07

PucyHok 1-2: CtpaHuua ayTeHTudmKaumm
Mo ymonyaHuto, ansa ayteHTUdmkaumm Heobxo4anmo Ncnoab3oBaTh cneayoume y4ETHbIe faHHble:

* MM NONb30BaTess — «root»;

* Maposib — «oweny.

HacTpoiika napons nonb3oBarens «root» ¢ ncnonb3osaHvem Web-nHtepdieiica LUCl paccmoTtpeHa B pasgene 4.3.1
[JaHHoro pykosogctea. Kpome Toro, HacTpoiika naposs nosb30BaTesis «root» MOXET ObITb BbINOMIHEHA B XOfe Ha-
CTPOWiKM YCTPOIACTBa NPy NOMOLLIM MacTepa HacTPOIKK1, KOTOPbI/ ONVCbIBAETCA B pasgene 2 4aHHOro pyKOBOACTBA.

B Tom cnyyae, ecnv Bxog, B CUCTEMY BbINOSTHAETCA NEPBbIii pas, TO NOCMe YCneLHol ayTeHTuukauum, nons3osa-
Tento 6yaeT NpeaoXeHo BbINOMHUTL HACTPOIKY YCTPOCTBA NPY NOMOLLM MacTepa HaCcTPOKM (CM. pUCYHOK 2-1),
paboTa ¢ KoTopbiM NOAPOBGHO onucaHa B pasgene 2.

1.2 ABTOMaTu4yeckoe o6HOBJIEHME UHJOpMaLK

Ha MHorux ctpaHuLax Beb-nHTepgpeiica LUCI peanvsoBaHa OyHKLUSA aBTOMATMYECKOr0 06HOBNEHUS AaHHbIX B pe-
aNbHOM BpeMeHW. Eciin Ha cTpaHuLe ncnonb3yetca gaHHas yHKLMA, TO B 3arofloBKe CTpaHuLbl crpasa oT rnas-
HOro MeHIo bygeT npucyTtcTeoBaTb HaanucbL «kABTOOBHOBJ/IEHVE BK/TKOYEHO» (cm. pucyHok 1-3(a)). ABTO-
MaTnyeckoe 06HOB/IEHNE AAaHHbIX MOXET 6bITb OTK/IOYEHO NYTEM HaxxaTus Ha Hagnncbe «ABTOOBHOB/TEHUE
BK/TIOYEHO». B aTom cnyyae Hagnucb nsameHntcs Ha «<ABTOOBHOB/TIEHVE BbIK/TKOYEHO», kak nokaszaHo

Ha pucyHke 1-3(0).

s ABTO0DHOBNEHWE BKNHYEHO u" ABTOODHOBNEHHE BBIKITHMEHO

(a) ABTOMaTMyeCKoe (6) ABTOMaTUyeckoe
06HOB/EHME BK/IHOYEHO 06HOBNEHNE BbIK/IIOYEHO

PucyHok 1-3: ABTOMaTnyeckoe 06HOBIEHNE AaHHbIX CTPaHWLbI

VIHTepBan aBTOMAaTMYECKOrOo 06HOBEHUS MHChOpMaLUK MO YMO/TYaHUI0 paBeH 5 CeKyHAaM U MOXET ObITb Ha-
CTPOEH BO BK1aAKe «[0No/THUTENbHbIE» CTPaHMLbl «O0LLMe HACTPOKM» pasaena rnaBHOro MeHo «Cuctemar»
(cm. pasgen 4.1.4).
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H MacTep HacTpoiiku

MacTep HacTPOIiK1 NO3BOSIAET BbINOHATL KOH(IUIYPaL0 OCHOBHbIX MapaMeTPOB YCTPOCTBA 3@ HECKO/BbKO Npo-
CTbIX LLATOB.

Mpy NepBoM 3anycke YyCTPOICTBa, NOC/e BbINOSIHEHUS BXOAA B cucTemy (cM. paszfen 1.1), 6yAeT BbiBeeHO OKHO
C NpeaIoXeHNEM 3anycka MacTepa HacTpPOViKM, Kak NoKasaHo Ha pucyHke 2-1.

Oobpo noxanoeate B Be6-uHTEpdenc koHthUrypauum yetpolctea MNIK210

PexoMeHLYETCA BEINONHWTE HAYANEHYH KOHIMIYPaLMK YCTPOICTEE © NOMOLLLH MACTEpa HACTPOIKW. MacTep HACTPOIKN NO3BONAET BEINOMHUTE KOHDNIYPaLMH
OCHOBHBIX NapaMeTpoB YCTpUﬁCTEIE 38 HECKONBKD NPOCTRIX WAroe.

Bel moxeTe 3anyCcTiTe 3TOT MacTep cefiyac, Haae EHOMKY HWAE, UNW NO3KE, EIbIEpEEI MyHKT (MECTEP HECTpDﬁKHD MeHH «CucTemas.

3anycTuTs MacTep HacTpoiky  [JERETIENY

PucyHok 2-1: 3anyck «MacTepa HacTpoliku» npu NepBoM BK/IKOYEHNM YCTPOCTBA

[N 3anycka mactepa HacTPOiKu HEOBXOAMMO HaXKaTb KHOMKY «3anyCTuUTb MacTep HaCcTPOKM.

B panbHelilem MacTep HaCTPOIKM MOXHO 3anyCTVTb BPYUHYO NMPU NOMOLLY NYHKTa MeH0 «MacTep HaCcTPOWKu» rnas-
HOro MmeHto «Cuctema» (cm. pasgen 4.10).

KoHdhmrypauus napameTpoB B MacTepe HacTPOVikM pa3fenieHa Ha cregyrowme waru:
1) BbIGOp A3bIKa MHTEpdielica (pasgen 2.1);
2) ycTaHOBKa naposs goctyna K yCTpoicTBy (pasgen 2.2);
3) KOHpurypaums napameTpoB xocTa (pasgen 2.3);
4) HacTpoiika AaTbl 1 BpeMeHM, BK4Yas KoHurypaumio knveHTa n cepepa NTP (pasgen 2.4);
5) BbIGOP CXeMbl CETEBLIX NOPTOB (pasgen 2.5);
6) HacTpolika ceTeBbIX MHTepheiicos (pa3gen 2.6);
7) HacTpolika cnyx6bl SSH (pasgen 2.7);
8) HacTpoiika cnyx6bl FTP (pa3sgen 2.8);
9) HacTpoWiKa npaBW/ MEXCETEBOIo akpaHa (pasgen 2.9).
B BepxHeli yacTu CTpaHuLbl MacTepa HacTPOeK pacrnonoxeHa nHopmMaums 0 Xofe BbINO/THEHUS HACTPOiKA B BU-

[e cru1cKa LwaroB, B KOTOPOM 0603Ha4Y€eHbI Y)Xe MPOoAEHHbIe Lwarun, TeKyLLMiA Wwar 1 0CTaBLUMECS Lari 4o 3aBepLue-
HWSA HACTPOIKN (CM. PUCYHOK 2-2).

B HWXHEe YacTu cTpaHuLbl MacTepa HaCTPOEK PacnofioXeHa naHeslb KHOMOK YNpaB/ieHUst (CM. PUCYHOK 2-2).

KHonka «3akpbITb MacTep HacTPOIiKM» BbINO/HAET HEME/IEHHOE 3aBeplueHe paboTbl MacTepa HacTPolikK, 6e3
NPUMEHEHNsI NapamMeTPOB TEKYLLEero Lara.

i 3akpbiTMe macTepa HacTPOWKM NPY NOMOLLY KHOMKY «3aKpbITb MacTep HACTPOMKM» He BOCCTAHAB/IMBAET UCXOAHbIE
i nmapameTpbl KOHhUrypaLmm (akTuBHbIe [10 3amnycka MacTepa HacTPOViKy).

KHonka «Hasag» (0TcyTCTBYET Ha NEPBOM Luare) BbINOMHAET Nepexo K npeaplayiemy wary. CKOHUrypupoBaH-
Hble NapameTpbl TEKYLLEro Lwara npy 3ToM He NPUMEHSIIOTCS.
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OB

plc210

'Macrep HacTpoOMKM (war 7 u3 9)

MacTep HacTpoilki No3BONART BLINONHUTE KOHGIMIYPaLMD OCHOBHEIX NapamMeTpoB YCTPOACTBA 38 HECKONLKO NPOCTLIX LWaros. Bel MoxeTe 3akpbiTe MacTep HACTPOIKKN B NHOOR MOMEHT
NpK NOMOLL KHONKN &3aKPbiTb MacTep HacTpoiikue. Bel moxeTe 3anycTuTe 3T0T MacTep BpyYHYt0, Beilipas nyHkT «MacTep HacTpoiikns MeHo eCucreman

1. HAasik

+ 2. MNapons ycTpoiicTea o
7 3. Xocr XO,CI| BbINOJ/IHEHNA HACTPOWKN
4. [lara u BpemA

+ 5. Bulbop cxeMbl CETEBLX NOPTOR

+ 6. Kongmrypauma ceTeBeix uHTepteicos
* 7. Hactpoiikn S5H

Hactpoikw FTP

Kondmrypauma mexceTeBoro akpaHa

w oo

\.

Hactpoikn SSH

34eck Bl MOMETE HACTPOUTE NapaMeTpel goctyna no SSH
Brnwounte SSH-cepeep

Mopt 22

Mopt S5H-cepeepa
HacTtpovikn
PaapewuTe nons3osatents «roots BX04 N0 Naponto

OTKNKUYATE 3TY ONLMKD, YTOOKI PA3peWNTE NONE30BATENK «r00ts BXOOWTE B CUCTEMY Yepe3 SSH TONEKD C NoMoWkD SSH Knioueil.

SSH kmoun

[MyBrnuuHele SSH knioun No3BONAKT BEINONHATE DecnaponeHEi SSH Bxon ¢ DonbWwMM ypoBHEM BE30NacHOCTH N0 CPABHEHWHD C MCNONL30BAHWEM BX04a No naponk. Ytobel aarpyants
HoBeIi nybnnukeni SSH kniou, BctaeeTe crpoky nybnuydoro OpenSSH kntoua wnn nepetawute . puk haiin B none BE0AA KNKOYa

OobaenTe KNy

MaHesb KHOMOK ynpaseHnst Haan

PucyHok 2-2: MacTep HacTpoiiku. SNeMeHTbI ynpaBieHust

MpumeHeHVe BbIGpaHHbIX MapaMeTPoB Ha KaX/AO0M Luare BbIMO/IHAETCA HENMOCPEACTBEHHO NOC/E HAXATUA KHOMKA
«[anee» (Mn «3aBepLUnTb», AN NOCAEAHErO Lwara).

Mexay 061acTblo Xo[a BbINOSIHEHWS HACTPOMKN (CM. PUCYHOK 2-2) 11 NaHEeNbio KHOMOK YNpaB/ieHUs1 pacrnosiokeHbl
camy 3/IEMEHTbI HACTPOEK NAPaMETPOB KaXJO0ro 13 LaroB (061acTb «HacTpoiikm» Ha pucyHke 2-2). B nocneayto-
LWMX paszgenax NnpuBOAUTCS ONMcaHue 3TUX HACTPOEK A1 KaKAOro Lara MacTepa HacTpoiiku.

2.1 War 1: A3bIK

Ha aTom Lare MmacTepa HacTpOKi npeasiaraeTcs BbINO/HATb HACTPOIIKY si3blka Be6-uHTepdoeiica LUCI. dnemex-
Thl CTPaHULbI HACTPOEK A3bIKa NOKa3aHbl Ha pUCYHKe 2-3.

HacTpoiku a3bika

Brifepure A3bIK MCNONL3yeMblil 4NA Bel-iHTepdeiica

HAaklk PycckWi (Russian) v

PucyHok 2-3: MacTep HacTpolikv. HacTpoiikv A3bika nHtepdeiica
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MOMUMO CNnCKa A3bIKOB B BbiNaatoLLEM CMINCKE «HA3bIK» COAEPKUTCS 3MIEMEHT «auto», KOTOPbI NMO3BOMSAET UC-
No/sb30BaTb PEXVMM aBTOMaTUYECKOro Bblibopa A3blka MHTepdelica B 3aBUCUMOCTY OT A3bIKa, UCMOMb3YEMOro
B Gpaysepe K/meHTa.

i B panbHeiilem ycTaHOBKY (CMEHY) si3blka MHTEPelica MOXHO BbINOHUTL BO BKIAAKE «HA3bIK» MyHKTa MEHH0 «O6Lme
i HacTpoiikn» rnaBHOMo MeHto «Cuctema» (cMm. pasaen 4.1.3).

2.2 War 2: Naponb ycTpoiicTBa

Ha 3Tom ware macTepa HacTpOWKu1 NnpegaraeTcs BbIMOHUTL YCTAHOBKY (CMeHy) Napons focTyna K yCTPONCTBy
(cMm. pucyHok 2-4).

Maponk ycTpoicTea

VEHEHWE MAPpOoNA N0 YMOMYAHWKD ANA 00CTYNa cTROl

nD,[I'TEEp)Kﬂ'EHHE naponsa *

PucyHok 2-4: MacTep HacTpoliki. YcTaHOBKa naposs ycTpoicTea

Mpu Heo6XoAMMOCTY YCTAHOBKM HOBOTO Naposisi HYXXHO OTMETUTb ONLUUI0 «/I3MEHNTb Naposib» U BBECTY HOBBI
naponb B none «Maponb». B none «MoaTreepxaeHne napons» Heo6xoAMMO NOBTOPUTL BBOA HOBOrO napons. Ma-
ponu B nonsax «Maponb» u «MofTBepxXaeHe Naposs» A0/MKHbI COBNaAaTh.

Ecnu cmeHa napons He TpebyeTcs (He06X0AMMO OCTaBUTL TEKYLLMIA Napob 6e3 U3MEHeHNI), Toraa onuumio «3-
MEHWUTb Naposib» HYXXHO OTKNHOUYUTB.

B panbHelilem ycTaHoBKy (CMeHy) Naponisi 4oCTyna K yCTPOMCTBY MOXHO BbIMOMHUTL BO BKNaake «Maposb yCTpoii-
CTBa» MyHKTa MeHI0 «Yrpas/ieHne» rnaBHoro MeHio «Cucrtema» (cm. pasgen 4.3.1).

2.3 Llar 3: Xoct

Ha gaHHOM wware mactepa HacTPOMKM BbINO/THAETCA KOHAIMIypaLms napameTpoB XOcTa yCTPocTBa (CM. pucy-
HOK 2-5).

HacTponkn xocta

YiKasmuTe UMA X0CTa AaHHoro ycTpoicTea

Wma xocta  ple210

PucyHok 2-5: MacTtep HacTpoliku. HacTpolika napameTpoB xocTa

[Lnsi HacTpolikM AOCTYNeH TOMIbKO OAMH NapameTp — UMsi XocTa.

B pganbHelilleM KOHUrypaLmio napaMmeTpoB XocTa MOXHO U3MEHUTb BO BK/IaJKe «XOCT» MyHKTa MeHo «ObLpe
HaCTPOiKM» F/1TaBHOTO MeHo «Cuctema» (cMm. pasgen 4.1.1).
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2.4 War 4: faTta n BpemA

Ha gaHHOM wware mactepa HacTPOMKM BbINO/THAETCA KOH(IMUrypaLms napameTpoB SIOKa/TbHOr0 BPEMEHU YCTPOit-
CTBAa, a Takke napaMeTpoB CUHXPOHMU3aLUM BPEMEHU NPY NOMOLLM CNyX6bl NTP (CM. pUcyHOK 2-6)

HacTpo#ku nokanbHOro BpeMeHH

a

INokaneHoe Bpema  Fri May 31 01:51:21 2019 CWHXpOHW2MPOBaTE C DpayzepoM

Yacogoii noAc GMT+3 v

MpUMeHUTE BuBpPaHHLIA YaCoBOH NOAC

CHHXpOHM3ALMA BpeMeHN

RacTpon 8paMeTpoB CHHXPOHW3aUUW Bpen

acTponKa

Brntounte NTP-knueHT

Brntounte NTP-cepaep []

Cnucok NTP-cepeepoe  0.europe.pool.ntp.org x
1.ru.pool.ntp.org x
2 europe.pool.ntp.org x

PucyHok 2-6: MacTep HacTpoiiku. HacTpoiika faTbl 1 BpeMeHu

B panbHelileM HacTPOKu AaTbl U BPEMEHU MOTYT 6biTb M3MEHEHBI HAa CTPaHNLEe «BpeMs» NyHKTa rMaBHOro MeHo
«Cucrtema» (cMm. pasgen 4.2).

2.4.1 HacTpoiikn NoKasibHOro BpeMeHu

B noapasgene HacTpoeK JIOKa/IbHOTO BPEMEHU (CM. PUCYHOK 2-6) B nose «JlokasibHOe BPeMsi» 0TOBpaKaeTcsi TeKy-
Lee /TIoKa/IbHoe BpeMs U aaTta.

3HaueHune Tekyllen aaTbl 1 BpemMeHu B nosne «JlokanbHoe BpeMs» 06HOBNSETCs ¢ nepmogom 5 cekyHa. Meprog 06-
HOB/IEHUA 3aBUCUT OT HACTPOIKN aBTOOBGHOB/IEHNS CTPAHWLbI, MPW 3TOM TOYHOCTb 0GHOBNEHNSA +1 ceKyHAa OTHOCK-
TefIbHO 3afjaHHOM.

KHonka «CYHXPOHMU3MPOBATL C Gpay3epoM» BbINOJIHAET YCTAHOBKY JIOK/IbHOM AAaTbl M BPEMEHU Ha YCTPoiicTBe
B COOTBETCTBUM C Tekylleli AaToli 1 BpeMeHeM, YCTaHOB/MEHHbIMY Ha KOMMbIOTEPe KnneHTa (To ecTb B 6paysepe).
Mpu cnemytoLem o6HOBEHNUN NONsA «J/10KasTbHOE BpeMs», JaTta 1 Bpems 6y4yT YyCTaHOB/EHbI B HOBbIE 3HAYEHWS.

B BbINagaoLleM cnicke «HacoBoii Nosic» BbINOMHSETCA BbIGOP YACOBOro Nosica /IOKa/IbHOTO BPEMEHM YCTPOIA-
cTBa. N5 oTo6pakeHns B nosne «/1okasibHOe BPEMS» BPEMEHW B COOTBETCTBUM C BbIGPAHHLIM YaCOBbIM MOSICOM,
HEOo6X0AMMO HaXaTb KHOMKY «MPUMeHUTb BbIGPaHHbI YacoBO NOSIC» U AOXAATLCS CNeAyoLWero 06HOBIEHNS
3HAYEHVs Nons «J/ToKanbHOe Bpemsi».

2.4.2 CUHXpPOHM3aLUA BpeMeHU

Onuma «Bknounte NTP-KNNEHT» BKIOYaET CUHXPOHM3aLUmMio BpeMmeHu npu nomoim NTP-knneHta. CuHxpo-
HM3auus BbINOMHAETCA C UCMNoNb3oBaHueM cnucka NTP-cepBepoB, nepeyncrieHHbIX B cnvcke «Cnmucok NTP-
cepBepoB».

Onuus «Bknountb NTP-cepBep» BkoUHaeT cnyxby NTP-cepeepa. Ecnv gaHHas onuus BK/KOYEHA, TO YCTPOCTBO
MOXET ObITb MCNO/IL30BaHO B KayecTBe NTP-cepsepa B CeTw.
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B cnucke «Cnuncok NTP-cepBepoB» ykasbiBaeTcs Cnncok agpecos NTP-cepsepoB, UCMOsb3yeMbIX 419 CUHXPOHK-
3aUMmn NI0KaSIbHOTO BPEMEHU MPY BKITHYEHHON «BKkounTe NTP-KnMeHT».

2.5 LWar 5: Bbl6op cxeMbl ceTeBbIX MOPTOB

Ha gaHHOM wware MacTepa HacTPOWiK/ BbINOSTHAETCS BbIGOP CXEMbl CETEBbIX MOPTOB YCTPOWCTBA (CM. PUCYHOK 2-7).
CxeMa CeTeBbIX MOPTOB ONPeAesiSieT Posib KaXKA0ro 13 (hM3NUECKNX CETEBBIX NMOPTOB YCTPOCTBA.

Bbi1Bop cxeMbl ceTeBbIX NOPTOB

Bribepute cxeMmy onpegenALLyt ponu CeTeBLIX NOPTOR YCTpoicTea

® Cxema1:
Mopt
Ethernet 1
Ethernet 2
Ethernet 3
Ethernet 4

Cxema 2:

Mopr
Ethernet 1
Ethernet 2
Ethernet 3
Ethernet 4

Cxema 3:

Mopt
Ethernet 1
Ethernet 2
Ethernet 3
Ethernet 4

- -
-
V. =

Firewall

Onucanne
WAN
Moctoeoe LAN nogknwoueHne — Eth 4
Eth 3 3
VAN nogknioueHne »
HMI L]
Eth 1 Eth 2
(- STP;’RSTPj
LAN
Onuncanue
WAN
™
Mocroeoe WAN nogknroyeHne LAN n - -y LAN n+1
B |
) i
LAN nogknroueHne #1 g STP/RSTS U
LAN nogkniyeHne #2 =] -5

LAN1 LAN 2

Onuncanne

LAN 2 ==

LAN nogkntoueHne #1 (mocT) Eth 4
LAN nogknioveHne #2 Eihs »
Eth 1 Eth 2

(- STP/RSTP (- STP/RSTP

LAN 1 .| LANN

PucyHok 2-7: MacTep HacTpolikn. BbIGop cxembl CETEBbLIX MOPTOB

[na koHtponnepa M/IK210 4OCTYNHbI TPY CXEMbI CETEBLIX NMOPTOB (CM. PUCYHOK 2-7):
1) Cxema Nel.

MopTbl Ethernet 1, Ethernet 2 n Ethernet 3 06beAnHEHbI B MOCTOBOE NOAK/OYEHME K NoKanbHO ceTn (LAN).

MopT Ethernet 4 ncnonb3yeTtcs Kak OTAEMbHbIN N30NIMPOBaHHbIV CETEBOI MHTEpPIENC ANs NOAKIOHEHNS
K rnobanbHon cetn (WAN), 3aLUMULLEHHDBIA MEXCETEBbIM 3KPAHOM.
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2)

3)

Cxema Neo2.

MopTbl Ethernet 1 n Ethernet 2 06beaMHEHbI B MOCTOBOE NOAK/IUEHNE K r1obasibHol cetn (WAN), 3aluén-
HOe MeXCeTeBbIM 3KPaHOM.

MopTbl Ethernet 3 n Ethernet 4 ABNSAOTCA OTAENbHLIMY M30/IMPOBAHHBLIM CETEBLIMU MHTEpPIEcaMu AN NOA-
KNoYeHUs K iokasibHbIM ceTam (LAN).

Cxema Ne3.
MopTbl Ethernet 1, Ethernet 2 n Ethernet 3 06beaMHEHbI B MOCTOBOE MOAKMIOUYEHNE K /TOKasTbHOW ceTn (LAN).

Mopt Ethernet 4 sBnsieTca 0TAENbHLIM U30/IMPOBAHHLIM CETEBLIM MHTEPIECOM ANA NOAKIIYEHNS K OTAENb-
HO nokanbHoi cetn (LAN).

Cxema 3 He NMeeT 3aLLMLLEHHOTO MEeXCEeTEBLIM 3KPAHOM MOAK/IHEHNS K rnobasibHoi cetn (WAN).

2.6 Lar 6: KoHcurypayumsa ceteBbix uHTEpeiicoB

Ha gaHHOM wware BbINO/HAETCS KOHhUrypaums CETEBbIX MHTEPENCOB B COOTBETCTBUM C BbIOPAHHO CXEMOI ce-
TEBbIX NOPTOB Ha Npegpbiayllem ware (cM. pasgen 2.5). B 3aBUCMMOCTY OT BbIGpaHHOW CXeMbl CETEBbLIX NOPTOB,
Kakaplii HacTpamBaeMblii MHTepeic MOXET 6bITb OAHOMO U3 CrieaytoLWwmnX TUMOB:

MocToBoe LAN noakntoyeHve;
mocTtoBoe WAN noak/IoHeHue;
oTAeNbHbIA nHTepdeinc ansa LAN nogknoyeHns;
oTAenbHbI nHTepdenc ana WAN nogkitoveHus.

[ns nHTepdelicoB Bcex TUMOB JOCTYMHbI CrieaytoLe HacTPOKK:

«MpoTOoKO/I» — MPOTOKO/ MHTEPIeiica. Bo3MOXeH BbIGOP U3 C/IeAYIOLLMX NPOTOKO/IOB:
o «CTartudeckuit agpec» — IP-aapec U macka NnoficeT yKasblBaoTCs BPYUHY!O;

o «KnueHt DHCP» — IP-afpec n macka nofcetn HasHayarTca aBToMmaTnyecky ¢ ucrnosnbsosaHnem DHCP
NpoTOKO/A.

«IPv4-agpec» — IP-agpec ceTeBoro nHtepdeiica ans IP npotokona Bepcun 4. JaHHas HacTpoiika foCTynHa
TONbKO NpK Bbl6ope NpoTokosa «CTaTuueckunii agpecs.

«Macka cetn |IPvd» — macka nogcetu ans IP npoTokona Bepcum 4. [laHHasi HACTPOiKa AOCTyNHa To/IbKO Npu
Bbl6Ope NpoTokona «CTaTuueckuin agpecs.

«LLnpokoBewatensHblii IPv4-agpec» — LUMPOKOBELLATE/bHbIN agpec ceTh s IP npotokona Bepcun 4. Ln-
poOKOBeLLaTe bHbIN aApec CeTU MOXHO He yKasblBaTb (OCTaBUTb MO/ MYCTbIM), B 3TOM C/lyyae OH Gyaet
BbIUMC/IEH aBTOMATUYECKM HAa OCHOBaHWUM 3Ha4YeHuin IP-afpeca u macku ceTu. [JaHHasa HacTpolika AoCTynHa
TO/MbKO NpK BbIGOpe NPOToKoa «CTaTtnyeckuii agpecs.

[ns vHTepdelicoB MOCTOBbIX NoaktoueHuii (moctoBoe LAN 1 WAN noak/itoueHns) AOCTYMHbI Ceaytolie aonosn-
HUTENbHbIE HACTPOWKU:

«Bepcuna STP/RSTP» — Bepcus NpoTokona CBA3HOro gepesa (Spanning Tree) gnis mocTa:
o «RSTP» — ucnonb3osarb Npotokon RSTP (Rapid Spanning Tree Protocol).
o «STP» — ucnonb3oBatb NpoTokos STP (Spanning Tree Protocol).
o «OTK/TOYEHO» — (PYHKL MU CBA3HOIO AepeBa OTK/IHYEHbI.

C 6onee nogpo6HOI MHhopMaLmeli 06 ncnosb3oBaHumK ycTpoiictea MIK210 B ceTsix Ethernet ¢ nogaepxkoii
npotokonos STP/RSTP MOXHO 03HaKOMUTLCS B CPABOYHOM PYKOBOACTBE [1] M pykoBOACTBE nosnb3oBatens [2].

[na nHTepdeiicoB nogknoveHus k rnobansHoin cetn WAN (MOCTOBOE Un OTAENbHbIN NHTEPAenc) 4OCTYNHbI
cneayoLye AONOMHUTENbHbIE HACTPOKM:
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» «IPv4-agpec wno3a» — IP-agpec wr3a ans IP npotokona Bepcun 4. [laHHas HacTpoiika fOCTyMnHa TO/TbKO
npu BbibOpe NpoTokosna «CTtaTuyecknin agpec».

» «lcnonb3oBaTb CO6CTBEHHbIE DNS cepBepa» — HacTpolika MO3BOJISIET YKa3aTb COOCTBEHHbIE aapeca DNS-
CepBepoB A/19 JaHHOTO CETEBOIO MHTepdielica.

[nsa nHtepdelicoB noakoueHns K nokasibHoi cetn LAN (MOCTOBOE Mav OTAEebHbI HTephenc) AocTynHa BO3-
MOXHOCTb BK/toueHnss DHCP-cepBepa, koTopasi npeAcTaB/ieHa cneayowyMm 4ONO/THUTENbHBIMY HacTpoiKamm
(8aHHble HaCTPOIiKM [OCTYMHbI TOILKO NPU BbiGOpe NpoTokona «CTaTnyeckunii agpecs»):

» «Bkntountb DHCP-cepBep» — Bk/tovaeT cryxby DHCP-cepBepa Ha ceTeBOM UHTepdeiice.

* «[lMpepen agpecos DHCP» — makcumMasibHOe KO/IMY4eCcTBO afpecos, BolgaBaembix B apeHay DHCP-
cepBepoMm. [laHHasi HacTpoiika AOCTyMHa TObKO ecnv BbibpaHa onums «Bknounte DHCP-cepeep».

» «CTtapToBblii agpec DHCP» — HavanbHbIil agpec apeHapl. laHHas HacTpoiika AOCTynHa TONbKO ecnv Bblibpa-
Ha onuua «Bkntounte DHCP-cepsep».

* «Bpewms apeHppl agpeca DHCP» — Bpems UcTedyeHunsa cpoka apeHbl apeHaoBaHHbIX aapecos. MUHUMab-
Hoe 3HauyeHne — 2 MuHyThI (120 cekyHa). JaHHasa HacTpolika JOCTynHa TO/IbKO ecnv BblibpaHa onuns «Bknto-
4nTb DHCP-cepBep».

Ha pucyHkax 2-8, 2-9 n 2-10 nokasaHbl CTpaHuLbl HACTPOEK CeTeBbIX MHTepdhelicoB Ansa cxem Nel, Ne2 1 Ne3 coort-
BETCTBEHHO.

KoHdwmrypauma ceteBbiX MHTepdeincos

MoctoBoe LAN nogknoyeHue

MpoTokon KnueHT DHCP v

Bepcua STR/RSTP | RSTP v

WAN noaknio4veHne

[NpoTokon CTaTuyeckwii agpec v
|Pvd-agpec  10.0.0.1
Macka cetn [Pl 265 26500 v
UnpokoeeL atenksHeIl [Pvd-agpec
IPvd-agpec wnwoaa

Wcnonkaoeate cobcTBeHHele DMS cepeepa

BHUMaHKe

Ecnu BBl B HacToALee Bpe
nocne HaxaTna KHONKK
WHTED

Epe3 04WH W3 HacTpauBaeMblX CETEBLIX NOPTOB, TO

f M ObiTb NoTepAHo. Hac
licoB yepes seb-uHTephelic pekoMeHZyeTCA BeINONHATL ucnonkayA USE RNDIS coeguHenue

PucyHok 2-8: MacTep HacTpoliku. HacTpolika ceTeBblx UHTepdeiicoB anst cxembl Nel
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KoHdwmrypauma ceTeBbiXx MHTepdelicos

HacTpoiika napameTpoB ceTeBslX MHTephelicos

MoctoBoe WAN nogknioyexHme
MopTel 1 (swip1)u 2 (swip2)
MpoTokon CTaTuueckuii agpec v
IPvd-agpec  10.0.0.1
Macka cetn IPvd 265 2550.0 M
UnpokoeewaTensreil IPvi-agpec
IPvd-appec wnwosza

WMcnonkaoeate cobeteerHsle DNS cepaepa

Bepcua STP/IRSTP RSTP v

LAN noaknwo4yeHune #1
Mopt 3 (sw1p3)

MpoTokon KnueHT DHCP v

LAN noaknw4eHue #2
MopT 4 (eth1)

MpoTokon KnweHT DHCP ~

BHUMaHue

Ecnu Bel B HAacToALLER BPEMA NOAKMOYEHE K Bef-uHTeptheiicy yepes 0fMH U3 HACTPAUBAEMBIX CETEBLIX NOPTOE, TO
MOCHE HAXATWA KHoMKW «flanees nogknwyeHne K seb-uHtepdeiicy moxeT BeiTe noTepAHo. HacTpoiiky ceTeBkixX
WHTEpdecoB yepes Beb-uHTepteic pekoMeEHAYETCA BEINONHATE ucnonkayA USB RNDIS coegnHeHne.

PucyHok 2-9: MacTep HacTpoliku. HacTpoiika ceTeBbIX UHTepheiicoB st cxembl No2

KoHdwurypauma ceTesbiX UHTepdeicoB

HacTpoiika napameTpoe ceTeBbIx WHTepdeiicoB

LAN nogknto4eHue #1 (MmocT)
MopTel 1 (swip1), 2 (swip2)m 3 (swip3)

MpoTokon KnneHT DHCP v

Bepcwa STP/RSTP  RSTP e

LAN noaknwo4eHue #2
MopT 4 (eth1)

Mpotokon  KnueHT DHCP b

BHUMaHue

Ecnu Bl B HacToALLEe BPEMA NOAKNOYEHS! K Bel-nHTepheiicy yepea oouH W3 HAacTpanBaeMelX CETEBLIX NOPTOB, TO
NOCRE HaMaTWA KHonkn «flanees nogkniodeHne K Beb-uHtepdeiicy MoxeT bbiTe NoTepAHo. HacTpoiiky ceTeBbix
WHTepheiicoB uepes seb-nHTepeiic pekomMeHAyeTCA BRINONKHATE ncnonsayA USB RNDIS coeguHenne.

PucyHok 2-10: MacTep HacTpoliki. HacTpoiika ceTeBbix nHTepdpeiicoB ans cxembl Ne3

Cnegyet NOMHWTb, YTO €C/I NOAK/UEHNE K Be6-MHTEPhelicy BbINOHAETCS Yepe3 OAMH U3 HACTPaVBaEMbIX CETEBbIX
NopTOB, TO NOC/Ie HAXaTUsA KHOMKK «[lanee» noakoueHne K Be6-nHtepdeiicy MoxeT 6bITb NOTEPSIHO.

HacTtpoliky ceTeBbIx MHTEPEiCOB Yepe3 Beb6-nHTepdheiic pekoMeHayeTcs BbIMo/HATL ncnonb3yst USB RNDIS coegu-
HeHue.
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2.7 War 7: HacTtpoiiku SSH

Ha fgaHHOM wware mactepa HacTpPOIKM BbINO/THAETCA HACTPOiKa napaMeTpoB A0CTyna K YCTPOWCTBY C UCMNO/b30Ba-
HneMm SSH npoTtokona (CM. pUCYHOK 2-11).

Hactposku SSH

Brntounte SSH-cepeep

Mopr = 22

PESPELLIHTI: nons3oearents «roots BXog no naponx

SSH kmoum

LoBaBuTe Koy

PucyHok 2-11: MacTep HacTpoiiku. Hactpoiika SSH

HacTpoiika «BkiounTe SSH-cepBep» npegHasHaveHa A/1s BKAKYEHWS UK OTK/IYEHNST aBTOMATUYECKOro 3anyc-
Ka cnyx6bl SSH-cepepa npwu 3anycke CUCTEMBI.

Homep TCP-nopTta, Ha KoTopom byaeT 3anyLieHa cnyxb6a SSH-cepBepa ykasbliBaeTcs B nose «Iopr».

HacTpoiika «Pa3pelunTb NobL30BaTento ,foot" Bxod No Naposito» onpeaenseT BO3MOXHOCTb aBTopu3aLmm ¢ uc-
Nnonb30BaHNEM NaposiA Npy NogxveHun yepes SSH. Ecnin AaHHaa HacTpoiika OTK/IIoYeHa, TO asTopusaums
no Naposito A5 Nosb3oBaTens «root» byAeT oTkoYeHa. B aToM cnydyae, BXog B cuctemy yepes SSH Bo3MOXeH
TO/ILKO C UCnosb3oBaHneM SSH kntouein (cm. pasgen 2.7.1).

«YnpaB/ieHue» NyHKTa r1aBHoro MeHto «Cucrtema» (cm. pasgen 4.3.2), a ynpasneHme SSH knouyamy — Ha BK1agke

i B panbHeiilem HacTpoiika cnyx6bl SSH cepBepa MOXET 6bITb M3MeHeHa Ha Bkagke «ocTyn no SSH» cTpaHuubl
«SSH-k0UM» TOI Xe CTpaHuLpbl.

2.7.1 SSH knoun

B nogpasgene HacTtpoek SSH «SSH kntoum» BO3MOXHO A06aBUTb OANH WU HECKONBbKO Ny6AnYHbIX SSH Kntoueil.
2Tn SSH kNoum 6yayT MCNoNb30BaHbl A/19 BbINOSIHEHWSA aBTOPU3aLIUN.

[nsa nobasneHus HOBOro Ny6nnMYHOro kwya HeobxoAMmMo BCTaBUTb CTPOKY Ny6rmyHoro SSH knoua nnv nepera-
LWMTb «.pubx» chaiin B nosie BBOAA K/1HoUa 1 HaxkaTb KHOMKY «06aBuTb». YCNeLWHo 4o6aBneHHbli SSH ko4 6yaeT
0TOOpaXEH Ha CTpaHuLe, Kak MoKa3aHo Ha pUcyHke 2-12.

SSH kmioumn

test@test.local
RSA, 2048 fur x

ARRARINzaClyc2ERRRADAQABARRRAQCIO SPrdlEghE2KEZT+I0PWnxcE/ gwGgTwHOoCr

LoBaenTe Koy

PucyHok 2-12: MacTep HacTpoliku. [lobaBneHne SSH knoueit

Ons ynanenus 1o6aBeHHOro K/itoua, He06X0AMMO HaXKaTb KHOMKY C KpaCHLIM KPECTUKOM crpaBa oT UHhopMaLmn
0 K/ioue.
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2.8 LWar 8: HacTpoiiku FTP

Ha gaHHOM wware mactepa HacTPOWKM BbINOMHSAETCA HACTpolika napameTpoB FTP-cepeepa (CM. pUCyHOK 2-13).

Hactpoiku FTP

J0eChk Bbl MO¥ETE HACTPOWTE NapamMeTphbl -Cepeepa. bonee AeTanbHyH HAacTpoOWKy - IF-CepBepa MOXHO Bhbl

[=a]

Brnounte cnyxby FTP

Ama noneaosarens  ftp

Mapone  eee -

Homawwnwin katanor Jmnt/ufs/home/ftp ™

PucyHok 2-13: MacTep HacTpoiiku. Hactpoiika FTP

HacTpoiika «BkiounTb cnyxoy FTP» npegHasHauyeHa 15 BKAKUYEHUS UK OTKIOYEHWS aBTOMATUYECKOro 3anycka
cnyx6bl FTP-cepBepa npu 3anycke CUCTEMbI.

Mmsi nonb3oBatens ana fgoctyna k cogepxvmmomy FTP-cepBepa ykasaHo B nosie «/IMsa nofb3oBatesisi» U He MOXET
6bITb 3MeHeHOo. Maposb 415 NoNb30BaTe s yKasbiBaeTcsl B nosie «aposnb».

B Bbinagatowem cnncke «omallHuii katanor» BblbupaeTcs nyTb K goMallHeMy katanory FTP-cepsepa.

B panbHeliem HacTpoiikv cnyx6bl FTP-cepBepa MOXHO U3MEHUTL Ha cTpaHuue «FTP» pasgena rnaBHOro MeH0
«Cnyx6bi» (cM. pasgen 6.4).
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2.9 Lar 9: KoHdurypaumsa mexcereBoro aKkpaHa

Ha gaHHOM Lware MacTepa HacTPOWK/ BbINOSTHAETCSA HACTPOIKa NpaBni MEXCETEBOIO 3KpaHa A/1s1 NOAK/IOUEHNS
k rnobanbHoi cetn (WAN).

B TOM cnyyae, ecsiv Npuv BbINO/THEHWUW HACTPONKM Gblia BbiGpaHa cxema CeTEBbIX NOPTOB 6e3 NOAK/IYEHUS K [/10-
6anbHoii cetn (WAN), HaCTPOKM MEXCETEBOIO aKpaHa ByayT He AOCTYMHbI. B aToM cniyyae, 06/1acTb HaCTPOEK
[JaHHOro Wwara 6yAeT BbIrA4EeTb Tak, Kak Noka3aHo Ha pUCcyHke 2-14.

KoHdwmrypauma mexcereBoro sKpaHa

ONHWTE KOHQUIYPaLWH npa

JAech Bl WN MEXCETEBOrO 3KpaHa ANA NpefoCcTaBNeHna AO0CTYNa K pasnuyHblM Ciy#bam u3 rnobanbHOW CeTk

KoHmrypauma npasun MexCeTeBoro 3kpana He Tpelyerca, Tak kak seiipaHa cxXema ceTeBblX NOpToB ycTpoicTea Gea ucnons3osanna VAN nogknoyesns.

PucyHok 2-14: MacTep HacTpoliki. HacTpoiika MexceTeBoro akpaHa

[ns cxembl ceTeBbIX MOPTOB C NOAKOUYEHNEM K r106asibHOM ceTu (WAN) HacTpOlikn MEeXCeTeBoro sKkpaHa A
[aHHOro wara 6yayT BbIrNsa4eTb Tak, Kak nokasaHo Ha pucyHke 2-15.

KoHdwrypauma MexceTeBoro saKkpaHa

ONHWTE KOHPUMYpauWui Npaenn MexceTeso

HTTP []

HTTP Secure

W
o
o
[=
o
T
T
C

=]
o
=1

Secure Shell (S8H)
File Transfer Protocol (FTP) []

Bef suayanuaauna [

Cpeactea otnagkn [

MpoTokonkl o6MeHa ¢ NONeBbLIMU YCTPOUCTBAMMU

FaspelwnTe MAW 3anpeTWTe 40CTYN K NpOTOKONamM 00MeHa © none

o
[}
c
o
T
T
C
c
I

ModBus TCP [

oPCcUA [

PucyHok 2-15: MacTep HacTpoiku. HacTpoiika MexceTeBoro akpaHa

Kaxxgan HacTpolika No3BONSET OTKPbITb 4OCTYN U3 rnobansHoii cetn (WAN) K onpegenérHbiM ciyx6am (ecnm Ha-
CTpOiiKa BKOYEHa — JOCTYN pas3peLléH, ecniv BbIK/oYeHa — AO0CTYN 3anpeLuéH):

e «HTTP» — pgocTyn k Be6-uHTepdelicy LUCI no npotokony HTTP (no ymonuaxuto TCP nopt 80).
e «HTTP Secure» — goctyn k Beb-uHtepdpeicy LuCl no npotokony HTTPS (no ymonyaHuio TCP nopt 443).
« «Secure Shell (SSH)» — gocTyn K ycTpoicTBy No npotokony SSH (no ymonyanuio TCP nopt 22).

 «File Transfer Protocol (FTP)» — gocTyn K ycTpoiicTBy no npoTokony FTP (no ymonyaHutio TCP noptel 21
1 10050-10100).

* «Beb Busyanusaums» — gocTyn K Be6-susyanusaumm CODESYS (no ymonyaHuto TCP nopTel 8080 u 8443).
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* «CpepgcTBa oTnagkm» — otnagouHble cpegctsa CODESYS (no ymonyanuio TCP nopt 11740, UDP
nopt 1740).

* «ModBus TCP» — poctyn kK ModBus TCP nHtepdeiicy CODESYS (no ymonyanuio TCP/UDP nopt 502).
e «OPC UA» — poctyn kK OPC UA nHTepdeiicy CODESYS (no ymonuyaHmio TCP/UDP nopt 4840).

B fanbHelem HaCcTPOViKM MEXCETEBOrO 3KpaHa MOXHO M3MEHWTL Ha CTpaHuLe «MeXceTeBoli 3kpaH» pasaena rnas-
HOro MeHto «CeTb» (CM. pasgen 7.5).

No6ble OTKPbITbIE MOPTbI BO BHELLHIOW (F106a/1bHY0) CETb MOTYT NPEACTaBNATL CEPbE3HYHO YrPo3y 6e30MacHOCTM.

OTKpbIBas BO BHELLHIOW CEThb A0CTYN K Be6-nHTepdpelicy LUCI no npotokonam HTTP nnn HTTPS, cnepyet obsA3aresnb-
HO N03a60TUTLCA 06 YCTaHOBKE CNOXHOro Napons Ans Bxoga (cm. pasgen 2.2).

OTKpbIBas BO BHELLHIOW CETb A0CTYN K Beb-Bu3yanmsaumm CODESYS, cpeactsam otnagkm CODESYS, wuHam
OPC UA nnn ModBus TCP, cnefyeT NOHUMAaThb, YTO AaHHble CNyx06bl 6yAyT AOCTYMNHbI I060MY BO BHELLUHEN CeTn
6e3 Kakoii-1Mbo aBTOpU3aLum.

OTKpblBas BO BHELLHIOKW CETb JOCTYM MO NpoToKony SSH, cnegyeT 06a3aTenlbHO N03aboTuTbes 0 6e3onacHoM napone
WM BK/TIOYUTL @BTOPU3aLMIo TOMbKO C UCNosb30BaHnem SSH kntoueid, To ecTb 3anpeTuTb BXoZ No naposio (CM. pas-
aen 2.7).

OTKpblBas BO BHELLHIOW CETb JOCTYN Mo npoTtokony FTP, cnefyeT ob6s3atensHO No3aboTuTbea 0 6e30nacHOM naporne
(cm. pasgen 2.8).
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H CocTosiHue

3.1 O6G30p

Ha cTpaHuue «0630p» pasgena «CocTosiHUE» 0TOBPaKaeTcs CBOAHas MHGopMaL s 0 Tek
YCTpOiicTBa. BHELHWI BUA, CTPaHULbl «O630p» NoKasaH Ha pucyHke 3-1.

yLieM COCTOoAHNN

@ plc210 - Osop - LuCl X |+ sl -
¢ C @ @ 172.16.0.1/cgi-bin/lud/ g + In@d ® 8 =
~
0]":" c ABTOODHOENEHHE BKNIOYEHD
-

CocToAHne ¥ plc2lo

Cbaop

CocTtofiHue

MeskceTeBoi akpaH

MapLpyTe Cuctema

CucTeMHbIA XypHan VmA xocTa ple210

Mogens OWEN PLC210-01

MypHan Agpa
CepuiiHeIil HoMep
Mpafkn B peansHom

R ApxuterTypa ARMvT Processor rev 2 (vT1)

Bepcua npowmekn plc210 1.0.0525.0103

Cucrema b
Bepcua Ropa 414 67-t40-g3011944cfe

MK » )
NokanbHoe Bpems Fri May 31 14:16:37 2019 +0300

Cryxbe b Bpemna pabiotel 3n 214 37m 50c

CeTe b CpefHARA 3arpyaka 024,081,116

Cramcruka b MpuurHa nepeaarpyaki Mporpammuelil chpoc
HanpsxeHne batapen yacos 3518 mB (good)

Biiitit

Temnepatypa 40.8°C
Kanan nuranna 1 MogkntoueHo
Kanan nutanna 2

Coctoanue USB He nogkntoueHo
nnK

Anpo NNK CODESYS
Bepcua Agpa MK 351410

Cocroanue Agpa MNIMK PabBotaer
Mons3oBaTensCKoe NPUNOXKEHNE He aanyuieHo
MocnegHee wckNYeHWE MNothing

OnepaTtuBHana namaTk (RAM)

CaobogHo 176608 kb / 250384 kB (T0%)

PucyHok 3-1: CtpaHuua «O630p»

CTtpaHunua «O630p» pasfeneHa Ha HeCKO/IbKO Noapasaenos:
¢ «Cuctema» (cM. pasgen 3.1.1);
o «[/IK» (cm. pasgen 3.1.2);
* «OnepatnBHasa namsatb (RAM)» (cMm. pasgen 3.1.3);
¢ «COCTOSIHME NOPTOB CETEBbLIX NHTEpPdencoB» (CM. pasgen 3.1.4);
* «CeTtb» (cM. pasgen 3.1.5);
¢ «AkTMBHbIe DHCP apeHabl» (cMm. pasgen 3.1.6).
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3.1.1 Nopgpasaen «Cucrema»

Mma xocta

Mogene

CepwilHelil HoMmep
ApxutekTypa

Bepcua npowwmekm
Bepcur Aapa
INokankHoe BpemA
Bpems pabotel
CpeAHAR 3arpyaka
MpuurHa nepeaarpyaku
HanprmxeHne batapen yacoe
Temneparypa

KaHan nutanuA 1

KaHan nutaHua 2

CoctosHwe USB

plc210
OWEN PLC210-01

ARMVT Processoar rev 2 (v7l)
plc210 1.0.0525.0103
4.14.67-rt40-g3011944cfe

Fri May 31 13:45:26 2019 +0300
3n 214 6m 39¢c

1563, 0.65, 0.43

MporpamMmyenii cbpoc

[ 3518 w8 (good) |

[401°C]

| MogknoyeHo |

He nogknwyeHo

He nogknioyeHo

PucyHok 3-2: CoctosiHue. MNogpasgen «Cructema»

B noapasgene «CuctemMa» cTpaHuubl «O630p» (CM. PUCYHOK 3-2) NPUBOASTCS OCHOBHbIE NapaMeTpbl CUCTEMbI:

«/IMs1 xocTa» — UMs cucTembl (MMS XOCTa);

«Mogenb» — Mofenb YyCTPOICTBA,;

«CepuiiHblil HOMep» — CepuiiHbIl HOMEpP YCTPONCTBA;

«ApXMTeEKTypa» — MOAENb U apXUTEKTypa NPOoLLeccopa;

«Bepcusi NpoLLNBKM» — BEPCUS NPOLLMBKY;

«Bepcus sgpa» — Bepcusi sapa onepauyoHHOM CUCTEMBI;

«JlokaslbHOe BpeMs» — TekyLUMe AaTa U Bpems;

«Bpemsi paboTbl» — BpeMsi paboTbl YCTPOWCTBA (C MOMEHTA BK/IKOUEHWS);

«CpefHssa 3arpy3ka» — TeKyLue 3HauyeHus cpegHeit 3arpysku [3] (cpegHue 3HadveHus 3a 1, 5 u 15 MmuHyT);
«[MpuunHa nepesarpyskn» — onmcaHne NpUYnHbI NocneaHel nepesarpysku;

«HanpshkeHue 6aTtapen YacoB» — 3HAYEHWNEe HaNpsKeHUst 6aTapeun YacoB (3HaUYEHUe 3MepsieTcsl NpY BKJIO-
YeHuW, fanee — OAWH pas B CYTKW);

«TemMnepaTtypa» — 3HauYeHue AaTumka TeMnepaTypbl, YCTaHOB/IEHHOIO Ha niaTe YCTPOIACTBa,
«KaHan nutaHns 1», «KaHan nutaHus 2» — COCTosiHNE 1-r0 U 2-ro KaHaoB NUTaHUs;

«CocTosiHne USB» — cocTosiHne USB nogkntoueHmns. B gaHHON CTpoke oToGpaxaeTcsl MHhopmaLunsa 0 CKopo-
CTV nogxN4YéHHoro USB ycTpoiicTBa (CM. PUCYHOK 3-3), a Takke MHhopMauumsi o neperpyske no Toky, B Cny-
Yyae eé BO3HWKHOBEHUSA (CM. PUCYHOK 3-4).

| Mogkntoueno High-speed yctpoiicTteo

PucyHok 3-3: CoctosiHve. Mogpasgen «Cuctema». ViHchopmauus o ckopocTu nogkntoueHns USB ycTpoiicTae

MpeebiweHne noTpebneHnA no Toky

PucyHok 3-4: CocTtosiHue. Mogpasgen «Cuctema». MIHchopmauus o neperpyske no Toky Ha USB uHTepdelice
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3.1.2 Nopgpasaen «MJ/K»

HAnpo NNK CODESYS
Bepcus agpa MNNK 351410
Coctoanne agpa MNNK |M|
Mone3oearenscKoe NPUNoKEeHue @]
MocnegHes HCKNHOUEHNE |M|

PucyHok 3-5: CoctosiHue. Mogpasgen «M/1K»

B nogpasgene «MJ1K» ctpannubl «O630p» (CM. pUcyHOK 3-5) NpMBOAATCS napameTpbl yHKUmia MJ1K ycTpolicTsa:
e «Appo MNIK» — HanmeHoBaHue ncnonb3yemoro aapa MN/k;
* «Bepcua agpa MNJIK» — Bepcusa ncnons3yemoro sgpa MNikK;
» «CocTtosiHue agpa MNJK» — coctoaHune aapa MNJ1K. MoxeT npyuHuMmaTth 3HayeHus:
o «PabotaeT» — agpo NJIK 3anyuweHo 1 paboTaer,
o «OcTaHOBNEHO» — AAp0 MJIK 0OCTaHOBMEHO U He paboTaeT.

* «[onb3oBaTeNIbCKoe NPUTOXEHNE» — KpaTkas MHGYopMaLMsa O NOMb30BaTE/TbCKOM NPUIOXEHNUN. MOXET Npu-
HMMaTb OAHO M3 C/eyHoLMX 3HAYEHWIA:

o «PaboTaeT» — nosib3oBaTe/IbCcKoe NpPUNoXeHne 3anyueHo n pa60TaeT;
o «He 3anyleHo» — nosib30BaTe/IbCKOE NPUI0oKEHNE He 3anyLLeHOo;
o «OCTaHOB/IEHO» — NOJIb30BaTE/NIbCKOE NPUIOXEHNE OCTAHOB/EHO;

o «McknioueHne» — paboTa Nnosb30BaTebCKOro NPUIOXKEHNs Bbla NpepBaHa 13-3a NPOU3oLLE/LLIEro
UcktoUeHust. MIHchopmaumsi o nocsieiHeM Npov3oLlewem UCKoYeHn nprueeaeHa B nose «MocnegHee
UCK/TIOUEHME».

Ecnv nonb3oBaTesibckoe NPUIoXKEHNEe 3arpy>XeHo, BbIBOAWUTCS Crieaytowas 4onoHUTebHas MHdopMauus
0 NpUIIoXeHun (CM. MPUMEP Ha pUCYHKe 3-6):

o «MA» — Ha3BaHue (MMS) NPUIOXKEHWS,
o «ABTOpP» — aBTOP NPUIOXKEHNS;
o «Bepcua» — Bepcusa NpuioXeHus;

o «l/3meHeHO» — pgaTta u BpeMa nocneaHero USMeHeHna nNpusioXKeHus.

MoneaoBaTenscroe npunoxEeHne | PaboTaer |

MmA: naladka_PLCZ210

Aetop: Melnik A. G.

Bepcwa: 3.5.14.1008
Wameneno: 27.05.2019 09:05:22

PucyHok 3-6: CoctosiHue. Mogpasgen «M/K». MiHchopmauus o 3anyLieHHOM No/b30BaTeNlbCKOM NMPUIOXKEHUN
* «[locnegHee ucknoveHne» — nHdopmaumsa o nocsegHemM NponsoLeemM UCKIIUYEHNN.

3.1.3 Mopgpaspen «OneparusHas namaTb (RAM)»

B nogpasgene «OnepatnBHas namsate (RAM)» cTpaHuubl «O630p» NPUBOAUTCSA MHChOPMAaLUs O 3aHATON 1 CBO-
60HOI onepaTUBHOW NamATK YCTPOWCTBA B BUAE LUKasIbl, KaK MOKa3aHo Ha pucyHke 3-7.

CeobogHo 184800 kb / 250384 kb (73%)

PucyHok 3-7: CocTosiHue. Mogpasgen «OnepatrBHasa namatb (RAM)»

http://owen.ua 28/ 157


http://www.owen.ua

Kpartkoe onncaHue oCHOBHbIX chyHKUMIF Web-nHTepdielica ynpasnexus MK210

TN-UG-OWRT-LUCI-R2

3.1.4 MNMopgpasaen «CocTosiHNE NOPTOB CETEBLIX MHTEPIECOB»

B nogpasgene «CocTosiHME NOPTOB CETEBLIX UHTEPHENCOB» CTPaHULbl «O630p» NPUBOANTCA TabnNnLa BCEX Nop-

TOB CETEBbIX NHTEPMENCOB B BUAE Tabnuupl (CM. pUCyHOK 3-8).

Huma n MAC-agpec

Ethernet 1

[42-6C:4C

Ethernet 2

[42-6C:4E

Ethernet 3
42-6C:-4F

Ethernet 4

42-6C:4D

USB RNDIS
48:6F:73:74:50:43

CocTosiHne Wurepdeiic
NoAKNKYeHHA
swipl
m 100 Méutic, swip2
NOMHBIA AYANEKE
m 100 Méuric, swip3
NOMHBLIA AYNNeKe
m 100 Mbutic, eth1 (WARN)
NOMHBIA AYANEKC
MoaknkyeHo usb0 (USB0)

gﬂ

B coctaee
MocTa

br-lan {LAN),

nopr 1

br-lan (LAN),

nopt 2

br-lan {LAM),

nopt 3

30HBI MEXCETeBOrD

3KpaHa

lan

lan

lan

wan

MNonyyenne
(RX)

9.90 MB
(213640 naketog)

7.71 MB
(167581 naketog)

139.88 MbB
(616094 naketog)

24 29 MB
(328930 naketoe)

PucyHok 3-8: CoctosiHme. MNogpasgen «CocTosiHNe NOpTOB CETEBLIX MHTEPCENCOB»

Tabnmua 3-1: IKOHKV TUMOB 1 COCTOSIHWIA NMOAK/OUEHNI MOPTOB CETEBLIX MHTepheiicoB

Mepepaya (TX)

4.98 MB
(17170 nakeTtoB)

e B
(6 nakeToB)

511.68 Kb
(4741 naketoB)

5544 MB
(323294 naketos)

Tun nogkn4yeHusa

CocTosiHue nogkn4vyeHnsa

OTK/IIOUEHO

He nopgknioyeHo

MopakntoueHo

MpoBoaHoe noaksitoueHne

BecnposogHoe Wi-Fi nogkntoyeHne

BecnposogHoe LTE/3G/2G nogkntoyeHne

USB RNDIS nogknitwoyeHve

VPN nopxntoyeHne

PPP nogkntoyeHne

JDUY B0)E

"Dy B ) E

Kaxkpaas cTpoka Tabnuubl COOTBETCTBYET OAHOMY (DM3MYECKOMY CETEBOMY MHTepdielicy. Tabnuua uMeeT cneayto-

Lume cTonbLbl:

e «Vmsi 1 MAC-agpec» — nmsi ceteBoro nopta u MAC agpec maunyeckoro nHtepdeica nopra;

» «COCTOsIH/E NOAK/OUEHNSI» — TEKyLLlee COCTOSIHUE MOAK/THUYEHUS CETEBOTO MHTepdelica. Takke oTobpaxa-
€TCs UHOPMALIMS O CKOPOCTU 1 AyMnieKce NOAKMOUEHUS, eCNN Takas MHOopMaUns A0CTYNHA AN AaHHOTo

nHTepdeiica.

[0NoNHNTENBHO, B AHHOM CTO/GLE OTOGPaXKaeTCcs MKOHKA, KoTopasi onpeaensieT TUM U TeKyLiee COCTosHME
NoAK/IoYeHUs. BO3MOXHbIE TUMbI U COCTOSIHUSI MOAK/TIOYeHUIA NpuBeaeHbl B Tabnuue 3-1.

* «U/HTEpdelic» — nMa CUCTEMHOTO CETEBOIO MHTEpPdielica nopTa. B ckobkax ykasbiBaeTcs MS BUPTYasIbHOTO
CeTeBOro NHTepdeiica, K KOTOPOMY NPUBSA3aH CUCTEMHBI CETEBON MHTepelic (ecnn TakoBoli nmeeTcs). Mpu
HaKaTUM Ha UM BUPTYaslbHOTO MHTepdieiica NPOM30AAET Nepexos K CTPaHnLEe HACTPOK COOTBETCTBYIOLLLEro
ceTeBoro nHtepdieica (cm. pasgen 7.1.1).

» «B cocTtaBe MocTa» — MMS CUCTEMHOTO CETEBOIO MHTEpPAIelica MOCTa, B KOTOPbI BK/IHOUYEH AaHHbI NOPT.
B ckobkax yka3blBaeTCS MMSI BUPTYa/lbHOrO CETEBOr0 MHTEpdeiica, K KOTOPOMY NpUBSI3aH CUCTEMHBIN ce-
TEeBOW NHTepdelic (ecnu TakoBoit umeetcs). MNMpu HaxaTn Ha MM BUPTYas1bHOTO MHTepdheiica Npon3onaéT

nepexof K CTpaHuLe HacTPOIikM COOTBETCTBYIOLLENO CETEBOr0 MHTepdeiica (cm. pasgen 7.1.1).

http://owen.ua

29/ 157


http://www.owen.ua

Kpartkoe onncaHue oCHOBHbIX chyHKUMIF Web-nHTepdielica ynpasnexus MK210 TN-UG-OWRT-LUCI-R2

* «30Hbl MEXCETEBOIO 3KpaHa» — MepeyncieHne BCex 30H MEXCETEBOIO 3KpaHa, B KOTOPbIEe BK/IOUYEH UHTEP-
qoelic;
 «MonyyeHune (RX)» — KOMYECTBO NPUHATLIX GaiT (NakeToB) yepes AaHHbIi UHTepdeic;

» «OtnpaBka (TX)» — KONM4YeCcTBO OTNPaB/IEHHbIX 6T (MakeToB) Yepes AaHHbIN MHTepdelic.

3.1.5 Nopgpasaen «CeTb»

B nogpasgene «CeTb» cTpaHuubl «O630p» NpMBOANUTCA MHGIOPMaLMs 06 OCHOBHbIX CETEBLIX MHTEpPJIelicax B BUAE
6/710K0OB, Kak NokasaHo Ha puCyHke 3-9.

QOcHoeHOH IPv4

MNpoTtokon: Knuext DHCP
Appec: 192.168.0.58
Macka cetu: 255.255.255.0
Wnwoz: 192.168.0.1

DNS 1: 192 168.0.1
WcTekaer: Oy 9m 37c
Mogkniyen: 0y Om 23c

= Ycrpoiicteo: Ethemnet-agantep: "eth1"
“~  MAC-agpec: :42:6C:4D

AKTHBHBIE CORBOWHEHWA 55 /16384 (0%)

PucyHok 3-9: CoctosaHue. MNMogpasgen «Cetb»

Kpome Toro, BHU3Yy nogpasgena «CeTb» cTpaHuLbl «O630p» 0TobpaXKaeTca TekyLee 1 MakCMaibHO BO3MOXHOe
KONMYECTBO CETEBbLIX COEAMHEHNI B BUAE LWKasibl (CM pUCYHOK 3-9).

3.1.6 Nopgpasaen «AkTuBHble DHCP apeHgbI»

B nogpasgene «AktuBHble DHCP apeHabl» cTpaHuupbl «O630p» NpUBOANTCA Tabnnua akTUBHbLIX apeHA0BaHHbIX
DHCP agpecos (cMm. pucyHok 3-10).

AKTuBHble DHCP apeHakl

Wma xocta IPvd-anpec MAC-apgpec OcraBweecA BpeMA apeHabl

hostname 172.16.0.233 65:53:42 18y 37m 10c

PucyHok 3-10: CocTosHue. Mogpasaen «AkTusHble DHCP apeHppbi»

Kaxaas cTpoka Tabnuubl COOTBETCTBYET OAHOMY apeHAoBaHHOMY agpecy. Tabnuua uMeeT crefyoLLme cTonobLbl:
e «/IMs1 XOCTa» — MMs XOCTa KNMEeHTa, KOTOPOMY BblaH aZipec B apeHay;
» «IPv4-agpec» — IPv4 agpec, BblAaHHbI KNIMEHTY B apeHay;
* «MAC-agpec» — annapatHbiiit MAC agpec kKnneHTa, No/ly4ynBLUErO apec B apeHay;
* «OcTaBLlleecs Bpems apeHbl» — OCTaBLLeecs BpeMs apeHApbl BblAaHHOro ajapeca.
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3.2 MexceTeBOW 3KpaH

Ha cTtpaHuue «MexceTeBoli akpaH» pasfena «CocTosiHue» 0TobpaxaroTCs akTUBHbIE MpaBnia MeXCeTeBOro akpa-
Ha ans Bcex Tabnuy, (Filter, NAT, Mangle) n ux uenoyek. BHellHWIA BUA CTpaHuLbl «MexXCceTeBOn KpaH» nokasaH
Ha pucyHke 3-11.

[~] plc210 - Mexceresoii akpar - | X | + sl - ©
&« c ‘Q‘ ® 172.16.0.1/cgi-bin/luci/admin/status/iptables e 1:? i n o ® B =
™ "~
0"'-‘. S AeToobHOBNEHHE BKNKYEHO
|
CocToAHue ¥ plc210
OBaop
CocTosiHMe MeXceTeBOoro 3KpaHa
MexceTeBoil akpaH
MapLupyTsl MexceTeBoil 3kpaH [Pvd MexcereBoii 3kpaH IPvG
CHCTeMHEIA ¥ypHan
CKPLITE NYCTLIE LE@NOUKH :] MepezanycTuTE MEXKCETEBOM 3KPaH
HypHan agpa
Tabnwua: Filter
Mpafukn B peansHom
BpEMEHK Llenouka INPUT (Nonutuka: ACCEPT, 1410 NakeTkl, 107.38 KB Tpaduk)
Cucrema b naketoe  Tpacuk HazHaqeune Mpor. B Bue MWcrounuk Hanpaeneuwe Onuun Kommentapui
MK » 1.85 K 9274 KB ACCEPT all lo * 0.0.0.0/0 0.0.0.0/0
Custom input
= ® i /
CryxBel b 17224 K 1230 MB ile all 0.0.0.0/0 0.0.0.0/0 rule chain
bere ¥ 16872K 1205MB  ACCEPT al - * 00000 00000 lstate
) . T T RELATED ESTABLISHED
Cratuctuka »
6 3128 syn flood tep * * 0.0.00/0  0.0.0.0/0 tep flags:0x17/0x02
Bilittn e
1.06 K 3802KB  zone lan input  all an * 0.0.0.0/0 0.0.0.0/0
1.05 K 10527 KB all eth1 * 0.0.0.0/0 0.0.0.0/0
Llenouka FORWARD (NonuTuka: DROF, 0 MNakeTel, 0 B Tpaduk)
naketoe Tpadmk HazHauyeHue Mpotr. B Bue MWcrounuk Hanpaeneuune Onuun Kommentapui
Custom
0 0B forwarding_rule all * * 0.0.0.0/0  0.0.0.0/0 - forwarding rule
chain
ctstate
* * J /i
0 0B ACCEPT all 0.0.0.0/0 0.0.0.0/0 RELATED ESTABLISHED
0 08 zone lan forward  all ::;: : 0.0.0.0/0 0.0.00/0
0 0B zone_wan_forward  all etht * 0.0.0.0/0  0.0.0.0/0
0 0B reject all * * 0.0.0.0/0 0.0.0.0/0
Llenouka QUTPUT (Nonutika: ACCEPT, 528 NakeTsl, 21.12 KB Tpaduk)
nakeroe [Tpaduk HazHnaueuue lNpor. B Bue Wcrouwnk Hanpaenewne Onuun Kommeutapui
185K  9274KB ACCEPT all * lo 0.0.0.0/0 0.0.0.0/0 .

PuncyHok 3-11: CTpaHuua «MexXceTeBoit akpaH»

[ns noHMMaHWA NprBeA&HHbIX AaHHbIX B Tabnuuax Ha cTpaHuue «MexceTeBol akpaH» PeKOMeHAYeTCs 03HaKo-
MUTbCS C AOKYMEHTaUMeRn Kk MexceTeBoMy akpaHy netfilter ans sgep Linux [4] n K yTunuTe ynpasneHus iptables [5].

YnpaBneHue MeXceTeBbIM 3KpaHOM (peAakTupoBaHve v fo6aBneHvie NpaBusl) OCYLLECTBIAETCA Ha CTpaHuLe «Mex-
ceTeBO akpaH» pasgena «CeTb» (CM. pasgen 7.5).
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3.3 MapupyTbl

Ha ctpaHuue «MapLupyTbi» pasgena «CocTosHue» oTobpaxalotcs Tekywue IPv4 u IPv6 Tabnumubl MapLupytusa-
uun. Takke Ha cTpaHuLe npuBeaeHa Tekywaa ARP Tabnuua (Tabnuua cootsetcTBuss MAC-aapecos IP-agpecam).
BHewHwuii Bug, cTpaHmubl «MapLupyTbi» NOKa3aH Ha pucyHke 3-12.

& plc210 - MapwpyTet - LuCl x |+ o= =
& (& ‘@ ® 172.16.0.1/cqi-bin/lud/admin/status/routes - ﬁ i In @O ® & =
VBEH
-
CocToAHue ¥ MM xocTa: plc2lo
Obaop
MapuwpyTbl

MexceTeBoil akpaH
Ha AaHHoM yCTpoRCTEE aKTMBHEI CREAYHILLWE NpaBuna

WMapLwpyTel
) ARP

CucTeMHbIA XKypHan

Hyphan Agpa IPvd-agpec MAC-anpec Wutepdeiic

Tpatnkn B peansHom 192.168.0.1 AC:825F wan

BpEMEHn 17216.0 233 55:53:42 ush0
Cucrema b
MK »
CrywGl » AxTUBHbIE |[Py4-MaplupyThl
Cere ¥ CeTe HaznaveHune 1Pvd-wniwsz MeTpuka Tabnuua
Cratuctuka b wan 0.0.0.0/0 192.168.0.1 0 main
Buiitn usb0 172.16.0.0M16 - 0 main

wan 192.168.0.0/24 - 0 main

Cetb Hazvauenne Herounnk MeTtpuka Tabnuua
usb0 ff00::/8 256 local
(eth0) ff00:-/8 256 local
lan ff00::/8 256 local
wan ff00::/8 256 local

IPv6 cocegu (neighbours)

IPv6-agpec MAC-agpec Wurepdpeiic

Powered by LuCl (Owen) / 2018.07

PucyHok 3-12: CtpaHuua «MapLupyTbi»

[lo6aButb ctatnueckune IPv4 nnu IPv6 mapLupyTbl MOXHO Ha CTpaHuue «MapLupyTbl» pasgena «CeTb» (CM. pas-
aen 7.4).
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3.4 CuCTeMHBbIii XXypHan

Ha ctpaHuue «CrucTeMHbIi XypHau» pasfena «CocTosiH/e» 0ToBpaxaeTcsl BbIBOA, CUCTEMHOIO XypHana, B KO-
TOpPbIi 3annCbIBAIOTCA BCE COObITUA aapa Linux, NPUNoXeHuit n cnyx6, 3anyweHHbIX B cucteMe. BHelwHuin Bug
CTpaHnLbl «CUCTEMHBIN XypHaUT» NoKasaH Ha pucyHke 3-13.
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CocToAHue ¥
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MexceTeBoil aKpaH

plc2l0

CUCTeMHbIN XypHan

Fri May 31 01: 2019 daemon.notice netifd: Network dewvice '"awlp3' link is up ~
MapLupyThl Fri May 31 0 2019 kern.info kernel: [292096.534491] IPvé&: ADDRCONF (NETDEV CHANGE) : br-lan: link becomes ready
’ Fri May 31 01: 2019 daemon.notice netifd: bridge 'br-lan' link is up
. Fri May 31 01: 2019 daemon.notice netifd: Interface "lan' has link connectivity
CHCTEMHEI 3 Fri May 31 2019 daemon.notice netifd: Interface 'lan' is setting up now
Fri May 31 2019 user.info matpd: lib: port 'br-lan:swlp3' configured
WypHan aapa Fri May 31 2019 user.info matpd: lib: bridge 'br-lan' configured
4 Fri May 31 2019 user.info matpd: init: relcaded
Fri May 31 2019 daemon.notice netifd: lan (25898) : udhcpe: started, v1.27.2
raa¢uKu B peantHom Fri May 31 2019 user.info matpd: init: relcading (bridge = "")..
BpemMeHn Fri May 31 2019 daemon.notice netifd: lan (25898) : udhcpc: sending discover
Fri May 31 2019 user.info mstpd: 1ib: port 'br-lan:swlpl' configured
Fri May 31 2019 user.info mstpd: 1ib: port 'br-lan:swlp2' configured
Cucrema b Fri May 31 2019 user.info mstpd: lib: port 'br-lan:swlp3' configured
Fri May 31 2019 daemon.notice netifd: lan (25898) : udhcpc: sending discover
MNK » Fri May 31 2019 user.info mstpd: lib: bridge 'br-lan' configured
Fri May 31 2019 user.info matpd: init: reloaded
_ Fri May 31 2019 user.info matpd: init: relocading (bridge = 'br-lan'}...
Cryfisl » Fri May 31 2019 daemon.notice netifd: lanm (25898) : udhcpe: sending discover
Fri May 31 2019 kern.warn kernel: [292104.274164] dev change_flags: eth0: flags = 0x1303 -> 0x1043, PID = 260438
Cers b Fri May 31 2019 user.info matpd: lib: port 'br-lan:swlpl' configured
Fri May 31 2019 user.info matpd: lib: port 'br-lan:swlp2' configured
Fri May 31 2019 user.notice firewall: Relcading firewall due to ifup of wan (ethl
Cratuctika b Fri May 31 2019 user.info mstpd: lib: port 'br-lan:swlp3' configured
Fri May 31 2019 user.info matpd: lib: bridge 'br-lan' configured
Briiitit Fri May 31 2019 user.info matpd: init: reloaded
Fri May 31 2019 daemon.info dnsmasg[25657]: read fetc/hoats - & addresses
Fri May 31 2019 daemon.info dnsmasqg[25657]: read /tmp/host3/dhcp.cfgll4llc - 1 addresses
Fri May 31 2019 daemon.info dnamasg-dhcp[25657]1: read setc/ethers - 0 addresses
Fri May 31 2019 user.notice sysfixtime: saved "Fri May 31 01:47:19 +03 2018" to /dew/rtcl
Fri May 31 2019 user.info mstpd: init: releoading (bridge = "")..
Fri May 31 2019 user.info mstpd: 1lib: port 'br-lan:swlpl' configured
Fri May 31 2019 user.info matpd: lib: port 'br-lan:swlp2' configured
Fri May 31 2019 user.info matpd: lib: port 'br-lan:swlp3' configured
Fri May 31 2019 user.info matpd: lib: bridge 'br-lan' configured
Fri May 31 2019 user.info matpd: init: relocaded
Fri May 31 2019 daemon.err uhttpd[12435]: luci: accepted login on / for root from 172.16.0.233
Fri May 31 2019 daemon.info dnsmasg[25657]: read /etc/hosts - & addresses
Fri May 31 2019 daemcn.info dnsmasg[25657]: read /tmp/hosts/dhcp.ciglldllc - 1 addresses
Fri May 31 2019 daemcn.info dnsmasg-dhcp[25657]: read fetc/ethers - 0 addresses o
£ >
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3.5 XypHan agpa

Ha cTpaHuue «XKypHan agpa» pasgena «CocTosiHue» 0TOGpaKaeTcsl BbIBOJ, XypHasia spa, B KOTOPbI 3anmcbl-
BaloTCs coobLieHnss pa6oThl sapa Linux, HauMHasi ¢ MOMeHTa 3arpy3ku. BHeLHWI BUA CTpaHuULbl «XKypHan sapa»

nokasaH Ha pucyHke 3-14.

& ple210 - Kypran agpa - LuCl - X +

N IR

+

n @ ® B

&« (& ‘Q‘ @® 172.16.0.1/cgi-bin/luci/admin/status/dmesg
OB
CocroAHne * plc2l0

OBaop

Kypnan sgpa

MexceTeBoil aKpaH

[ 0.000000] Beooting Linux on physical CPU 0x0 lad
MapLupyThl [ 0.000000] Linux wersicn 4.14.67-rt40-g3011944cfe (oce-userfoe-host) (gcc version 7.2.1 20171011 (Linare GCC 7.2-2017
! [ 0.000000] CPU: ARMw7 Proceasor [413fc082] revision 2 (ARMv7), cr=10c5387d
. [ 0.000000] CPU: PIPFT / VIPT nconalimsing data cache, VIPT aliasing instruction cache
CHCTEMHBIR 3ypHan [ 0.000000] OF: f£dt: Machine model: OWEN PLC210
[ 0.000000] Memory policy: Data cache writeback
]f\"-,‘pHaJ'l aapa [ 0.000000] cma: Reserved 48 MiB at 0x28a800000
- [ 0.000000] On node 0 totalpages: 65536
[ 0.000000] free area init ncde: nede 0, pgdat c0a42630, ncde_mem map cfdal000
|—33¢L1Kl1 B peansHomMm [ 0.000000] Normal zone: 576 pages used for memmap
BpEMEHH [ 0.000000] Normal zone: 0 pages reserved
[ 0.000000] Normal zone: 65536 pages, LIFO batch:15
Cucre » [ 0.000000] CFU: A1l CPU(3) started in 5VC mode.
nerema [ 0.000000] AM335X ES2.1 (sgx neonm)
[ 0.000000] pcpu-alloc: 50 r0 d32768 u32768 alloc=1*32768
MK » [ 0.000000] pcpu-allcc: [0] O
[ 0.000000] Built 1 zonelists, meobility grouping cn. Total pages: 64960
- [ 0.000000] Kernel command line: consocle=ttyS0,115200n8 conscleblank=0 ksz8895.dsa=1 idle=poll nohz=on cpuidle.off=1 :
Cryxbel b [ 0.000000] PID hash table entries: 1024 {order: 0, 4096 bytes)
[ 0.000000] Dentry cache hash table entries: 32768 (order: 5, 131072 bytes)
Cete P [ 0.000000] Incde-cache hash table entries: 16384 (order: 4, 65536 bytes)
[ 0.000000] Memory: 200208K/262144K available (6144K kernel code, 293K rwdata, 1820K rodata, 1024K init, 303K bas, 12
[ 0.000000] Virtual kernel memory layout:
Cratucruka b [ 0.000000] vector : OxEE££0000 - Oxff££1000 ( 4 kB)
[ 0.000000] fixmap : 0xffc00000 - O0x£££00000 {3072 kB)
Bt [ 0.000000] vmallec : 0xd0800000 - Ox££800000  { 752 MB)
[ 0.000000] lowmem : 0xc0000000 - O0xd0000000 { 256 MB)
[ 0.000000] pkmap : 0Oxbfe00000 - 0xc0000000 { 2 MB)
[ 0.000000] modules : 0xbf000000 - Oxbfe00000 { 14 MB)
[ 0.000000] .Lext : 0xc0008000 - OxcO700000 (7136 kB)
[ 0.000000] .init : 0xc0%00000 - Oxc0&00000 (1024 kB)
[ 0.000000] .data : 0xc0a00000 - Oxc0&49520 { 294 kB)
[ 0.000000] .bss : 0xc0a49520 - Oxclald5lac { 304 kB)
5 : HWalign= rder=0- inObjecta=| 5= odes=
[ 0.000000] SLUB: HWalign=64, Order=0-3, MinCbj 0, CEUs=1, Nodes=1
[ 0.000000] Preemptible hierarchical RCU implementation.
[ 0.000000] RCU priority boosting: priority 1 delay 500 ms.
[ 0.000000] No expedited grace pericd (rcu normal after boot).
[ 0.000000] Taska RCU enabled.
5 E nr_irgs: reallocated irgs:
[ 0.000000] NB_IRQS: 16, nr irgs: 16, preall d irgs: 16
5 : Found an at 0xfa revision 5.0) wi 8 interrupts
[ 0.000000] IRQ: Found INTC 0x£a200000 (revision 5.0) with 128 i o v
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PucyHok 3-14: CtpaHuua «KypHan sapa»

OCHOBHbIM OTNIMYMEM XYypHasia aapa OT CUCTEMHOIO XypHasia ABNAETCA TO, YTO B XypHase aapa He peructTpupy-

l0TCA Kakne-nnbo cobbITns OT NPUNOXEHWI 1 CNYXO YPOBHA Nosb3oBaTens.
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3.6 N'pachmkn B peasilbHOM BpeMeHU
Ha ctpaHuue «padurkm B peasisHOM BpeMeHu» pasfena «CocTosiHie» 0TobpaxatoTcs rpaukn 41 HEKOTOPbIX
CUCTEMHbIX NapameTpoB B peasibHOM BPEMEHMU:

* TekyLwias sarpyska cuctemsl [3] (cpegHue 3HaveHus 3a 1, 5 u 15 MuHyT);

e TekyLiue BXOoAALWNIA 1 ucxoasawmii Tpaduk ceTeBblX MHTepdEelicoB;

 Tekylme aktnBHble UDP 1 TCP coefuHeHus1, BK/IK0Yas NOMHbIV CMMCOK BCeX COeANHEHWIA.

BHewwHWiT BUA cTpaHuubl «padhrkn B peasibHOM BpeMEHW» A/18 pa3INyHbIX rpadiMKoB nokasaH Ha pucyHkax 3-15,
3-16 n 3-17.

‘ & plc210 - Tpadwic - Lucl X ‘ & plc210- Coeanmerna - Lucl X | - =
& - C @ ® 172.16.0.1/cgi-bin/luci/admin/status/realtime/connections e & L in @ ® B =
~
°I.I=Il c AeToODHOBNEHWE BKMHYEHO
-
CocToRHue ¥ ¥MA xocTa: plczZlo
Obaop
Jarpyaka Tpadmk Coeawunenna
MexceTeBoil akpaH
MapuipyTel CoeﬂHHeHHH B peanbHOM BpeMeHH
CUCTeMHbIA Ky pHan CTpaHiua cofepsuT CNNCOK BCEX aKTMEHLIX H3 4aHHLI MOMEHT CETEBEIX COBAUHEHMIA.
Hypran sppa AKTUBHbIE COeAUHEHHUS
lpafukn B peankHom - ;
Bpemeni 2m ]
Cucrema b
37
MK »
Crywba b
25
Cete b
Cratuctuka #
12
Biiitit
(2 MuHyTHOE okHO, 3 CeKyHAHLIA WHTepBan)
UDP: 37 CpegHan: 38 Mukoean: 46
TCP: 5 CpegHan: 5 Mukoean: 6
Opyrne: 0 Cpegunan: 0 Mukoean: 0
CeTb Mpotokon Herounnk Hanpaenenue Mepepava
IPV4 TCP 172.16.0.233:28101 172.16.0.1:80 4.37 MB (47223 naketog)
IPV4 TCP 172.16.0.233:28103 172.16.0.1:80 4.19 MB (46872 naketos)
IPV4 TCP 172.16.0.233:28100 172.16.0.1:80 4.15 MB (47225 naketog)
IPV4 upP 172.16.0.233:17500 172.16.255.255:17500 268.01 KB (1737 nakeTog)
IPV4 TCP 172.16.0.233:29079 172.16.0.1:80 197.11 KB (1153 nakeTog)
IPV4 upP 172.16.0.233:60850 172.16.0.1:53 469 B (4 naketos)
IPV4 upP 192.168.0.58:33840 6.8.8.8:53 404 B (4 naketos)
IPV4 UpP 192.168.0.58:43784 6.6.8.8:53 354 B (4 naketog)
IPV4 UDP 192.168.0.58:44860 6.6.8.8:53 280 B (4 nakeros)
IPV4 UpP 172.16.0.233:53450 172.16.0.1:53 276 B (4 nakeros) v

PucyHok 3-15: CTpaHuua «padukn B peasibHoM BpeMeHu». Mpaduk akTUBHbIX COeUHeHUi
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‘ & plc210 - Tpadwmi - LuCl

X | & plc210 - 3arpyska - LuCl X | +

> C e

| @ 1721 6.0.1/cgi-bin/luci/admin/status/realtime/load

B -9 v

In O ® B =

C AETOODHOBNEHHE EKNIDYEHO

-

CocroRnue ¥
QObzop
MexcereBoi 3kpaH
MapLupyTel
CncTemHEIi KypHan
HypHan Aapa

pagwikn B peankHoM
BpPEMEHN

Cuctema »
Mg »
Crysisl b
Cets P
Cratnctka »

Bliitn

¥mz =ocTta: ple2ll

3arpyska Tpatuk CoeauHenna

3arpy3ka B peanbHOM BpeMeHH!

3arpyska za 1 munyTy: 1.82 CpegHan:
3arpyzka 3a 5 MHHYT: 1.64 CpeaHan:
3arpyska 3a 15 muuyT: 1.39 CpeaHan:

210 Mukoeasn: 3.07
1.58 Mukoean: 167
1.34 Mukoeasn: 1.39

1m

(2 MUHYTHO® OKHO, 3 CeKyHAHLIN MHTepBEaN)

PurcyHok 3-16: CTtpaHuua «padvikv B peasibHOM BpeMeHu». Mpadivik 3arpy3ku

x | & ple210 - 3arpyska - LuCl x ‘ + all - E'
| ® 172.16.0.1 /cgi-bin/luci/admin/status/realtime/bandwidth ?dev= E e ﬁ ‘ i In @O @ 1 =
- -
C ABTOODHOENEHHE BKNIYEHO
CocTorHue v Mma xocTa: plc2lo
Qbzop
3arpyska Tpatnk CoeguHerna
MemxcereBoi aKpaH
MapLupyTel Tpadchuk B peanbHOM BpeMeHH!
CuncTeMHEIi Ky pHan
brlan | eth1 = swipl swilp2 @ swip3 | ush0
HypHan Agpa
Tpatin B peansHom 2m om
EpPEMEHN
Cuctema b 234 wdurie (0.29 #5ie)
MK »
Cryxbel b .58 ¥Burle (0.2 K5l
Cets
Cramemia b 0.78 eBuric (0.1 iBle)
Beliitn
(2 MUHYTHO® OKHO, 3 CeKyHAHLIN MHTepBEaN)
Bxogamui: 0 kbut/c Cpennsan: 0.03 kburic Mukoean: 1.13 kburic
(0 kB/c) (0 kB/c) (0.14 kblc)
Wcxogawmi: 0 kbur/c CpegHsan: 0.85 kbur/c Mukoeasn: 267 kburic
= (0.1 kBlc) (0.33 kBlc)
¥
PucyHok 3-17: Ctpannua «lpadmkv B peasibHOM BpeMeHu». Mpadink Tpaduka mocta «br-lan»
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n Cucrtema

4.1 OGWMe HACTPOWKN

O6LMe HacTPOIiKM CUCTEMbI pa3MeLLEHbI Ha cTpaHuLe «O6LIMe HACTPOKK» pasdena «Cuctema» 1 pasaeneHsi
Ha HECKOJIbKO BKMaA0K:

e «XocT» (cm. pasgen 4.1.1);
* «KypHanuposaHue» (cMm. pasgen 4.1.2);
o «A3bIK» (CM. pasgen 4.1.3);
* «JlononHuTenbHble» (CM. pasgen 4.1.4).

BHewwHWii BUA cTpaHuLbl «CucTeMa» nokasaH Ha pUcyHke 4-1.

@ plc210 - OBuwwe HacTpoiikn - | X ‘+ + - B
& c @ @ 172.16.0.1/cgi-bin/luci/admin/system/system aee i Yy n@O ® B =
1
V) [1H ]|
CocroAHue b plc2lo
Cucrema v

OO0wWwme HaCTPOMUKHN CUCTEMbI
CBuwymre HacTpoikn
3,190!: Bbl MOM¥ETE HACTPOWTE OCHOBHLIE NapamMeTphl BaLLEro ':.CTC-GI'ICTEE! TaKMe Kak WMA X0CTa WNK HACTPOWKK HypHannpoeaHnua

Bpemna
Ny Xoct | HypHanuposaune = A3l | [JONOAHUTENbHLIE
¥npaeneHue
Cropomesoi Talimep
WmA xocta  plc210
MoHTMpoBaHKe pazgenos
Pe3epBHOE KOMUPOBAHNE
- CoXpaHUTL W NpuMennTE | CoxpaHute [:]
OBHoBnEHWe NpoLLINBKK
Tepmunan
Mepeaarpyaka
MacTep HacTpoiikn
MK ¥
Cnyowbe b
Cete b

Cratuctuka b

Beiitti

Powered by LuCl (Owen) / 2018.07

PucyHok 4-1: CtpaHuua «O6Lme HacTpoikmn»

4.1.1 Bknagka «XocT»

Bknagka «XocT» No3BOMAAET HACTPOUTL UMSA XOCTa CUCTEMBbI.

BHeLwHWiT BUA BKNaAKN «XOCT» NOKa3aH Ha pUCyHKe 4-2.

XocT | ypHanwposanwe  H3awk  [ONONHWTERBHEIS

MmA xocta  plc210

PucyHok 4-2: CtpaHuua «O6Lme HacTpolikn». Bknagka «XocT»
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4.1.2 Bknagka «KypHanupoBaHue»

Bo Bknagke «>XXypHasimpoBaHue» BbIMNOHSIETCS HACTPOiKa CUCTEMHOI CyX6bl XXypHaIMPoBaHWs. BHeluHWii BUg,
BKNAAKN «XKypHa/TMPOBAHME» NOKa3aH Ha PUCYHKe 4-3.

Xoct | MypHanupoeadue | Hablk | [JononHWTENBHEIE

F'EII]I'\-'IED CHUCTEMHOTD ¥y pHana o4

BHelHWil cepBep CUCTEMHOMD #ypHana
MopT BHELUHErD CepBEpa CUCTEMHOMD ¥ypHana
BHeLWwHWiA npoToKon nor-cepeepa UDP hd
3anuceiBarts cucTemHble cobemuA B dafin  ftmp/system.log
3anuck cobbimhil OTnagka v

3anuce cobbiThil cron HopmManeHo v

PucyHok 4-3: CtpaHuua «Cuctema». Bknagka «KypHannposaHve»

L[5t KOHpUrypaumm AoCTYMHbI CefyHoLIMe HaCTPOMKN:

» «Pasmep CUCTEMHOTO XypHa/ia» — pasmep XPaHMMOro CUCTEMHOIO XypHasia B kuno6aiitax. MNpu npe.bile-
HUW YKa3aHHOrO pasMepa camble cTapble 3anucy 6yayT YAaISTbCA U3 XypHana;

» «BHeLLHWii cepBep CMCTEMHOTO XypHasia» — IP-afpec BHELLHero cepeepa CUCTEMHOrO XypHana. Mpu ykasa-
HUW agpeca BHELIHEro Cepeepa XypHa/IMpoBaHus, cobbiTus GyayT Ay6nMpoBaTbCs Ha HEro;

* «[opT BHELLUHEro cepeepa CUCTEMHOTO XypHana» — HoMep MopTa BHELLHETO CepBepa XypHa/IMpoBaHus;

* «BHeLHWI NpoTOoKON Nor-cepBepa» — BbIGOP MPOTOKO/MA BHELLHENO CEPBEPA XYPHAIMPOBaHMWS. [JOCTYMHble
MPOTOKO/bI:

o UDP;
o TCP;
* «3anucbiBaTb CUCTEMHbIE COOLITUA B (hai» — NokanbHbIA NyThb K dhaiiny CUCTEMHOTO XypHana;

e «3anncb CO6bLITUI» — BbIGOP YPOBHA COOBLITUI A1 XyPHa/IMPOBaHWs. B cuctemHbIli XXypHan 6yayT 3anu-
CbIBaTbCA BCE COObLITUSA C YPOBHEM BbILLE UM paBHbIM BbibpaHHOMY. 11 Bbibopa AOCTYMNHbI cnegyowme
YPOBHU:

o OoTnagka (debug);

o nHgpopmauus (information);

o 3ameTka (notice);

o npegynpexaeHue (warning);

o owmnbKa (error);

o KpuTn4yeckas cutyaums (critical);

o Tpesora (alarm);

° ypesBblyaliHasa cuTyauus (emergency);

* «3anucb cobbIThii Cron» — BbIGOP YPOBHSA COOLITUIA CYXO6bI Cron A1 XypHanuposaHus. 4nsa Bbibopa fo-
CTYNHbI C/ieayowme ypoBHU:

o OoTnagka (debug);
° HopmMasibHO (normal);
o npegynpexaeHune (warning).
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4.1.3 Bknagka «fA3bIk»

Bo Bknagke «3blk» NpefocTaBiseTcsl BOSMOXHOCTb Bbibopa fA3bika nHTepdienca Web-uHtepgeiica LUCl. BHeww-
HUIA BUA, BKNAJKN «HA3bIK» NOKa3aH Ha pUcyHke 4-4.

Xoct | MypHanupoBanwe | HAzwk | [ononHuTenbHble

Hakik Pycckmit [Russian) v

PucyHok 4-4: CtpaHuua «Cuctema». Bknagka «A3bik»

MOMMMO CrncKa A3bIKOB B BbINaAatoLLEeM CrMCKe «HA3bIK» COAEPXUTCA 3MIEMEHT «auto», KOTOPbI NO3BOSAET 1C-
Mo/1b30BaTh PEXVM aBTOMaTMHECKOro Bbibopa A3blka MHTepdeiica B 3aBUCMOCTY OT A3bIKa, UCMOMb3YEMOro
B 6paysepe K/IMeHTa.

4.1.4 Bknagka «[lononHutenbHbIe»
Bo Bknagke «[lononHuTesbHbIE» NpefocTaBeHbl AONOHUTE bHbIE HACTPOIKN. BHeLHWUA BUA BKNaakn «ononHu-
TefNbHbIEe» MoKa3aH Ha pucyHke 4-5.

Xoct | MypHanwpoeaHwe = Hawlk | JononHUTERkHES

WHTepean nynnnHra 4 v

PucyHok 4-5: CtpaHuua «Cuctema». Bknagka «[onofHuTeNbHbIe»

HacTpoiika «/HTepBan nyniuHra» onpeaensieT MHTepBasl aBTOMaTUYeCcKoro 06HOBIEeHMSI MHOPMaLIMK Ha CTpa-
HULAX, NoAAePXMBaOLLMX AAHHYI0 BO3MOXHOCTL. Bosee noapobHas nHdopmauusi 0 qoyHKLMM aBTOMATUYECKOro
06HOBNEHUSI cofepXuUTcs B pasgene 1.2.

http://owen.ua 39/157


http://www.owen.ua

Kpartkoe onncaHue oCHOBHbIX chyHKUMIF Web-nHTepdielica ynpasnexus MK210 TN-UG-OWRT-LUCI-R2

4.2 Bpema

Ha cTpaHuue «Bpemsi» pasgena «CucteMa» pasMelleHbl HACTPOIiKM SI0Ka/IbHOTO BPEMEHM YCTPOICTBA, a Takke
HacCTPOIKMN CUHXPOHM3AaLMY BPEMEHU MPY NOMOLLM CNyX6bl NTP (CM. prcyHOK 2-6). BHelHuii Bug, cTpaHuubl «Bpe-
MSA» MoKasaH Ha puUCyHKe 4-6.

& plc210 - Bpewn - LuCl x |+ al - ©
&« G @ @ 172.16.0.1/cgi-bin/luci/admin/system/time wee w 4y n@D ® B =
||
°I'IIII 8 ApTooGHOENEHHE BKNIOYEHO
-
CocroAHue b plc2l0
Cucrema v
Bpems
OBuyne HacTpoiikn
34ECk Bbl MOXETE HACTPOMTL OCHOBHLIE NAPAMETPL! BPEMEHU
Bpema

y CucTeMHOe BpeMs
¥npaeneHue

Cropoxesoi Taiimep TNokansHoe BpemA  Fri May 31 18:48:01 2019 CUHXpOHM3WpOEaT € Gpaysepom

MoHTupoBaHne pasgenos Yacoeoil noAc GMT+3 G

PeaepeHoe konuposaHue

OBHOBNEHWE NPOLIMBKKM CHHXpOHM3aUMs BPEMEHN
TepmiHan
Brnrounte NTP-knneHt
Mepezarpyaka
. Brniounts NTP-cepeep []
MacTep HacTpoiikin
MK » Crmcok NTP-cepeepos | 0-europe pool ntp.org x
~ 1.ru.pool.ntp.org x
Cnybe b
2_europe.pool.ntp.org x
Cete b
Cratuctuka b
Biitti

CoxpaHuTe W npumeHuTs | Coxpanute l:]
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PucyHok 4-6: CTpaHuua «Bpems»

B none «/lokasibHoe BpeMsi» 0To6pakaeTcsl Tekyllee SIokaslbHoe BpeMs 1 gata.

KHonka «C1HXPOHM3MPOBaTb C 6pay3epomM» BbINOSIHAET YCTaHOBKY JIOKa/IbHOW AaThkl 1 BpEMEHMW Ha YCTpoiicTBe

B COOTBETCTBUM C TEKYLLEW AATO 1 BpEMEHEM, YCTAHOB/IEHHLIMMW Ha KOMMNbIOTEPE KMeHTa (To ecTb B 6pay3epe).
Mpwv cnepytoLemM 0GHOBNEHNN 3HAYEHUS NONSA «/10Ka/IbHOE BPEMSI», 3HAYEHNS faTbl U BpEMeHW 6yayT ycTaHoBe-
Hbl B HOBbIE 3HAYEHWS.

B BbiNagatoLlem cnucke «4acoBoli MOSIC» BbIMOJTHAETCS BbIGOP 4ACOBOro Mosica JIoKa/lbHOTO BPEMEHW YCTPOCTBA.
[nsa oto6paxeHus B none «/1okasibHOe BPeMSsi» BPEMEHW B COOTBETCTBUN C BbIOPAHHbLIM YaCOBbLIM NOSICOM, HEOG-
XOAUMO NPUMEHUTb N3MEHEHNS, HaXXaB KHOMKY «COXpaHWUTb U MPUMEHUTb».

4.2.1 CHXpPOHM3aUUA BPpeMeHU

Oonuna «Bkntounte NTP-kNneHT» BKIKOYAET CUHXPOHU3aUMo BpeMeHn npu nomowmn NTP-knneHTa. CUHXPO-
HU3aumsa BbINOJIHAETCA C Ucnosib3oBaHMeM cnucka NTP-cepBepoB, nepeyncneHHbIX B cnmcke «Cnmcok NTP-
CepBepoOB».

Onuma «Bkntountb NTP-cepBep» BkNtovaeT cnyxby NTP-cepsepa. Ecnun gaHHasi onuus BKAKOYEHA, TO YCTPOUCTBO
MOXeT ObITb MCNO/Ib30BaHO B KayecTBe NTP-cepBepa B ceTu.

B cnncke «Cnncok NTP-cepBepoB» ykasbiBaeTcs CNUcok agpecos NTP-cepBepoB, UCMNOMb3YeMbIX A9 CUHXPOHU-
3aL 1y NOKaSIbHOrO BPEMEHW NpY BKIOYEHHOR onuun «Bkounte NTP-KAMeHT».
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4.3 YnpaBneHue AOCTYNnom

CTpaHuua «YnpasneHue» pasgena «Cuctema» CoepXuT HACTPOIKIN NOKa/IbHOMO M YAaNEHHOTO AocTyna
K YCTpOIACTBY. Ha cTpaHuLe «YnpaBneHne» pasmellleHbl HECKOMbKO BKIaA0K:

» «[Maponb ycTpolictBa» (cM. pasgen 4.3.1);
» «JlocTyn no SSH» (cMm. pasgen 4.3.2);
e «SSH-knoun» (cm. pasgen 4.3.3);

* «RS232» (cm. pa3gen 4.3.4).

4.3.1 HacTpoiika naponsi nonb3oBartens root

Bo Bknagke «lMaposb ycTpoicTBa» CTPaHULbl «YNpaBieHne» (CM. PUCYHOK 4-7) MOXHO NW3MEHUTL Naposb JOCTY-
na nosib30BaTessi «root». YkasaHHbI Naposib UCNOMb3YeTCs Kak Af1s foCTyna K KOHCOM YCTPOCTBa, Tak U ans

foctyna k Web-uHtepdeticy LuUCl (cm. pucyHok 1-2).

] plc210 - Mapone ycTpolictea - X ‘ +

€« c @

® £ 172.16.0.1/cgi-bin/luci/admin/system/admin i + IN D ® B =
VBN
-
CoctoRHue » plc2lo
Cucrema v
Mapone ycTpoiicTea RS232

OBwme HacTpoiikn
Bpemn
Ynpaenenne

Cropoxesoi Talimep

MoHTupoBaHue pasgenoe
Pe3epBEHOE KOMMPOEAHNE
OBHOBNEHWE NPOLIMBKKM
Tepmuxan
Mepeaarpyska
MacTep HacTpoiikn

MK »

Crnyxbe b

Cetb b

Cratuctuka b

Bt

Maponb ycTponcTea

WamennTs napons AMUHACTPaTOPA ANA 0CTYNa K '_;3'[1':I-I3TE_.'

nUﬂ,TEIEp)K,ELE!HHE! napona

CoXpaHnTb

PucyHok 4-7: CTpaHuua «YnpasneHue». Bknagka «Maposnb MmapLipytm3aropar»

4.3.2 HacTtpolika goctyna no SSH

Powered by LuCl (Owen) f 2018.07

Bo Bknagxe «floctyn no SSH» cTpaHunLbl «YnpasneHne» (CM. pUCYHOK 4-8) pasmelleHbl HaCTPOIiKM cepBepa

Dropbear, koTopbIii NpegocTaBAsieT 4OCTYN K yCTpoiicTBam Mo npoTtokonam SSH n SFTP.

http://owen.ua

41 /157


http://www.owen.ua

Kpartkoe onncaHue oCHOBHbIX chyHKUMIF Web-nHTepdielica ynpasnexus MK210 TN-UG-OWRT-LUCI-R2

@ plc210 - Joctyn no S5H - LuCl X |+ o= =
& ¢ @ ® 172.16.0.1/cgi-bin/lud/admin/system/admin/dropbear o ¥ IN D ® B =
V) [1E |
-
CocToAHue b plc2lo
Cucrema v
Maponk ycTpoiicTea Noctyn no SSH SSH-kntoun R5232

OBwme HacTpoiikn
Bpenn Ooctyn no SSH
Ynpaenenne Dropbear — 310 §SH-cepeep co BcTpoerHeim SCP

Cropoxesoi Talimep Sksemnnap Dropbear

MoHTMpoBaHWe pazgenos

YaanuTte

Pe3epBHOR KONMPOEaHUE

Wutepdeiic  we onpedenero v
OBHOBNEHWE NPOLIMBKKM - -
MPUHUMATE NOOKMOUEHWA TOMBKO HA YKA3aHHOM UHTEpdEce UMK, BCh MHTEPgSAC He 3a[aH,
Ha BCeX MHTepdeic

Tepmunan

Mopr 22
Mepeaarpyszka

MacTep HacTpoiiki
C nomoLy b napons

MNK » Paspewnts $SH ayTeHTHpUEALNID C NOMOWEK Napona
Crywbel b Root Exogut no napont
Core b PaszpewnTe NoNL30BATENK root BXOAWTE B CHCTEMY © NOMOLLI0 Napona

MopTsl wntoza [
Cratuctuka b

a3pelTh yAaNeHHbIM X0CTaM NOOKNKYaTLCA K NOKANLHLIM NepeHanpaeneHHLIM nopram SSH

=

Biiitit

LobaeuTs
CoXpaHuTk W npuMeHuTe | CoxpaHuTe C]

Powered by LuCl (Owen) f 2018.07

PucyHok 4-8: CTpaHuua «YnpasneHue». Bknagka «Jloctyn no SSH»

KHOMKN «[06aBUTb» U «YAannTb» NO3BOMAIOT COOTBETCTBEHHO A06aBUTL UM YAAIUTb 3K3EMNNAPLI cepBepa
Dropbear. No ymoyaHuio B cucteme 3anyLeH To/IbkKo 04UH 3k3emnnasp cepeepa Dropbear, paboTtatowmii Ha TCP
NopTy 22 Ha BCEX CETEBbLIX MHTEpPdIelicax.

Mo yMmonuaHuio ioGble BXoAsLLMe NOAKoUEHU U3 30HbI «WAN>» 3anpeLleHbl NpaBuiamMmm MexCceTeBoro akpaHa
(cm. pazgen 7.5). B CBSi3M € 3TUM, HECMOTPSI Ha TO, UTO 3k3emnisp Dropbear HacTpoeH Ha NPUEM NoAK/oYeHui
Ha BCEX CETEBbLIX UHTEPCIECax, Ha CETEBbIX UHTepdielicax 30HblI «WAN» nogksoUeHre K SSH 6yaeT HEBO3MOXHO.

[ns kaxporo aksemnnsipa cepsepa Dropbear AOCTYNHbI cneaylowMe HacTPONKK ans KOHbUrypaumm:

» «U/HTepdelic» — BbIGOP CeTEBOro NMHTepdeica, Ha KOTOPoM ByAyT NPUHUMATLCA BXOAALLME NOAKTHUYEHUS
COOTBETCTBYHOLLEr0 3k3eMnaspa cepsepa Dropbear. Ecnn nHtepdelic He BbibpaH (3Ha4YeHue «He onpegene-
HO»), TO COOTBETCTBYIOLMIA 3Kk3emnap cepsepa Dropbear 6yaeT npuHMmaTh NOAK/IOYEHMS Ha BCEX AOCTYr-
HbIX MHTepdheicax.

» «[MopT» — Homep TCP nopTa An1s1 BXOASLMX NOAK/IUeHWi A ak3emnnsipa cepeepa Dropbear.

¢ «C NomoLLb0 Napons» — paspeLuaeTt uan 3anpeLlaeT ayTeHTMAINKaLMIO NPU NOMOLLM Naposa npu NoaksIo-
yeHun no SSH. Ecnu ayTeHTMdIMKaLMS Npy NOMOLLM Naposs 3anpeLyeHa, To BXo BO3MOXEH To/1bKo Mo SSH
K/lo4yam, KoTopble MOXHO J06aBWTb B CUCTEMY B COOTBETCTBYIOLLEM NOApasaene faHHOW CTpaHuLbl.

» «Root BXOAMT MO Naposilo» — paspeLuaeT Win 3anpeLaet ayTeHTUgMKaLMIo NPy NOMOLLM Naposs A/1s NoSib-
3oBatens root. Ecnv ayTeHTUMKaLMS MO Naposiio 3anpeLLeHa, To BXog, No/b30BaTe/isl oot BO3MOXEH TO/bKO
Mo K/irouy.

e «[lopThl WN03a» — pa3peLlaeT unuv 3anpeLtaeT NoAKNIYEHME YAaNEHHbIX KNTMEHTOB K JIOKa/IbHbLIM nepeHa-
npaBneHHbIM NopTaMm.
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‘ ﬁ ! B npuioxeHun A NpuBOAUTCS NPUMEP BbINO/THEHWUS MOAK/IUYEHUS K YCTPOICTBY Mo NpoTokosly SSH.

4.3.3 SSH-knoumn

Bo Bknagke «SSH-k/1oun» CTpaHnUbl «YnpasieHne» (CM. pUCyHOK 4-9) peasim3oBaHa BO3MOXHOCTb A06aBneHus
ny6myHbIXx OpenSSH krtoueit (.pub). 3T SSH KIYM UCNOMBL3YHTCA A1 BbINO/IHEHMS aBTOPU3aLUN.

Ea—
@ plc210 - SSH-knroum - LuCl X ‘ +
<« @ @ 192.168.0.53/cgi-bin/luci/admin/system/admin/sshkeys e *d e e 8 =
\/ -
]
-
Cocroaxue b plc2l0
Cucrema «
Maponk ycTpoiicTea Hoctyn no SSH SSH-knroun RS232
OBuyne HacTpoiiku
Bpsms SSH-knroun
Ynpaenexne IMyBnuynele SSH kNtoun No3IBOAAKT BEINONHATE GecnaponkHiil SSH Bxop ¢ Bonblwiwm yposHem Ge30NacHOCTM NO CPaBHEHUHD C UCNONL30EAHUEM
8x04a no naponto. YTobel 2arpyanTe Hoewlit nybnuuHei SSH knwou, Bctaeste cTpoky nybnuuHore OpenSSH kntoua wnn nepetawnTe . pub §aiin B none
Cropomesoil TaiMep 88043 Knkda
MoHTMpoBaHHE pa3genos test@test.local

RSA, 2048 bur x

Peseparoe konupasakie LARRR3NzaClyc2EAARADAQRBARARAQCI0 SPrd1EQhEZKZT+I0PHNKCE/ qwGaTwMOoCT

OBHoBNEHNE NPOLLINBKK [0B3BUTE KDY
Tepmunan
MNepeaarpyaka
MacTep HacTpoiku
MK »
Cnyucbel »
Cete »
Cratuctuka b

Bt
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PucyHok 4-9: CtpaHuua «YnpasneHue». Bknagka «SSH-knoun»

[ns nob6asneHus HOBOro Ny6NMYHOrO Kva HeobXoAMMO BCTaBUTbL CTPOKY Ny6/myHoro SSH knoua nnv neperta-
WnTb «.pub» ¢haiin B nosne BBOAA K/HOUYA Y HaXKaTb KHOMKY «Jl06aBuTbx». YCneLwHo gob6aBneHHblli SSH kou byaet
OTOOPaXEH Ha CTpaHuLe, Kak NoKa3aHo Ha puUcyHke 4-9.

[ns ynaneHus paHee fo6aBNEHHOIO K/oua, HEOGX0AMMO HaXaTb KHOMKY C KpacHbIM KPeCTMKOM cripaBa OT WH-
chopmauym o Knioue.
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4.3.4 HacTtpoiika nocnegoBartesibHOro nopta RS232

Bo Bknagke «RS232» cTpaHuubl «YnpaBneHne» (CM. pucyHok 4-10) pasMeLleHbl HacTPOoiiK1 NocneaoBaTesibHOro
nopta RS232.

& plc210 - RS232 - LuCl x |+ Al - O
& c @ @ 192.168.0.53/cgi-bin/luci/admin/system/admin/rs232 o @ 1y In @O ® B =
~
| |
VBEEH
L |
CocToAHue » plczlo
Cucrema «
Maponk yeTpoiicTea Loctyn no S8H SSH-knroum RE&232
OBLue HacTpoiikn
Bpema RS232
YnpaeneHue Ha naHHoil cTpaHuLe pasmell eHbl HAcTpoilkn nocne/oBaTensHoro nopra RS232

Cropoxesoil Taiimep
CucTemHan koHcons RS232

MoHTMpOBaHWE pa3genos o o - .
BKMKOYEHNE WNW OTKNIOYEHWE CUCTEMHOIM KOHCONW HA NO

OGpatiTe BHUMAHWE, YTO AAHHAA HacTpoiika GyoeT npuMeH
YCTROWCTEA.

oBaTensHoOM nopTy RS232.
©Ha TOMbKO NOCHEe Nepe3arpyakn

PesepeHoe konupoBaHue
OBHOBNEHWE NPOLIMBKK
TepmuHan

CoxpaHuTe
Mepeaarpyaka

MacTep HacTpoiiku

PucyHok 4-10: CtpaHuua «YnpasneHue». Bknagka «RS232»

Ha Bknajke pasmelleHa To/bKO 0fHa HacTpolika «CucTeMHas KoHCoMb RS232x», KoTopasi ynpaBnsieT BKUeH-
€M WM OTK/TIoUYEeHUEeM BO3MOXHOCTY A0CTYNa K CUCTEMHOI KOHCO/e YCTPOIiCTBa Yepes3 noc/eoBaTe/bHblii NopT
RS232.

Vi3MeHeHne HacTpoiikn «CrnctemMHas KOHCo/Ib RS232» npMMeHSIETCS TOMbKO NOC/Ie Nepesarpy3ku ycTpoiicTaa.

Mepesarpyska ycTpoiicTBa MOXET 6bITb OCYLLEECTB/IEHA HA CTpaHuLe «lepesarpyska» pasgena «Cuctema» (CM. pas-
aen 4.9).
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4.4 CtopoxeBoW Taiimep

Ha cTtpaHuue «CTopoxeBoii Taimep» pasgena «CucteMa» pacnofioXeHbl HACTPOMKM CyX6bl CTOPOXEBOrO Taii-
mepa (watchdog). BHeluHuWin BUuA ctpaHuubl «CTOPOXEBON Taimep» nokasaH Ha pucyHke 4-11.

[~] ple210 - Cropoxesof Tafimep - X + - O
& c @ ® 172.16.0.1/cgi-bin/luci/admin/system/watchdog aee w Yy n@O ® B =
VBN
-
CocToRHue » plczlo

Cucrema v

HacTpoiiku cTopoXeBoro Tanmepa
OBwyme HacTpoiikn

Bpemna
Vnpaeneune Yerpoiicteo | fdev/watchdog
Cropomesoi Taiimep Taiimayt = 30
MoHTMpoBaHKe pazgenos
Pe3epBHOE KOMUPOBAHNE Mepuog 5
OBHoBnEHWe NpoLLINBKK h
Monutka nnaHupoBLyMKa 38484 SCHED_FIFO v
Tepmunan
MpuopuTeT aagaun 1
Mepeaarpyaka
MacTep HacTpoiikn ETIA
MK b )
3JHaveHue enicer 0
CryBe b na e es ANA non
Cete b
Cratuctuka b
Lcoommm 1 romenms | coomn. [ G0
Beiitti
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PucyHok 4-11: CtpaHuua «CTOpoXeBoi Taimep»

B none «YcTpoicTBO» yKa3biBaeTCs UMS CUCTEMHOTO YCTPOMCTBA annaparHoro CTOpoXeBoro Talimepa. Cnyxbéa
CTOPOXEBOro TaiMmepa paboTaeT B (DOHOBOM peXUMe 1 aBTOMATUYECKU BbINOMHAET cOpOC annapaTHOro CTopoxe-
BOro TaliMepa C NepuofoM, ykasaHHbIM B none «lMepnoa» (3afaétcs B cekyHaax). 3HaveHne TalimayTa annapar-
HOro Talimepa HacTpauBaeTCs Npu NomoLym nons «TaiMayT» (3agaétcs B cekyHaax). Ecnv annaparHblin ctopoxe-
BOW TaliMep He cbpacbiBaeTCs B TEUEHNE yKa3aHHOro BpeMEHM, cucTema byeT aBToMaTMYeckn nepesarpyxeHa.

HacTpoiika «[onuTrka nnaHnpoBLLvKa 3a4a4» npefHasHadeHa A1 Bbibopa asiroputMa gucnetyepusaummn 3agadmv
NpPOrpaMmMHOIi Crly)X6bl CTOPOXEBOro Talimepa. [JOCTynHbI CiefyroLme ajiropuTtMbl;

* «SCHED_OTHER» — cTaHAapTHbIli aropuTm NAaHUPOBLLYIKA C pasgefieHeM BpeMeHu. JaHHbIin anroputm
ABMIAETCA CTaHAAPTHLIM a/ITOPUTMOM AMCreTyepusaunm Linux ¢ pasgeneHnem BpeMeHn, npegHasHayeHHbIM
A5 NpoLEeccoB, He TPebyrLwmMX cneunasibHbIX MeXaHW3MOB peasibHOro BpeMEHW CO CTaTUYECKUMU npruopuTe-
Tamu;

* «SCHED_FIFO» — nnanuposwuk FIFO (First In First Out). BnseTca NoMTYKONA NAaHNPOBaHUS PeasibHOro
BpeMeHW. [JaHHbIA a/iropuTM NAaHNPOBaHWS HE UCNOMb3YET HUKaKNX MHTEPBasI0B BpemeHu. Npouecc ¢ an-
roputMoM «SCHED_FIFO» BbINOMHAETCS A0 3aBEPLUEHMS, €C/IM OH He 3ab610K1MpOBaH 3anpocoM BBOAa/Bbl-
BOAA, BbITECHEH BbICOKOMPUOPUTETHLIM NPOLLECCOM, UM OH [OOPOBO/ILHO OTKA3bIBAETCS OT NPOLECCOPHOro
BPEMEHMU;

¢ «SCHED_RR» — yuknuyeckuii (Round-Robin) anropntm nnaHnMpoBaHus peasibHOro BpemeHu. Bcé, oTHocs-
weeca K anroputmy «SCHED_FIFO», cnpasegnueo n gnsa «SCHED_RR» 3a UCK/1l0YEHMEM TOro, YTO KaxKao-
My MpoLieccy paspeLLueHo paboTarb HeMPepbIBHO He [0/bLUe HEKOTOPOro BPEMEHW, Ha3bIBAEMOTO Kapycesb-
HbIM KBaHTOM.
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Bonee nogpo6Has nHgopmaumsa 06 anroputMmax gucnetyepusaumm 3agad Linux npusegeHa B pasgene «Scheduling
policies» fokymeHTa [6].

HacTpoiikn «IpuopuTeT 3aaaumn» 1 «3HadeHue ,nice™» ABASITCA NapaMeTpamm asiroputma aucnetdepusanymn.

HacTpolika «puopuTeT 3aa4m» onpeaensieT 3HavyeHe npuoputeta ansa anroputmos «<SCHED _FIFO»
n «SCHED_RR». 3HaueHve npruopuTeTa SABASETCH YMC/IOM B guanasoHe oT 1 (camblii HU3KUiA npuopuTeT) Ao 99
(camblii BBICOKUIA NpUOpUTET).

HacTpolika «3HadeHue ,nice“» onpenenseT 3HayeHne «nice» ans anroputma «SCHED_OTHER». 3HaueHune
«nice» SABASETCH YNC/OM B gnanasoHe oT —20 (BbICOKMI NpruopuTeT) A0 +19 (HU3KUA NnpruopuTeT).

Bonee nogpobHble pasbsiCHEHWS 3HAYEHWI NapaMeTpoB NpuopuTeTa n «nice» NpuBeaeHbl B pasgenax «Scheduling
policies» n «The nice value» gokymeHTa [6].
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4.5 MoHTUpOBaHue pa3genoB

YnpaBneHne MOHTMPOBaHEM pa3fesioB OCYLLECTBAETCA Ha cTpaHule «MoHTMpoBaHe pasaesioB» pasae-
na «Cuctema». BHewwHuiA BUA, cTpaHnubl «MOHTUMPOBaHWE pa3fenoBy» NnokasaH Ha pucyHke 4-12.

(V] plc210 - MoHTHpoBsatne pasas X | + - - B
< & Q @ 172.16.0.1/cgi-bin/ludi/admin/system,fstab e [ ﬁ * m o e® 1 =
VBN :
CocToanmne b plc2l0
Cucrema v

MOHTHpO BaHWe pa3fnenoB
QbLwne HacTpoikn

Bpems ImobanbHble HACTPOHKK

‘YnpaeneHne
P Coanatk config

Cropoxesoii Taiimep Haimn Bce pasgernt (BKkNIOYAA SWApP) W 3ANNCATE B KOHPUIYPAUMOHHLIR Gainn nHdopmaynio o
DOHAPYHEHHEX PR30enax, T.e. BeINONHUTE Komangy block detect = feic/configifstab

MoHTMpoBaHWe pasgenoe .
HeussecTHuiit pasgen [

Peseparoe konuposarite MOHTHPOBAHNE HECKOHPUTYPMDOBAHHOMD paanena

OBHosneHne NpoLIMBKI Hotplug paanena
Tepmutan ABTOMATMYECKOE MOHTUPOEAHWE Pa3iena, Npu NoAKMIOYEHNN K CUCTEME B0 BpeMA eé padoTwl, g3
BbIKNKYEHWA NUTIHWA U OCTAHOBKW CUCTEMEI I:h'Jt[.‘lLI';.
0
epesarpyska Mpoeepka (aiinoeex CHCTEM Nepes MOHTHpoBaHueM [ |
MacTep HacTpoiiku ABTOMATWUYECKAR NPOBEPKE HaNN0B0A CUCTEMBI PA3MENa Ha oWWBKY, NEPEN MOHTUPOBAHK EM
MK
Cryx6ul » CMOHTMpOBaHHEIE pasgenki
Cete ¥ DaiinoeanA cucTeMa To4yka MOHTHPOEAHHMA LocTynHo Wcnonszoeano OTMOHTHpOBATE
CTaTucTiKa P ubi0:rootfs Irom 13.06 MB / 72.57 MB 82% (59.52 MB)
~ devtmpfs Idev 508.00 kb / 512.00 kB 1% (4.00 kB) -
Buiittn
tmpfs itmp 120.75 MB / 122.26 MB 1% (1.51 MB)
fdevfubi1_0 Joverlay 20.07 MB / 21.84 MB 8% (1.76 MB) -
overlayfs:/overlay ! 20.07 MB / 21.84 MB 8% (1.76 MB)
Idevimmeblk0p? Jmnt/ufsimedialmmcblkOp 36816 /3.75 6 29% (67.69 MB)

MoHTMpOBaHUE pa3AenoB

Toukn MOHTWPOBAHWA on peAenAT, Kyaa B q:a\‘ll’lCBCI‘I CucTeme ‘3_-,',1_-;]' CMOHTUPOBaHEI Pa3fenkl 3anoMUHaKLWero :,CT:-CHCTE?

- Touka daiinoean
Brnwueno Yctpolicteo Onuum Kopene [lpoeeputs
MOHTHPOBAHWA  CUCTEMa
Idewv: / Al
devisdal (v matfufs ? rw.codepage=1251 iocharset=utf8  Het HeT
cywecmayem) /media’sdal
JdevimmcblkOp1  /mnt/ufs/media
viat rw.codepage=1251 iocharset=utfd  Het HeT
(3839 MB) Immeblk0p? pag e |

HobaenTte

COXpaHUTE U MPUMEHUTE COXpaHuTE
w

PucyHok 4-12: CtpaHuua «MoHTUpOBaHue pasaesos»

MOHTMpOBaHNe pa3fenoB OcyLecTBASETCS yTuamTol block Ha 0cHOBe KOHMpMrypaumnoHHoro chaina
«/etc/config/fstab». Bce HaCTpOKKM, NpeAcTaBneHHble Ha CTpaHnLe «MOHTUPOBaHWE Pa3fenioB» XPaHATCA B KOH-
dhurypaumoHHom dhaine «/etc/config/fstaby.
Bce HacTpoliku Ha cTpaHuue «MOHTUpOBaHVEe pa3fenioB» pasgeneHbl Ha Tpy nogpasgena:

1) «lnobGanbHble HACTPOIKM» (CM. pasgen 4.5.1);

2) «CMOHTMpOBaHHbIe pasgensi» (cM. pasgen 4.5.2);

3) «MoHTUpoBaHue pa3genos» (CM. pasgen 4.5.3).
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4.5.1 MNMoppasagen «FNo6asibHble HACTPOKN»

B pasgene «no6anbHble HACTPONKUY» CTPaHMULLbl «MOHTUPOBAHWE pas3aenos» (CM. PUCYHOK 4-12) npeacTasnieHbl
rno6asbHble HACTPOVKN MOHTMPOBAHNSI:

» KHonka «Co3zfaTb config» — no3BonseT co3gatb (nepenucaTb) KOHUrypaLmMoHHbIA dhaiin «/etc/config/fstabs»
Ha OCcHOBe 0OHapYXEeHHbIX B cUCTEMe pa3fenoB. Haxatue kHonku «Co3aath config» paBHO3HAYHO BbINOsHe-
HVO B KOHCO/IY KOMaHZbI:

block detect > /etc/config/fstab

* «HewnsBecTHbIli pasgen» — aBToMaTMyeckoe MOHTVPOBAaHWE Pas3fernoB, AaKe ec/v aTU pasgenbl SBHO
He yKasaHbl B KOH(hurypaumm nogpasgena «MoHTMpoBaHme pasfesnos» (CM. pasgen 4.5.3).

Ecnn onuna BKAKOYEHa, TO HENU3BECTHbIE pa3aesibl 6y,qu aBTOMaTn4yeCckKn CMOHTMPOBaHbI B Nnanky
«/mnt/<ums_ycTpoiicTBa>».

* «Hotplug paszgena» — aBToMarMyeckoe MOHTUPOBaHUe pasaenos rnpu nogknwoyeHun (hotplug).

ABTOMaTN4Yeckoe MOHTMPOBaHNE OCYLECTBNAETCA TOJ/IbKO AN1A pa3aesioB, KOTOPble YKa3aHbl B Ta6n|/|u,e noa-
pasgena «MoHTupoBaHue pasgenos» (cm. pasgen 4.5.3).

Ecnu noaxnouéHHbI pasgen He nepedncrieH B Tabnmue pasgena «MOHTUPOBaHNE pasfenoB», TO Takow
pasgen 6yaet CMOHTUPOBAH TObKO eCN BK/KOUEHA onumnsa «HensBecTHbIl pa3gen». TOUKOn MOHTUPOBaHUS
B TaKkOM C/lyyae byaeT nanka «/mnt/<ums_ycTpoiicTBa>».

» «[lpoBepka hainNoBbIX cUCTEM Nepes, MOHTYPOBaHMEM» — BbINOIHEHME NPOBEPKM (haioBoii cuctemsl pas-
Jena nepef MOHTUpPOBaHveM. [1ns NpoBepK/ NPUMEHSIIOTCA Criefytolme yTUANTbl B 3aBUCUMOCTU OT Tuna
(haiinIoBoIi CUCTEMBI:

o VFAT — /usr/sbin/dosfsck;

o F2FS — /usr/sbin/fsck.f2fs;

o Btrfs — /usr/bin/btrfsck;

o ext2, ext3, ext4 — /usr/shin/e2fsck.

4.5.2 MNopgpasgen «CMOHTUPOBaHHbIE pasgesbl»

B nogpasaene «CMOHTMPOBaHHbIE pasfieribl» CTpaHuLbl «MOHTMpPOBaHWE pasfenioB» NpuBeeHa Tekyllas Tabnm-
La MOHTUPOBaHNSA (CM. PUCYHOK 4-13).

CMOHTHpOBaHHbIE pa3fenbl

Dannoean cMcTEMa Touka MOHTHPOBAHWA HoctynHo WcnonezoeaHo OTmoHTHpOBaTE
ubil:rootfs from 13.06 MB / 72.57 MB 82% (59.52 MB) -
devtmpfs Idev 508.00 kb / 512.00 kb 1% (4.00 kB) -
tmpfs ftmp 120.75 MB / 122.26 MB 1% (1.51 MB) -
fdevfubi1_0 foverlay 20.07 MB / 21.84 MB 8% (1.76 MB) -
overlayfs:/overlay / 20.07 MB / 21.84 MB 8% (1.76 MB) -
fdev/immeblkOp1 /mnt/ufs/imedia/mmcblk0p1 368MB/3.75TB 2% (67.69 MB)

PucyHok 4-13: CtpaHuua «MoHTUpoBaHve pasfenos». Tekywas Tabnua MoHTMpPOBaHUs

B Tabnvue nepeyncrieHbl Bce CMOHTMPOBaHHbIE pa3fesibl, UX TOUKU MOHTUPOBAHUSA 1 06BEM JOCTYMHOMO Npo-
cTpaHcTBa. IMeeTcs BO3MOXHOCTb PYYHOro Pa3mMOHTUPOBAaHWSA MOJb30BaTENbCKUX Pa3esioB npyi NOMOLUY KHOMKN
«OTMOHTMPOBATL».
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4.5.3 Nopgpasaen «MoHTUpOBaHue pa3fenos»
Ynpas/iieHve To4kaMu MOHTUPOBAHWUSA OCYLLECTBNAETCH B pasjerne «MOHTUpoBaHWe pasfesnos» cTpaHuLpbl «MoH-

TUpoBaHue pasgenos» (CM. pUcyHok 4-14). B gaHHOM pasgesnie MOXHO A06aBUTb TOYKM MOHTUPOBAHMSA 471 MOSb-
30BaTeNbCKUX pa3nenos (Hanpumep, Ana USB-HakonuTenen).

MoHTHpoBaHKe pasaenos

T
L
T
T

m

w

- Touka Qainoean
BxnwuyeHo YcrpoicTeo Onummn KopeHe [poeeputk
MOHTHPOBAHMA CHCTEMa

/devisdal (He fmnt/ufs .
- . L ? rw,codepage=1251iocharset=utfd  Her HeT MameHuTs | Yoanute
cylwecmayem) fmedia/sdal

Jdevi| Imnt/ufs/medi
.(gz\;;nhr:;;}lkﬂm :anmt.cugﬁ.([;r;idla vfat nw.codepage=1251 iocharset=utfé  Het HeT

PucyHok 4-14: CtpaHuua «MOoHTUpOBaHWe pasfesiosy. YnpasneHre MOHTUPOBaHNEM MONb30BaTENbCKUX pa3fenos

B pasgene npusefeHa Tabnmua yxe co3gaHHbIX TOUEK MOHTUMPOBAaHWS M0/Ib30BATENNbCKMX Pa3fesioB C UX napamer-
pamu (CM. pUcyHoK 4-14). Tabnuua cCoaepXuT cregyowme cTonoupl:

¢ «BK/IOYEHO» — OnpepenseT BKIYeHa /M AaHHas ToUKa MOHTMPOBaHUSA.

* «YCTPOIACTBO» — NapameTpbl YCTPOCTBA 1 NPU3HAK, N0 KOTOPOMY YCTPOCTBO MAEHTUULMPYETCS AN MOH-
TpoBaHusa (UUID, MeTKa yCcTpoiicTBa Uan dpalin ycTpolicTea).

Mo ymonuyaHuo go6ae/eHbl ABa YCTPOCTBA, KOTOPbIE NpY NOSIBNEHUN YCTPOCTBa GyAyT aBTOMaTUYECKM
CMOHTUPOBAHbI:

o «/dev/sdal» — nepsblin pasgen USB-HakonuTens;
o «/dev/mmcblcOpl» —- neps.biit pazgen MMC-kapTbl namMsATy.
* «TOYKa MOHTUPOBAHMS» — TOYKA MOHTVMPOBAHUS pasaena.
» «®daiinoBas cuctema» — painnioBas cuCTeMa CMOHTMPOBAHHOIO pasjena.
e «Onuun» — AONOSHUTENbHbIE ONUMK, NepejaBaemMble yTUAMTe mount [7] Ipyu MOHTUPOBAHWMN.
* «KopeHb» — npusHak KopHeBol haiinnoBoit cucteMbl. MOXET NPUHUMATL 3HAYEHUS:
° «HET» — pasfes He ABNSAETCA KOPHEBbLIM;
o «fa» — pasfen ABNAeTCs KOPHEBbIM (MOHTUPYETCS B «/»);
o «overlay» — pasgen ncnosnb3yeTcs Kak BHeLHWA overlay (MOHTUpyeTcs B «/overlay»).
» «lpoBepuTb» — NpPU3HaK NPOBEPKN (DaliNIoOBOV CMCTEMbI NEpPes MOHTUPOBaHNEM.

4.5.3.1 PepakTupoBaHue TOYKN MOHTUPOBAHUA

[na pegakTypoBaHUs TOUKM MOHTMPOBaHMA M0Jb30BaTe/IbCKOro pasgena HeobXoaMmo HaxaTtb KHOMKY «/3me-
HUTb», PACMONOXEHHYIO B CTPOKE COOTBETCTBYIOLLErO paserna Tabnumibl To4eK MOHTUPOBAHWSA (CM. PUCYHOK 4-14).
[Mpn 3TOM OTKPOETCA CTpaHMLa PefakTUpOBaHNSA NapaMeTpoB TOYKM MOHTUPOBaHWUSA pasfena, Kak nokasaHo Ha pu-
CyHKe 4-15.

CTpaHuua pefakTupoBaHus napamMeTpoB TOHYKM MOHTMPOBaHUS pasfaena pasgeneHa Ha Bknagky «Oéume Ha-
CTPOIiKMN» (CM. PUCYHOK 4-15) 1 «[JoNoAHUTENbHbIE HACTPOIKN» (CM. PUCYHOK 4-16).
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Toukn MOHTUpOBaHuA — HacTpowka pasgena

Hactponka config channa fstab (/etc/config/fstab)

OBwwe HacTpoikn | JONOAHWTENEHEIE HACTPONKK

BrNHYMTE 3TY TOUKY MOHTHPOBAHWUA

UUID | - npoeepka no uuid — M
Ecnu eelBpaHo, MOHTWPOBATE YCTPONCTBO MCnonk3ya ero UUID, a He duKcHpoBaHHEIA daiin
yCTponcTBa

MeTka = - npoeepka no meTke — M

Ecnu BeIBpaHo, MOHTMPOBATE YCTROMCTRD MCNONL3YA HA3BAHWE €M0 PA3Aena, a He HUKCHPOBAHHBIA
dain ycTpoicTea

YeTpoiicTBo | [dev/sdal M

YCTpOWCTEO WAW pasgen (Hanp. /dev/sdal)

Touka moHTWpoBaHnA | fmint/ufs/media/sdal A

Manka, K KoTOpOA MOHTURYETCA pa3gen ycTpoicTea

Hazap k obzopy COXPaHUTE W NPUMEHUTE CoXpaHuTL C]

PucyHok 4-15: O6Lme HacTpoliky TOUKM MOHTMPOBaHNA pasaena

Toukn MOHTMpPOBaHuA — HacTpo#ka pasgena

Hacrtpo#nka config channa fstab (/letc/configifstab)

Obwwe HacTpoiikn | JononHWTENkHEE HACTPOMKKM

D®afnoeans cucTema  auto N
Paiinoead cnctema (Hanp. ext3).

Onuun moHTMpoBaHuA  rw,codepage=1251,iocharset=utf8

Ana nogpoGHoA MHhopMauun aBpaTTeck K cnpaeke no ‘mount (man mount)

GEECLR sl CoXpaHuTk W npuMeHnTe | CoxpaHnTs C]

PucyHok 4-16: lononHUTENbHbIE HACTPOIKM TOUKM MOHTUPOBAaHUS pasgena

Bo Bknagke «O6LIMe HACTPOMKM» pasmelleHbl CrieaytoLine HacTPORKu:
* «BK/IOUNTb A@HHYI0 TOUKY MOHTUPOBAHUS» — ONpeaensieT BK/YeHa N JaHHas Touka MOHTMPOBaHUS.

* «UUID» — ecniv BbibpaHa gaHHas onuusi, TO MOHTUpYyeMbIii pasgen 6yaeT naeHTMgrLUMpoBaTbCs No BblibpaH-
Homy UUID.

Bo3moxeH pyuHoit BBog UUID mnm Bbibop 13 cncka UUID Bcex NOAK/IYEHHBbIX Pa3fesioB Ha MOMEHT 3arpys-
KM CTpaHuLbl.

« «MeTka» — ec/nn BblbpaHa faHHas onuus, TO MOHTVUPYEMBI pasaen 6yaeT MAEHTUGMLMPOBATLCA MO Bbl-
GpaHHOWN MeTKe.

Bo3MOXeH pyyHOi1 BBOZ MMEHM METKU U/ BbIGOP M3 CMMCKa METOK BCEX MOAK/THOUEHHBIX pa3aesioB Ha Mo-
MEHT 3arpy3ku CTpaHuLbl.

http://owen.ua 50/ 157


http://www.owen.ua

KpaTkoe onncaHne 0CHOBHbIX QyHKLMI Web-nHTepdelica ynpaenenus MK210 TN-UG-OWRT-LUCI-R2

* «YCTpOIACTBO» — eC/u BbiGpaHa AaHHas onuysi, TO MOHTUMPYEMbI pa3aen GyaeT uaeHTUULMPOBaTLCS
Mo MMEeHM YCTpOoIiCTBa.

Bo3MOXeH pyuHoi1 BBOZ MMEHM YCTPOCTBA UM BbIGOP U3 CNMCKA YCTPOCTB BCEX MOAK/THOUEHHBIX Pa3fenos
Ha MOMEHT 3arpy3ku CTpaHuLibl.

» «Touka MOHTMPOBaHUS» — ONpeaensieT TOUKY MOHTUPOBAaHUS pasaena.
Bo3MOXeEH py4HOI BBOZ, TOUKM MOHTMPOBaHWSA pasfiesnia unv Bbibop 13 crieayolix BapMaHTOB:
> «lcnonb3oBarb Kak KopeHb (/)» — NCNosb30BaTh pasfen Kak KOpHeEBON pasgen.

B cnyuyae Bbibopa gaHHOM onuun ByaeT BbiaHO CO06LLEHNE C pekoMeHAauusimMu, B Buae Habopa Ko-
MaHz, N0 NOArOTOBKE pasgena AN UCNOo/b30BaHWs B Ka4eCTBe KOPHEBOIO HA OCHOBE CYLLIECTBYIOLLETO.
[JaHHble KOMaHApb! BbIMAASAT crieayowmmMm 06pa3om:;

mkdir -p /tmp/introot

mkdir -p /tmp/extroot

mount --bind / /tmp/introot

mount umA_ycTpoiicTBa_pasgena /tmp/extroot

tar -C /tmp/introot -cvf - . | tar -C /tmp/extroot -xf -
umount /tmp/introot

umount /tmp/extroot

Mpu BBOAE AaHHbIX KOMaHA, UMS_YyCTpOACTBa_pa3aena cneayet 3aMmeH UTb Ha peasibHoe MMs YCTPOIi-
cTBa pasfgena (Hanpumep, /dev/sdal).
Bo Bknagke «[JonosfiHUTe IbHbIE HACTPOIKM» PACNONOXEHb! CNeayoLLMe HACTPOVKN:

» «®daiinoBas cuctema» — BbIGOP (haiinoBoii CUCTEMbI MOHTMPYEMOTO pasaena. [AocTynHbl ceayolive Bapu-
aHThbI:

o «auto» — aBTOMaTu4eckKoe onpeaeneHne annoBoi cucTemMsl pasgena (3HaueHne no ymonyaHuio);
o «ext2» — (palinoBas cuctema ext2;

o «ext3» — chaiinoBas cuctema ext3;

o «extd» — chaiinoBas cuctema exts;

o «vfat» — chaiinoBas cuctema VFAT,;

o «msdos» — ¢hainosas cuctema FAT32;

o «ntfs» — cpaiinosas cuctema NTFS;

° «M0JIb30BaTE/IbCKNIN» — PYYHOI BBOA, Ha3BaHWNsA (painoBoii cructembl, koTopoe ByaeT nepefaHo yTunnte
mount [7] npy¥ MOHTVPOBAHUN.

o «OnUMN MOHTUPOBAHMUS» — AOMO/HUTENbHbIE ONLUMK, NepejaBaeMble YTUAUTe mount [7] Npyu MOHTUPOBaHUM
pasgena.

151 KOPPEKTHOTO OTOGPAKEHNS UMEH (haliNoB M KaTas10roB C MCMNOSIb30BaHUEM CUMBOMOB KMPUNLLbI, HEOGXO-
VMO yKa3aTb c/ieflytolye onuumy MOHTUPOBAHMS:

codepage=1251, iocharset=utf8

4.5.3.2 lo6aBneHne TO4KM MOHTUPOBaHUSA

[ns no6aBneHnst HOBOWM TOUKM MOHTMPOBAHMS NOJIb30BATENIbCKOTO pasaesia Heo6X0AMMO HaXaTb KHOMKY «Jo6a-
BUTb», PACMONOXEHHYIO N0, Tabnmuei To4ek MOHTUPOBaHUS (CM. PUCYHOK 4-14).

Mpw fo6aBNEHNN HOBOW TOUYK MOHTUPOBAHUSI OTKPOETCS Takas Xe CTpaHuLla pefakTMpoBaHns NapaMeTpoB TOUKM
MOHTUPOBAHUS, Kak 1 Npyu PefakTPOBaHUM ye CYLLECTBYIOLEN TOUKM MOHTMPOBaHWS. PeaakTupoBaHue cyllie-
CTBYIOLLMX TOUEK MOHTMPOBAHUA PacCMOTPEHO B pasaene 4.5.3.1 AaHHOTo pyKOBOACTBA.

4.5.3.3 YpaneHue TOUKU MOHTUPOBaHUA

[na yaaneHns TOYKM MOHTMPOBaHMSA M0/b30BaTeNbCKOro pasfena HeobXxoAMMOo HaxaTb KHOMKY «YAanTb», pacmno-
JNIOXEHHYI0 B CTPOKE COOTBETCTBYHOLLErO pasgena Tabnmupbl TO4EK MOHTUPOBAHNS (CM. PUCYHOK 4-14).
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4.6 Pe3epBHOe KonupoBaHue

Ha ctpaHuue «Pe3epBHOe konvMpoBaHue» pasgena «Cucrtema» pacnosiokeHbl HACTPOIKK, CBA3aHHbIE C CO34aHu-
€M 11 BOCCTaHOB/IEHWEM PEe3EPBHOW Konuu gainnos KoOHdUrypaummn yctpoiictea. HacTtpolika cnucka coxpaHsaembixX
chaiinos onucaHa B pasgene 4.6.1. Kpome T0Oro, Ha faHHOW CTpaHuLLe MOXHO BbINO/IHUTE COPOC YCTPOICTBA K 3a-
BOACKMM HacTpolikam (factory reset).

BHewwHWi1 BUA CTpaHuLbl «Pe3epBHOE KONMpPoBaHMe» NokKa3aH Ha pUCyHke 4-17.

& plc210 - Peseparioe komupossr X | + = - o IEH
<« c Q 6] 172.16.0.1/cgi-bin/luci/admin/system/flashops “ee o i m o ® n =
L] -~
VBEH
Cocroaxne » plc2i0
Cucrema ¥

PesepBHOe KONUpoBaHUe

Ofuue HacTpoiikn
Bpema [eiicteur | Hactpoiika config daiina

Ynpaeneune
PesepBHoe KonupoBaHue

CropoxeBoil Talimep

RaxmuTe L03aTh apXU8, YTODLI 38rpy3anTe 1ar-apXWe TeKyLLl X conng (avnoe NpoLIWBKH YCTPOUCTBA

MoxTnpoBanne passenos
3arpyanTb pe3cpaHyo KoM  JEEEuE| y R

PEZEF-BHUE KonupoesaHue
OfBHoBNEHNE NPOLIMBKIA BoccTaHoBNeHue

TepmuHan

Mepeaarpyaka

CEpUCHTh H3 3Ha4YEHWA N0 YMONYaHNH :]

Mactep HacTpoiiku

Boccranosime pesepaHyio ko | OB3op... | ®aiin He swibpaH.

33rpyzKa apxwea.

Cryx0el ¥ Mo

Mg »

Cete »

PucyHok 4-17: CtpaHuua «Pe3epBHoe KonuposaHue»

Ha cTpaHuue «Pe3epBHOe KonvpoBaHue» BO BKaAKe «eicTBus» (CM. PUCYHOK 4-17) npeacTas/ieHbl creayoume
3M1EMEHTbI YNPaBAeHus:

+ KHorka «Co3aaTb apXuB» — MO3BOJISIET CO34aThb (CKauaTb) tar-apxme TEKYLLMX KOHDUTYpaLMOHHBIX (haiinos
MPOLUVBKM YCTPOIACTBA,;

» KHonka «O630p...» (B HEKOTOPbIX Hpay3epax MOXET Ha3biBaTbCs «BbibepuTe haiin») — No3BONSET BblibpaTb
Ha SIoOKa/IbHOM KOMMNbHOTEPE tar-apxvB pe3epBHO Konuu A/18 NOC/eAyLWEro BOCCTaHOB/IEHUS;

* KHorka «BbINo/HATb COPOC» — BLINOSHSET COPOC YCTPOICTBA K 3aBOACKUM HacTpoiikam (factory reset);

Mpu BbINOMIHEHUM COPOCA K 3aBOACKUM HACTpolikaM 6yayT YHUUTOXEHbI BCE NO/Ib30BaTe/IbCkue haiisibl 1 noTe-
psiHa nosb3oBaTesibckasi KOHUrypaLus ycTpoicTea.

Mpu BbINOSIHEHUM COPOCA K 3aBOACKMM HACTpoiikam ByAeT BbiNosHeHa nepesarpyska ycTpoiicTaa.

» KHonka «3arpy3ka apxvBa...» — BbINO/IHAET BOCCTaHOB/IEHNE HACTPOEK U3 tar-apxunea, BbIGPaHHOro nNpu no-
MOLLM KHOMKN «O630p...».

Mpu BbINOSIHEHUW BOCCTAHOB/IEHVSI PE3EPBHOI KON HACTPOEK BYAET BbINOMIHEHA Nepe3arpyska ycTpoiicTaa.

Mpu BbIMOMIHEHUM BOCCTAHOB/IEHVSI PE3EPBHOI KOMMKM HEKOTOPLIE NO/Mb30BaTE/NbCKME (Daiifbl (HanpymMep cepTu-
chukaTbl, CKPUNTBI) MOTYT OCTaThbCsl B cUCTEME. UTOObI 3TOF0 HE MPOW3OLLIO, BbINOMHATE Nepes BOCCTAHOB/EHU-
€M pe3epBHOIA KON c6poC K 3aBOACKMM HACTPOMKaMm.
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4.6.1 HacTtpoiika cnucka ¢paiinos pe3epBHOIA Konuu
Ha Bknagke «HacTtpoiika config chaiina» ctpaHuubl «Pe3epBHOE KONMPOBaHME» MOXHO BbINOMHUTL HACTPOIIKY

cnncka goainnos, KOTopble ByAyT COXPaHATLCS B pe3epBHOI Konuu. BHelHWiA BUug, Bknaakm «Hactpolika config
thaiina» nokasaH Ha pucyHke 4-18.

feidctenAa = Hactpoiika config daiina

acTpoika faHHoro CCHT_IQ =Z|IEI-I!'IE NO3BONWT NONE30BATENHY CO3

3Tk pe3epPBEHYH KOMWH) CBOWX HACTpOekK HCI‘III'."_,'H:TCH CCHT_IQ =Z|IEI_I!'IbI 13 nankm fetc CCHT—IQ U]
HEeKOTOpbLIE OpYIHe Mpw nepenpolnBKe '_.'CTCCI-ICTEE sysupgrade-coBMeCcTUMBIM o0fpa3om, Bbl CMOMETE BOCNONL30BATECA PEIEPEHON KOMWeR CBOMX

HacTpoek

Mokasate TEKYLWWA CNMCOK Giainoe pe3epEHON Konun ey Say (U< ]9

#% This file contains files and directories that should 2
## be preserved during an upgrade.

# /etc/example.conf
# /etc/openvpn/

PucyHok 4-18: CTpaHuua «Pe3epBHoe konvpoBaHue». Bknagka «HacTpoiika config channa»

34ecb NpeAcTaBieHo COAEPKMMOE KOHhMrypaumoHHOro goaiina «/etc/sysupgrade.conf», B KOTOPOM yKa3blBatoTCs
[ONONHWTENbHbIE NYTH K dhaiinam n/nnm nankam, KOTopble HEOBXOAMMO COXPaHATb B PE3EPBHOM KOMUK (MO OAHON
3anmcy Ha cTpoky). CTPOKK, HAUMHAIOLLIMECS C CUMBOA «#», SIBASIOTCS KOMMEHTaPUSMU 1 UTHOPMPYIOTCS NpK
BbIMO/IHEHUWN PE3ePBHOI0 KONMPOBaHUS.

Mpy HaxkaTUM KHONKM «OTKPbITb CMNCOK...» ByAeT OTOBPaKEH NOJHbIA CMMCOK hainios, KOTopble ByAYT COXPaHEHbI
B PE3EPBHYHO KOMUIO C Y4ETOM KOHGIUTYpaLMOHHOTO dhalina «/etc/sysupgrade.conf» (CM. pucyHok 4-19).

Oeiictena | Hactpoiika config daiina

Hie npuBoAMTCA ONpeen&HHEIR CIMCoK =Z|IEI-I!'ICE ANA pe3epBHOMO KONWPOBaHWA. OH COCTOMT M3 M3MEHEHHEIX CCI]T_IQ =Z|3EI-I!'ICE~ OTMEYEHHEIX 0pKg, HEODXOQNMBLX
fasoBbIX =Z|:EI-I!'ICE~ a Tak#e WabnoHoB pe3epBHOTD KONWPOBaHWA, ONPefeneHHEIX NoNL30BaTenam

Hasap k HacTpolikam  3aKphITe CIWCOK...

letc/collectd.conf
letc/config/ddns
letc/config/dhep
letc/config/firewall
letc/config/luci
letc/configiluci_wizard
letc/config/mstpd
letc/configinetwork
letc/config/system
letc/config/ucitrack
Jetc/config/uhttpd
letc/configivsftpd
Jetc/dropbear/dropbear_rsa_host_key
Jetc/group

letc/hosts

Jetcdinittab
letc/passwd
letc/profile

Jetcdre local
letc/shadow
letc/shellinabox/ssl/certificate. pem

letci/shells
letc/sysctl.conf

PucyHok 4-19: CTpaHuua «Pe3epBHoe KonvpoBaHue». Bknagka «HacTpoiika config chaitna». Cnucok calinos

Bo3Bpar K pefaKkTypoBaHUI0 KOHAUIypaLmMoHHOro dhaiina «/etc/sysupgrade.conf» ocyLecTBAAEeTCs npy NOMOLLY
KHOMKW «3aKPbITb CMNCOK...».
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4.7 OGHOBMEHUE NPOLUNBKU

Ha ctpaHuue «O6HOBMEHME NPOLLUMBKU» pasgena «CucteMa» pacnosioxeH yHKLMOoHaN 06HOBNEHNSA NMPOLUMBKM
ycTpoiicTBa. BHelWwHWin BuA cTpaHnubl «O6HOB/IEHME NPOLUMBKU» NOKa3aH Ha pucyHke 4-20.

& spklom01 - LuCl X ‘ + « - O
< C @ @ 192.168.0.68/cgi-bin/luci/admin/system/fuL w N @ ® B =
M [1H ]

m
CocToAHne b spklxxm01

Cuctema ¥
O6HoBneHWe NpolUMBKY (war 1 u3 3)

OBLWue HACTPOIKK
Ha faHHOM Luare He

AWMO BbiBpaTh YCTPORCTEOD ANA BPEMEHHOTG CoXpaHeHun daiina NPOLLMBKY a TAKKE MOMHO BbIGPaTh HEKOTOPLIE JONONHUTENbHBIE
Bpemn onuuM.

Ynpasnerme BHellHee YCTPOHCTEO BPEMEHHOro COXPaHeHNA NPOLLMBKH

CTopoxeeoil TafMep 19 aiina NPoLMEKK

MoHTupoBauue pasgence
PeaepBHOE KOMMPOBaHKeE
OGHOBNEHWE NPOLUMEKW

Tepmunan
YcTpoicTeo Jdevfmmeblkopl (UUID: CB75-2384, 126.01 ME) v

OBHOBUTE CNMCOK YCTPOHCTE

MepeaarpyanTs
MK »

CnyxGoi ¥
[ononHuTenbHLIe ONUMK

Cetb P
3nech Bbl MOXeTE BeiOpaTh HEKOTOPbIE AONONHATENEHDIE ONUWKH
CratucTuka b

YaanuTb HAcTPOMKKM ycTpoicTea [
BoliTH

Oanee

Powered by LuCl (Owen) / 2018.07

PucyHok 4-20: CtpaHuua «O6HOBNEHNE NPOLLUBKMA»

Bcs npoueaypa 06HOBMEHUS NMPOLLVBKM YCTPOWCTBA COCTOUT M3 3-X LLIAroB:

1) Bbi6GOp BHELLHEro YCTPOCTBA BPEMEHHOIO COXPaHeHMst o6pasa NPOLLKBKA U HACTPOIKA AONOMHUTENbHbIX
onuwWii 06HOBNEHNS MPOLLVBKY;

2) 3arpyska o6pasa NpoLUMBKM Ha BbIGpaHHOE BHELIHee YCTPOCTBO;
3) BbInonHeHne 06HOBMEHNS MPOLLMBKU YCTPOICTBA U Nepe3arpy3ku.

4.7.1 BblGOp BHELLUHETO YCTPOIiCTBA BPEMEHHOIO COXpPaHeHusi 06pa3sa NpoLUNBKU

[N BbINOMHEHUS! 06HOB/EHNS MPOLUMBKU Ha YCTPOWCTBE HEOGXOAMMO MCMOMb30BaHWE BHELLHENO YCTPOicTBa A/1s
BPEMEHHOTO COXpaHeHUs 06pa3a NPOLIMBKU. B KaUeCTBE Takoro BHELLIHEro YCTPOocTBa NoaxoauT 6ot USB-
thnew HakonuTenb Uan microSD KapTa, KOTOpble YAOBETBOPSIKOT C/EAYHOLLMM YCIIOBUSIM:

e YCTPOWCTBO AO/HKHO MMETh pa3aen ¢ gpainnosoi cuctemoin FAT16 nnu FAT32;

* YCTPOWCTBO AO/MKHO OblTb CMOHTMPOBaHO. OnucaHve npoueaypbl MOHTUPOBAHMWS MONb30BATEIbCKUX
YCTPOICTB NpuBeAEHO B pa3gene 4.5 AaHHOro AOKYMeHTa.

B cnucke «YcTpoiicTBO» (CM. pUcyHOK 4-20) oToBpaxaeTcs CNMCOK OGHAPYXEHHbIX YCTPOWNCTB, YA40BNETBOPSAIOLLNX
NpUBEAEHHBIM Bhille TpeboBaHNAM. KHonka «O6HOBUTE CMIMCOK YCTPOMCTB» NO3BOMSIET BbINOSHUTL MOBTOPHOE
06HapyeHne BHOBb NOAKMOYEHHBIX YCTPOMCTB. ECM HOBbIE YCTPOICTBA ByayT 06HAPYXEHbI, OHX ByayT A06aB-
NeHbl B CNUCOK «YCTPONCTBO».
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4.7.2 [lononHUTeNIbHbIe HACTPOWKM

MpKn BbINONHEHUN OOHOBIEHNS NPOLUMBKM YCTPOMCTBA MOXHO BbINOMHUTL aBTOMATUYECKUIA COPOC BCEX HACTPOekK
K 3aBOACKOMY COCTOSIHMIO. [17191 BbINONHEHUSA cbpoca npegHa3HayeHa HacTpoika «YAanuTb HaCTPOLKK YCTPOin-
cTBa» (CM. pucyHOK 4-20). Ecnu gaHHas HacTpolika BK/IKOYEHa, TO NPy BbINOSIHEHUM OGHOBNEHWS MPOLLUBKU BCe
Nnosib30BaTe/IbCKMe HACTPOVKUN U JaHHble Ha YCTPOMCTBE ByayT YHUUTOXEHbI. ECnKn e HacTpoiika He BKIKUYeHa

MpoLeaypbl Py4HOTO CO34aHMsS U BOCCTAHOB/IEHUS pe3epBHOI KONUM Nogpo6HO paccMartpusatoTes B pasaene 4.6
[laHHOro AOKyMeHTa. Mpu 06HOBNEHNUW NPOLLUMBKM YCTPOIACTBA, A1t CO3AaHNS U BOCCTAHOB/IEHUS PE3EPBHON Konuu
UCMOSIb3YIOTCS TE e BO3MOXHOCTU.

4.7.3 3arpyska o6pasa NpoLUnBKN

BHeLHWT BUA, CTpaHMULbl BTOPOrO LWara, Ha KOTOPOM BbIMOJHAETCA 3arpy3ka alina obpasa NpoLUnBKN Ha BHELL-
Hee yCTPOICTBO, NOKa3aH Ha puUcyHke 4-21.

O6HoBNEeHne NpoLMBKM (war 2 u3 3)
Ha aaHHOM ware HeoBxoaMMo BbiGpaTb (aidn NpoLWKUBKK

BbiGpaHHbii haiin npolwmneky GyAeT 3arpyxeH Ha YCTPORCTED, KoTopoe Gbino BeiGpaHo Ha NpeablayLIEM Ware

BHelUHee yCTPONCTBO BP@MEHHOro COXpaHeHUA NPOLUMBKY

Wma: /dev/mmcblkop1

UUID: CB75-2384

CeoboaHo / gocTynHo / pasmep: 23.62 ME / 23.62 MB / 126.01 MB
Touka MoHTHpoBaHuA: /mnt/ufs/media/mmcblk0p1

[ononHuTenbHble ONLUK

YOanuTb HACTPORKK yeTpoicTEa | [a

Ba)Hble yBeJOMNEHUA

| BHUMAHME: Bo BpemsA 06HOBNEHMA NPOLUWEKY ECE NONb30BATENLCKME AAHHBIE Ha YCTPOMCTEE GYAYT YHUUTOMKEHDI. |

BHUMAHME: Bo epemA 06HOBNEHUA NPOLUMEKW BCE HACTPORKM yCTpoicTEa GyAyT NoTepAHbI. Bbl MOXETE cenaTh Pe3epBHYHD KOMUIO HaCTPoeK
30€ech.

Daiin NpPoLIMBKHK

Daiin NpoLWKEKK Ha BHELWHeM HocuTene (3ToT daiin GyaeT ucnonb3oeaH ANA 06GHOBNEHUA NPOLUMEKH):

MoxanyitcTa EpiGepuTe hain NPOLWKMEKK ANA 3arPy3KW Ha BHELHWIH HOCUTENb

Bribepute chaiin | ©ann He enibpax

Hazan [epesarpyavTs YCTPOWCTED W 0GHOBWTL NPOLLUMBEY

PucyHok 4-21: CtpaHuua «O6GHOBEHVE NPOLLUMBKU». 3arpy3ka dhaiiia npoLUnBKu

B nogpasgene «BHellHee yCTPONCTBO BPEMEHHOINO COXpaHeH s NPOLLMBKU» 0TObpaxaeTcs nHgopmalus o Bbl-
6paHHOM BHELUHEM YCTPONCTBE Ha NpeablayLLem Lare:

o «MmsA» — cuctemMHoe nMsa yCTPONCTBa,;
* «UUID» — UUID Bbl6bpaHHOro pasgena ycTpoiicTsa,;

» «CB0GOAHO / fOCTYNHO / pasmep» — CBOGOAHOE NPOCTPAHCTBO, AOCTYNHOE NPOCTPAHCTBO U 06LLMiA pasmep
pasgena ycTpoiicTBa.
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Mop, cBO60AHBIM NMPOCTPAHCTBOM NMOHUMAETCS 06bEM AaHHbIX, KOTOPbIV BO3MOXHO 3anncaTh Ha YCTPOIACTBO
6e3 yfaneHus Kakoi-nnbo CyLlecTByoLLel HhopMaLMi Ha HEM.

Mop, 4OCTYMHBLIM MPOCTPAHCTBOM NMOHMMAETCA 06bEM [aHHbIX, KOTOPbI BO3SMOXHO 3anucaTb Ha YCTPONCTBO
C YYETOM NpeaBapuTeNbHOTO YaasieHNs yxe CyLlecTBytolero thaina obpasa NPoLUMBKM Ha YCTPOWCTBE (Tak
Kak haiin obpasa NpoLUMBKN Ha BHELLHEE YCTPONCTBO BCerga 3anncbiBaetcs ¢ umeHem «plc210f.bin», ato
npoucxoauT BCerga).

Ecnu Ha yCTpoIicTBe HET yxe cyLlecTBytoLLero calina o6pasa NpoLIMBKY, TO 3HaUeHUst CBOGOAHOIO U AOCTYN-
HOro NMpOCTpaHCTBa 6yayT OANHAKOBLIMU;

¢ «TOoYKa MOHTMPOBAHNA» — TOUYKA MOHTUPOBAHNA yCTpOI7ICTBa.

B noppasgene «ononHUTENbHbIE ONUUM» 0TOBPaXKATCA 3HAYEHUS BbIGPAHHbLIX AOMNOMHUTE/bHLIX OMNUMIA
Ha npeablayLwemM Lware.

B noapasaene «BaxHble YBEJOM/IEHNS» 0TOBPAKAIOTCA Pas3/IMYHbIE BaXKHblE COOBLLEHNS, KOTOPbIE MOTYT 3aBU-
CETb OT BbIGPAHHbIX AOMOSTHUTE/bHBIX ONUMIA U T.N. Hanpumep, B C/lyyae BKIOUEHHOW oNuun «YaasimTb HACTPOKN
YCTPOIACTBa» AaHHbI noapasaen 6yaeT BbIrsaAeTb TaK, Kak NoKasaHo Ha pUCYHKe 4-22.

‘ BHUMAHME: Bo BpemA 0BHOBNEHWA NPOLUMEKA BCE NONL30BATENLCKWE [aHHBIE HA YCTPOAcTBE BYAYT YHUUTOKEHEI ‘
BHUMAHME: Bo BpemA 0BHOENEHWA NPOLUKMBKN BCE HACTPOIKN YCTPORCTEa BYAYT noTepAH. Bkl MoXeTe CAenats pesepBHYH) KOMWK HACTPOEK
zfeck

PucyHok 4-22: CtpaHuua «O6HOBMEHNE NPOLLNBKU». O61acTb BaXKHbIX YBELOM/IEHWI

Mpv OTCYTCTBUM YBEAOM/EHWI NoApasaen «BaxHble yBeJoMIeHNs» He 0TOBpaxaeTcs.

B nogpasgene «®aiin NnpoLmnBkM» 0ToGpaxaeTcs MHHopMaumsa 0 3arpy)XeHHOM Ha BHeELLHee YCTPOICTBO haline
obpasa npoLwmek1. Ecnv Ha BHELLHEM YCTPOMCTBE HET 3arpyXeHHoro daiina obpasa npoLumBku, TO nogpasgen
«®aiin NpowmnBKn» ByAET BbIMSAAETb, Kak MOKa3aHO Ha puUcyHke 4-23.

@aiin NpoWKEKH HAa BEHEWHeM HocHTene (3ToT chain BygeT ncnonbL3oBaH AnA obHOBNEHWA NPOWWEBKH):

HCZE‘BI’I'_-,'I-ICTEI BblbepuTe CI:EII-II'I NPOLWEKW ANA 3arpyaki Ha BHELIHMA HOCKTENk

06z0p... | Daiin He BEIbpaH.

PucyHok 4-23: CTpaHuua «O6HOBNEHME NPOLLUNBKU». OTCYTCTBME (daiifia NPOLLUMBKM HA BHELLHEM YCTPOICTBE

B aTom cnyyae Heo6xoanmMo BbibpaTh haiin o6pasa NPOLUMBKA /18 3arpy3k1 Ha BHELUHee YCTPOCTBO Npu Mno-
MOLLY KHOMKK «O630p...». Paiin o6pasa NpoLUNBKM BCErfa 3arpyaeTcsi Ha BHELLHeEe YCTPOWCTBO C MMEHEM
«plc210f.bin» BHe 3aBMCMMOCTM OT TOro, haiinl ¢ KaknuMm MMeHeM 6bIin BblbpaH NoKaslbHO. B ToM cnyyae, ecnun nms
BbIGpPaHHOro NoKasibHOro haina otnnyaercs ot «plc210f.bin», 6yaeT oTobpakeHO OKHO C NpeaynpexaeHneM o ne-
perMeHoBaHuM 3arpyxaemoro paiina, kak nokasaHo Ha pucyHke 4-24.

3arpyxaemeln chain byget nepeMMmeHoBaH

| BreibpanHsiit dhaiin «firmware.bin» Byaet zarpyseH Ha ycTpoiicTeo ¢ mmeHem «plc210f.bine |
m e

PucyHok 4-24: CTpaHuua «OGHOB/EHVE NPOLLIMBKW». MpeaynpexaeHre o NeperMeHoBaHNK 3arpyxaemMoro caiina

Bo BpeMs BbINOMHEHNSA 3arpy3ku dhaiifia o6pasa NPOoLUVBKY Ha BHELLIHEE YCTPOICTBO, nogpasaen «daiin npowme-
Ku» ByeT BbIMSAAETb Tak, Kak NoKa3aHo Ha pucyHke 4-25.

1
- Mn &t aarpyaka daina NpolWWBKK, NoxanyicTa NnogoKauTe. ..

3arpyeno 30539329 w3 66812085 (45%)

PucyHok 4-25: CtpaHuua «O6HOBNEHNE NPOLLUBKM». 3arpyska alisia NpOoLIMBKA Ha BHELLHEE YCTPOMCTBO
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Ecnu Ha BHellHee YCTPOCTBO 3arpyxeH oaii o6pasa NpoLUMBKM, KOTOPbIA He NpeAHa3Ha4yeH A5 NPOLUNBKA

Ha ycTpoiicTee MJ/1K210, To noapasaen «daiin NpoLMBKN» BYAET BbIMAAETb TaK, Kak NokasaHo Ha PUCYHKe 4-26.
B aTom cnyyae Heo6xo4yMo BblGpaTb HOBbINM (haii 06pa3a NPOLUNBKM 4151 3arpy3Kn Ha BHELLHEE YCTPONCTBO Npu
MOMOLLIM KHOMKK «OB630p...».

@aiin NpoWKEKH HAa EHEWHeM HoCHTeNe (3ToT chain ByaeT Hcnons2oeaH ANA 0OHOBNEHWA NPOWHEKH):

®ain npownekn «plc210f.bin» Ha BHeWHeM HOCUTENE He ABNAETCA NPOWKWEKOR, NpeAHazHaYeHHoR anA ycTpoiicTea MNNMK210. 3tot daiin
He MoXeT DbITe HCNONbB30BaH ANA ODHOENEHWA NPOWHEKH Ha ycTpoidcTee MMNK210. Moxanyicta, exibepute W 3arpyaute dain
NPOWHEKH, NpefHazHa4yeHHbId AnA ycTpoicTea NNK210.

Yerpoicteo: (devimmeblkOp1 (/mnt/ufs/media/mmcblk0p1)

MmA paiina: plc210f bin

Pazmep: 61.73 MB

Bpema cozganua: Sat Jun 01 02:59:10 2019

KourponeHan cymma (MD5): a7cb3a202e48bd008ca3bf2aafbi2athb

06z0p... | ©aiin He BbIbpaH.

PucyHok 4-26: CtpaHuua «O6HOBNEHVE NPOLLNBKMY». HEKOPPEKTHBIN dhaiisl NPOLLNBKM Ha BHELLHEM YCTPONCTBE

Ecnu xe Ha BHelLHee YyCTPONCTBO 3arpyxeH haiin obpasa NpoLUnBKM, KOTOPbIA NpegHa3HaveH A1 NPOLLINBKA
Ha ycTpoiicTee MJ/1K210, To nogpasaen «daiis NpoLMBKN» BYAET BbIIMAAETb TaK, Kak NokasaHo Ha PUCYHKe 4-27.

®ain NpoWWEKH Ha BEHewWwHeM HocHTene (3ToT draiin BygeT ucnonb2oBad ANA 0DHOENEHHWA NPOWHEKNH):

Yerponcteo: /dewmmeblkOp1 (/mnt/ufs/media/mmcblk0p1)

Wma dhaiina: plc210f.bin

Pazmep: 63.72 MB

Bpemna cozpanua: Sat Jun 01 02:56:24 2019

KontponeHana cymma (MD3): TeSf43cf4fd323662710183ad060c044

O630p... | ®aiin He BLIbpaH.

PucyHok 4-27: CTpaHuua «O6HOBMNEHNE NPOLUNBKU». KOPPEKTHLIN haiin NpoLUMBKM Ha BHELLHEM YCTPOCTBE

B nogpasgene «®aiin npowmnskn» A15 3arpyXeHHoro aina obpasa npoLUnBKM Ha BHELLHEE YCTPOCTBO BbIBO-
anTca cnegylowas AononHUTeNbHas nHopmaums:

e «YCTPOICTBO» — MMS CUCTEMHOIO YCTPOCTBa. B CKOOKax yka3biBaeTCsl TOUKa MOHTUPOBAHWS AaHHOIO
YCTPOICTBa,;

«Mms dhaiina» — ums daiina obpasa NPOLUNBKM HA BHELLHEM YCTPONCTBE;
«Pa3mep» — pa3mep chaiina obpasa NpPoLLIMBKN Ha BHELLHEM YCTPOICTBE;
«Bpems cozgaHusa» — garta v Bpemsi co3gaHus goalina obpasa NpoLUMBKY Ha BHELLHEM YCTPOICTBE;

«KoHTposnbHasa cymma (MD5)» — KOHTpO/IbHasA cyMmMa hainia obpasa NPOLUMBKMA HAa BHELLHEM YCTPOICTBE,
paccumtaHHaa anroputmom MD5.
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4.7.4 Mepesarpyska u 06HOBNEHVE NPOLUNBKU

Mpn HaMUMM Ha BHELLHEM YCTPONCTBE KOPPEKTHOro haina obpasa NpoLUMBKM, NpegHasHauYeHHoro 415 NPOLUUBKN
Ha ycTpoiicTee MNJ1K210, kHonka «lMepe3arpy3vTb YCTPONCTBO Y OBGHOBUTL MPOLLMBKY>» CTAHOBUTCS aKTUBHA.

HaxaTve aToii KHOMKM HauMHaeT npoLeaypy 06HOBEHUsI NPOLUMBKM YCTPOCTBa. Mpu aToM cTpaHuua «O6HoBNe-
HWE MPOLLUNBKW» GYAET BbIMNAAETh, KaK NOKa3aHO Ha pUCYHKe 4-28.

OGHoBNeHWe NpownBKHK (war 3 us 3)

WoéTt obHoBNEHME NPOWMBKN YCTPOWUCTBA, NOXaNnyncTa NOgOXAONTE...

= OsargaHine NoJKMKUEHIA YCTpoiicTEa
(G

Hazag

PucyHok 4-28: CtpaHuua «O6HOBMNEHME NPOLLNBKU». OBHOBMEHME NPOLLMBKM YCTPOCTBA

B TOM cnyyae, ec/iv 06HOBEHUE NMPOLUUBKA BbIMOSIHAETCS C BbIK/IKOYEHHOW AOMNO/THUTENIbHOW HACTPOIiKoW «Yaa-
NINTb HACTPOWKKN YCTPOICTBa», TO NOC/1Ie O6HOB/IEHMS MPOLUUBKA 1 YCMELLHOW 3arpy3Kkn yCTponcTBa Npon3ongeT
aBTOMAaTMYECKMl Mepexos, Ha cTpaHuLy ayTeHTudmkauum (cm. pasgen 1.1). Ecnvm gononHuTenbHas HacTpoiika
«Y[aTb HACTPOWKKN YCTPOIACTBa» BK/THOYEHA, TO BO3MOXHO NOTPEOYeTCS NOAK/IHYEHNE K YCTPOUCTBY B Py4HOM
pexume, Tak kak IP-agpec ycTpoiicTBa nocsie 06HOBIEHNS MPOLUMBKN MOXET ObITb U3MEHEH.

Mpoueaypa 0GHOBEHNS MPOLLUMBKM YCTPOCTBA MOXET 3aHUMaTh A0 10 MUHYT;

3anpellaeTcs OTK/04aTb BHELIHEE YCTPOCTBO, UCMOMb3yEMOE /151 BPEMEHHOIO COXpaHeHus chaiina obpasa npo-
LLUMBKM, 4,0 NOJTHOTO OKOHYaHWSA NpoLeaypbl 06GHOBMEHMS NPOLLNBKY;

3anpeLyaeTcs OTK/to4YaTh NMTaHWe YCTPOICTBA A0 NOTHOMO OKOHYaHWS NPoLeAypPbl OGHOB/IEHWS MPOLLUBKM.
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4.8 TepmuHan

Ha cTpaHuue «TepMuHan» pasgena «CucteMa» MOXHO NoMy4YnTh AOCTYN K TepPMUHaNY YCTPOCTBaA Hernocpea-
CTBEHHO uepe3 6pay3ep, 6e3 UCNosIb30BaHWS KAKOro-M60 A0MNO/IHUTESILHOTO NMPOrPaMMHOr0 06eCneyeHus.

BHewwHW BUA CTpaHuLbl « TepMUHan» nokasaH Ha pucyHke 4-29.

(V] plc210 - Teprmnan - LuCl X | 4+ & - B

< C @ ® 172.16.0.1/cgi-bin/luci/admin/system/shellinabos w + INBD @ B =

]
OB

L

CocToanmne b plc2l0

Cucrema v

TepmuHan Hacrpoiika

QbLwne HacTpoikn
Bpems TepmuHan
‘YnpaeneHne
Cropoxesoil Talimep
MoKTHpoBaHNe pazgenoe
PeaepsHoe KonnposaHue
OBHosneHne NpoLIMBKI
TepmuHan
Mepeaarpyzka
MacTtep HacTpoiiku

MK

Cryxber b

CeTe »

Crauctika b

Buiittn

OTKPLITE TEPMWHEN B OTAEMBHOM OKHE

Ecnn TepMUHan He oToBpaEKaETCA, W NpH 3TOM WCMONL3YETCA CAMONOANKCaHHEIR SSL ceprikaT, BO3MONHO NOTPEBYETCA OTKPEITE TEPMUHAN B 0TAENEHOM
okHe Gpayaepa. UCNONL3YA ANA 3TOM0 COOTBETCTEYHILLYH KHONKY BHIWE, W 406aBUTE CepTUdMKaT B cknroyenns GesonacHocTu Gpayaepa spyyHyto. Mocne
A0BaBneHNA cepTHpMKaTa HeoBX0AMMO Nepe3arpyanTE STy CTpaHNLY.

Powered by LuCl {Owen) / 2018.07

PucyHok 4-29: CtpaHuua «TepMmuHan»

Mpun ncnonb3oBaHUy caMmonognucaHHoro SSL ceptndmkara 06nactb TepMUHaNa Ha cTpaHule «TepMuHas» Mo-
XET BbIrNALETL TakK, Kak Noka3aHo Ha pucyHke 4-30.

B 3aBO/CKOI1 NPOLUMBKE YCTPOICTBA CaMOMOANMCAaHHbI cepTUdIMKAT reHepupyeTcs aBTOMaTUYECK) Npyu NepBoOM
BK/IIOYEHUM YCTPOICTBA.

[JaHHoe cooblieHne CBUAETENLCTBYET O TOM, UTO Gpay3epy He yAanoch BbINOHUTL NPOBEPKY cepTudukaTa. B ue-
NAIX 6e30MacHOCTM NPaKTUYECKM BCE COBPEMEHHbIE Gpay3epbl N0 YMO/YAHNI0 HE OTKPbIBAKOT CTPAaHWLbI, Ha KOTO-
PbIX UCMOSIb3YIOTCSA CAMONOANMUCaHHbIe CcepTUdUKaTbI.
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[TpenynpexaeHue: BeposaTHas yrpo3a 6e3onacHoCTy

Firefox oBHapyxu1n BepOATHYH yrpo3y Be30nacHOCTM WM He cTan oTkpeieats 172.16.0.1. Ecan Bbl NoceTMTe 3TOT CauT,
Hanajaslne MOryT NONbITaTbCA NOXMTHTL BALLY MHHOPMALIMIO, TAKYHD Kak Maponu, aipeca SNeKTPOHHOW NouTkl
WK AaHHble BaHKOBCKWX KapT.

MoapobHee...

BepHyTbcs Hazaa (pekoMeHayeTcs) [LononHUTensHo...

OTtnpaeka COOBLWEHMA O NOA0OHEIX OWwWKbKax nomoxeT Mozilla 0bHapyXuTe W 3a610KMpPOEaTE BpeLOHOCHbIE

CarThI

PucyHok 4-30: CtpaHuua «TepmuHasn». Owmbka npoBepku ceptudmkara B 6paysepe Mozilla Firefox

Ha pucyHke 4-30 nokasaHo cogepxvmMoe obnactv TepmuHana ans épaysepa Mozilla Firefox. B apyrux 6paysepax
BHELUHWI BU, U COAEepXaHNe AaHHOro COOBLLEHUS MOXET OT/INYaTbCS.

[nsa pa3spelueHns paboTbl TEPMMHAIA C CAMOMNOANMCAaHHBLIM CepTUNKATOM, HE0OX0AMMO BbINOMHUTL Crieayolme
felicteua (Ha npumepe 6paysepa Mozilla Firefox?):
1) OTKpbITb TEPMUHA B OTAE/IbHOM OKHE 6pay3epa, HaXaB KHOMKY «OTKPbITb TEPMUHAS B OTAE/TbHOM OKHE>,
pPacnosIOKEHHYIO B HUXKHEW YacTu CTPaHuUbl « TepMUHaT» (CM. pUCYHOK 4-29).

2) B OTKpbIBLUEMCS OKHE OyAeT 0TOH6paXKeHO CO0bLLEHME, aHaTOTMYHOE NOKa3aHHOMY Ha pucyHke 4-30. Heobxo-
JMMO HakaTb KHOMKY «[ONOMHUTENbHO...».

3) B oTkpbIBLUEliCS 06/1aCTU AONOSHUTE/LHOK NHGOPMALMK (CM. PUCYHOK 4-31) HE06X0AUMO HaXKaTb KHOMKY
«[TPUHATL PUCK 1 NPOAOMKUTB.

Beb-calTel NOATEEPX AT CEOH NOANVHHOCTE C MOMOLWBID cepTudmkaTos. Firefox He aosepaeT aTomy
CaWTy, MOTOMY UTO OH MCMNOAL3YET CEPTUOMKAT, HegeAcTeMTeNsHbIA ang 172.16.0.1:4200.

Koa owwnbku: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

MNpocmoTpeTs cepTUduKaT

BepHyTbca Hazan (pekoMeHayeTcs) MPUHATL PUCK M NPOACIKUT b

PurcyHok 4-31: CTpaHuua «TepMuHan». [ononHuTensHas nHopmaums 06 owmnbke NpoBepkn cepTudukara Ha npuMepe
6pay3epa Mozilla Firefox

! B ppyrux Gpaysepax (Google Chrome, Opera, Microsoft Internet Explorer 1 T.n.) npuBeAEHHas Noc/ief0BaTeNIbHOCTb AeHCTBUI MOXET
HecyLLeCTBEHHO OT/IMYATbCA.
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4) ByaeT OTKpPbIT TEPMUHAS C NPUrNaLLIEHNEM K BBOAY MMEHW NOMb30BATESNS, KaK MOKa3aHo Ha pucyHke 4-32.

& plc210 - Tepmurian - Lucl ¥ | B shelllnABox x | + oo =

c @ ® £ hitps://172.16.0.1:4200 % ¥ INn @D ® B =

plc21e login: []

PucyHok 4-32: CtpaHuua «TepMuHan». OTKpbITUE TEpMUHaIA Noc/e NoATBEPXAEHUSA caMonoAnncaHHoro ceptudmnkara

5) OTaenbHoe OKHO 6pay3epa MOXHO 3aKpbIThb. [ocnie 06HOBIEHNSI OCHOBHOIO OKHa, B KOTOPOM Obl/la OTKpbITa
CcTpaHuua «TepMuHas», 06/1acTb TepMUHana Ao/MKHa BbIrAAETb, Kak NOKa3aHo Ha puUcyHke 4-29.

4.8.1 HacTpoiikn TepMmuHana

CTpaHuua HacTpoek TepMnHasia nokasaHa Ha pucyHke 4-33.

° ple210 - Hacrpoiika - LuCl x + i - 0
&« c @ ® 172.16.0.1/cgi-bin/lud/admin/system/shellinabox/configure o L INn D ® B =
-~
u
V) 1B
|
CoctoaHue b plc210
Cucrema +
TepmuHan Hacrpoiika

QbW e HacTpoiiku

Bpewa Hactpouka TepmMuHana

YnpaeneHne
OcHoBHele HacTpoiikn | HacTpoiikm SSL
Cropoxesoii Talimep

MoHTHpoBaHWe pa3gence Mopr 4200

PeaspEHOE KONWpOBaHWE OPT ONA BXOOAWMY COeONHEHNN (Mo yMonyaHui: 4200

- / r / |
OBHOBNEHME NPOLLINEKN OTknHuNTE BbIBOJ 3BYKOBBIX CUrHanoe

Tepmunan

eaarpya
lMepesarpyaka COXpaHWTE W NpuMeHnTs | COXpaHWTE

MacTep HacTpolikn

PucyHok 4-33: CTpaHuL,a OCHOBHbIX HACTPOEK TepMUHana

B none «MopT» yka3biBaeTcs 3HayeHne TCP nopta cnyx6bl Beb-TepMuHana. Mo ymonuaHuio, cnyxo6oli Be6-
TepMuHasia ncrnosnssyetca nopt TCP 4200.

HacTpoiika «OTK/14YMTb BbIBOA, 3BYKOBbIX CUTHaU10B» OTK/IH04aeT BOCNpou3BeeHve 6pay3epoM 3BYKOBbIX CUTHa-
/10B, KOTOpblE MOTYT 6bITb CTEHEPUPOBaHbI B TEPMUHaSIE, HAaNpUMep Npu BbIBOAE cneumanbHoro cumsona ASCII
BEL (kog 7) [8].

Ha Bknagke «HacTpoiiku SSL» pacnonioxeHbl HACTPOKy LindpoBaHmsa SSL. BHelwHwiA BUA, BkNaakn «HacTpoiiku
SSL» nokasaH Ha pucyHke 4-34
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[~] plc210 - Hactpoiika - LuCl X ‘ + T = =

&« ca o ® 172.16.0.1/cgi-bin/lud/admin/system/shellinabox/configure see o vy D ® B =
~
(V) 1B
|
CoctoaHue b plc210
Cucrema »
Tepmunan Hactpoiika

QBwme HacTpoilkn

Bpenin HacTtpoiika TepmuHana

Ynpaeneue
OcHoBHele HacTpoiikn | Hactpoiikn SSL
CropoxeBoil Talimep

MoHTHpoBaHWe pa3gence
’ A Brnrounte SSL

PeaepeHoe KonupoBaHue P
Ceprudmiar HTTPS (thopmar PEM) 3aTPyenHelii haiin (2.74 kB)

OBHOBNEHME NPOLLINEKK 06z0p... | ®aiin He Bubpan.

Tepmunan [etc/shelinabox/ssl/ certificate.pem
MyTe K dainy SSL ceptudukara

Mepeaarpyaka

Yaanute SSL ceprugmiar  ERAEDIT Rt M=yl g

MacTtep HacTpoiikn Criy
CcepTuiuKar
MNNK »
Crybel P

TEPMUHANE 3BTOMATWYECKN CTEHEepWPYET HOBBIA CAMOMOONWMCaHHBIA

T
Cets b

PucyHok 4-34: CtpaHuua SSL HacTpoek TepMmuHania

HacTpoiika «BknounTe SSL» No3Bo/ISET BKIOUMTL UK OTKIOUUTL UCNO/b30BaHNe SSL npu paboTe TepMyHana.

He pekomeHayeTcs ncnonb3oBatb CAyx0y TepmmnHanoB 6e3 BkI4éHHoro SSL wndposaHus. B atom cnyyae, Bce

[aHHble No CETW NepeaatoTcsi B OTKPLITOM BUAE, B TOM YWC/IE JIOTUH W Naposib.

HacTtpolika «Ceptudmkar HTTPS (cpopmat PEM)» no3BonsieT ykasaTtb NyTb K SSL cepTudinkaty Ha dhainnosoii
cMCTeMe YCTpOIiCcTBa UM BbIMOIHUTBL 3arpy3Ky HOBOrMo cepTudpmkara B goopmarte PEM npy noMoLym kHonkm «O6-

30p...».

Py HaXKaTUK KHOMKU «YAanuTe SSL cepTudpunkaT» NPoUCXoAUT yaaneHue Tekyllero SSL ceptudomkara. MNpu atom,
€C/I1 BK/loUYeHa onuusa «BkaounTb SSL», aBToMaTU4eckn 6yaeT BbiNoMIHEHA reHepaLys HOBOro CaMonoAnncaHHo-

ro ceptudpmkara.
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4.9 lMepes3arpyska

CTtpaHunua «[lMepe3sarpyska» pasgena «Cucrema» npegHasHaueHa 15 BbINOSHEHNUS NPOrpaMmHol nepesarpysku
ycTpoiicTBa. JaHHas yHKLMSA aHa10rMyHa BbINO/THEHWIO B KOHCO/IM KOMaHAbl reboot. BHewwHuin Bug, cTpaHuubl
«[epe3arpy3ka» pasgena «Cucrema» nokasaH Ha pucyHke 4-35.

& plc210 - Nepesarpyska - LuCl X | + T - 0O
&« (&) Q O] 172.16.0.1/cgi-bin/lucifadmin/system/reboot e @ ﬁ * N @O @ B =
UBEH
[ |
Cocroaxue b plc210
Cucrema »
Mepesarpy3ka

QbLwne HacTpoiikn
MporpaMMHan nepesarpyaka sallero yeTpoicTea, T.e. BEINONHATE KOMaHAy Teboot’

BHINONHUTE NepezarpyaKy

Bpemn
‘YnpaeneHue
Cropoxesoil Talimep
MoHTMpoBaKue pasgenoe
PeaepsHoe KonnposaHue
OBHoBNEHNE NPOLLUBKIA
TepmuHan
Mepeaarpyaka
MacTep HacTpoiikn

MK ¥

CryBer b

CeTe »

Cranctika #

Buiittn
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PucyHok 4-35: CtpaHuua «[lepe3arpyska»

Mepe3arpyska ycTPOCTBA BbINO/THAETCS NPK HaXKaTUW KHOMKM «BbINOMHUTL Nepesarpysky».
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4.10 MacTtep HacTpoWKun

Ha cTpaHuue «MacTep HacTpoiiku» pasgena «CucTeMar» MOXHO BbINOMHUTL 3aMyck MacTepa HaCTPOIKU, KOTOPBbII
noApo6HO onvcaH B pasgene 2 faHHOTO [OKYMEHTa.

BHeLUHW BUf, cTpaHuLbl «<MacTep HacTpolikn» pasgena «Cuctema nokasaH Ha pucyHke 4-36.

& plc210 - Macrep wactpoiikn - | X |+ - - O
<« c Q @ 172.16.0.1/cgi-bin/luci/admin/system/wizard we @ ﬁ i N O @® t =]
L]
VBEH
Cocroaxne » plc2i0
Cucrema ¥

MacTep HacTpPOMKH
Ofuue HacTpoiikn
Mac'rep HECTpDﬁKH NO3BONAET BbINONHWUTE KDH¢|HI’ypaL{H}G OCHOBHLIX NapamMeTpoB yETpDﬁETHE 33 HeCKOMNbKO NPOCTLEX LWWAroB.

Bpema
YnpaeneHue
Cropoxesoil Talimep
MoHTMpoBaHue pasnenoe
PEJEPEHUE KonupoeaHune
OfBHoBNEHNE NPOLIMBKIA
TepmuHan
Mepeaarpyaka
MacTep HacTpoiikn

MNK »

Cnyxbel b

Cete »

Cratuctira b

Briittn

Powered by LuCl {Owen) / 2018.07

PucyHok 4-36: CTpaHuua «MacTtep HacTpOnku»

3anyck MacTepa HacTpOiK1 OCYLLECTB/ISIETCS NPU HAXKATAU KHOMKM «3anyCcTUTb MacTep HacTPOKU».
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H NMnK

B fJaHHOM pasfesnie CoAepXUTCS onvcaHve CTpaHuL, AN ynpasieHusi, HacTPONKN 1 MOHWUTOpUHIa dyHKUmMi MK
YCTPOWCTBA, KOTOpble obecneynBatoTcs cpegoi ncnonHeHms CODESYS.

5.1 Be6 Busyanusauyusa

Ha cTpaHuue «Beb Bu3yanmsauusa» pasgena «MJ/1K» otobpaxaerca Bu3yanusaums nonb30BaTeIbCKoro npuiaoxe-
Hna CODESYS.

BHewwHWii BUA, cTpaHuLbl «Beb Bu3yanmsaums» pasgena «IMJ1K», npu 3anyweHHOM nosib30BaTe/IbCKOM Mpuioxe-
HWUW, NoKa3aH Ha pucyHke 5-1.

] plc210 - Be6 ensyanuzaumn - L1 X | + +r - 0O
&« c @ @ 172.16.0.1/cgi-bin/luci/admin/plc/webvisu - & W v INBD @ B =
VB
-
CocTtomHne b plc210

Cucrema b

Beb Busyanusauusa

HHK' | Mporpawua Hanaawi u Cyrouroro ctenga MMIK210-01 | Bepowr: 35441008 | Mpouwmra: 1.0.0601.0429
i zim g | Gt | g i
HacTpaiikit Tect YaauHex Owmbrm Mpouent CyTOH HbIA cTeHn

DO-DI 4Hz 0 0 0
Jarpyaan RS485 115200 8n1 0 0 0 S |:|
USB 0 0 0 Mutaxue 1 Mutanue 2
Mpunoxenne _ _
MMC 0 0 0 ﬂ ))) Q Q
Daiinel *KypHanoe Eth 0 0 0
— Whdpopmana o USB yeTpoiictee ———
Crybu »
EmkocTs:
CeTe b TecT He 3anyLyeH Tewan
Cratuctuka » § Schohis
— OWMOKW LLIKHEI Cron / Ctapt Barapen
Hanpsixenue, mB: 3519 Ewmkocts: 1022304768
— Ethernet 3aHATo: 70975488
Pene: _ [ Pazm. naketa:56 } CmiaEm 3951329280
Knonka: (Omxara

3anycTute Tect [nuTensHoCTE MENLITAHKUIA:

Yac M

H
Ownbru BrnounTe BeiXoga Tect RTC / Retain Ha 0 1
3asogckue
OTKpbITL Be0 BN3YaNU3aLMio B OTHENEHOM OKHE (BKNaOKe)

Powered by LuCl (Owen) / 2018.07

PucyHok 5-1: CTpaHuua «Beb Busyanusauyms»

B HWXXHEI YacTi cTpaHuLbl pacnonoxeHa kHonka «OTKPbITb BE6 BU3yaiM3aLmio B OTAENbHOM OKHE (BKNadKe)»,
KoTOpast No3BOJISIET OTKPLITL BE6 BU3ya/n3auuio B OTAE/IbHOM OkHe (MU BKafke) 6pay3epa, YTo MOXET ObiTh
yA0GHO NpU HEOBXOAMMOCTM PYYHOrO MacLLTabupoBaHNsi OkHa Be6 BU3yann3aLuu.

Ecnun nonb3osarensckoe npunoxeHne CODESYS He 3anyuieHo, TO Ha CTpaHuue «Beb Busyanusaumsa» oyaet
OTOGpaXeHO COOTBETCTBYHOLLEEe cOObLLEeHME (CM. PUCYHOK 5-2).
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& plc210 - Beb eusyanvsanun - L X |+ = - oI EH
& ¢ @ 172.16.0.1/cgi-bin/luci/admin/plc/webvisu aes w v In @D ® B8 =
V) [1R ]
CocToAnne b plc2l0
Cuctema b

Beb Busyanusauus
MK

MNonbaoBaTenboKoe NPUADKEHNE He 3anyLLeHo
Beb enayanuaauns

Hactpoiiku

3arpyakn

MpunoxeHue

PucyHok 5-2: CTpaHuua «Beb Bu3yanusauus». [Nonb3oBaTeibCkoe NpuioxKeHne He 3anyLeHo

5.2 HacTtpoiiku

CtpaHuua «HacTpolikn» pasgena «IMJIK» coaepXnT OCHOBHbIE HACTPOKK cpeabl ucnonHeHns CODESYS, Bk/ito-
yas doyHKUMIO BEO BM3yanm3auun. BHewwHuii Bug, cTpaHnupbl «HacTpoiiku» nokasaH Ha pucyHke 5-3.

@ spklieen01 - Hactpoiiin - LuCl X + S |
<« ¢ @ @ 192.168.0.68/cgi-bin/luci/admin/plc/settings e ww n 0 @ B =
"~
]
0""'. C ABTOOGHOBNEHNE BK/TIOHEHO
-
CocToRHWe b spklxxm01
Cuctema b =
HacTtpouku CODESYS
nnK -+
Be6 auayannaaums CeTeBble HaCTPOHKKH Be6 BU3yanusaLnum
HacTpoiku
Twn NoAKNKOYEHHA HTTP v HTTPS v
3arpyaKm

Homep nopta HTTP | 8080

rpunoxeHue
Homep nopta HTTPS 8443

Dainbl XKypHaNoe
SSL ceptudmkat Cozpaw: Jan 1 00:20:27 2000 GMT
Cny6bl P Wctexaet: Dec 31 00:20:27 2000 GMT

Cratuctuka b

BhifiTy Wckniovexnn

06paboTka MCKNHOYEHHH OTnaenueaeTca CODESYS v

CoXpaHuTk M NpuMeHuTs | CoXpaHuTe S

PucyHok 5-3: CTpaHuua «HacTpoiku»

Ha ctpaHuue «HacTtpoiikn» pasgena «[M/1K» foCTynHbI cneaytoLue HacTPOoKu:

o «Tvn NOAKNIOUYEHNS» — BbIGOP NOALEPKUBAEMbIX MPOTOKO/I0B NOAKAUEHMSA Be6 BM3yannsauum CODESYS
(no ymonuaHuio «<HTTP n HTTPS»);

* «Homep nopta HTTP» — Homep nopTta TCP, ncnonb3ayemblin Be6 Busyanunsaumein CODESYS, npu ncnonb3o-
BaHWKW NpoTokona HTTP (no ymonyaHuto 8080);

* «Homep nopta HTTPS» — Homep nopTta TCP, ncnonb3yemslit Be6 susyanunsaunein CODESYS, npu ncnosb-
30BaHMK npoTokona HTTPS (no ymonyaHuio 8443);

e «SSL ceptudimkar» — nHgopmaums n HacTpoiikn SSL ceptudmkara, ucnonblyemoro ania HTTPS nogkntove-
HYA K BE6-BM3yanu3aunu.
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Ecnun ceptudhukar otTcyTcTBYeT, TO 0TO6paxaeTcsa cooblieHne «HeT SSL ceptudmkara». 4na nmetolerocs
cepTudmkaTa 0TobpaxkaeTcs AaTa ero co3gaHvs n gata UCTeYEHNs ero cpoka AencTems (CM. pUCYHOK 5-4).

SSL ceptumkat Cosgax: Jan 1 00:20:27 2000 GMT
WMctekaeT: Dec 31 00:20:27 2000 GMT

CreHepvpoEaTk... | YOanuTe...

PucyHok 5-4: NHdopmaums o Tekywem SSL ceptudmkare Be6 Busyanusauum CODESYS

KHonkn «CreHepupoBarth...» U «YAanuTb...» NpefHasHaveHbl 415 reHepauny HoBoro SSL ceptudmkara v yaa-
NeHus TekyLlero ceptudmkara COOTBETCTBEHHO. eHepauus u yaaneHne SSL ceptudpmkarta Bed Bu3yanmsa-
umm CODESYS paccmoTpeHsbl B pasgenax 5.2.1 1 5.2.2;

» «O6paboTka NCKHYEHUI» — MeTog, 06paboTku NckUeHuid. JoCcTynHbI creayowme BapraHThbl:
o «OTnaenunBaetcd CODESYS» — uckntoueHust obpabaTbiBatoTcs cpefoi ucnonHeHnss CODESYS;
o «[epe3sarpyska» — npu BO3HUKHOBEHMN UCK/TOYEHUSA BbINOJIHAETCA nepesarpyska.

5.2.1 leHepauyua SSL ceptudhmkara

KHonka «CreHepupoBaTb...» (CM. pPUCYHOK 5-3) NO3BOMISIET BbINO/IHUTL reHepaumtio HoBoro SSL ceptudimkara. MNpu
HaxaTuv AaHHOM KHOMKU ByaeT 0To6paKeHO MoAa/IbHOE OKHO C 3anpoCcoM MOATBEPXAEHUS reHepaLm HOBOro
SSL cepTtutpmkara, nokasaHHoe Ha pUcyHke 5-5.

lNeHepauma SSL ceptudmkara

Bbl AEHCTEMTENBHO XOTUTE CreHEPUPOBATL HOBBIN SSL cepTudKkaT?

TeHepaLWA HOBOTO SSL-CEPTUGMKATA MOMET 33HATb MHOTO BPEMEHW. CYLIECTBYIOLWIA SSL-CepTU(UKAT, ecnu CcreHepupoBaH, GyaeT yaaneH l

oo

PucyHok 5-5: MNogTBepxaeHne reHepauum HoBoro SSL ceptudmkata

Mpwn HaxaTuK KHoMkK «CreHepupoBaTb» ByfeT 3anyLieH NpoLecc reHepaumn HoBoro SSL ceptudimkarta. Bo Bpemst
BbINO/THEHMS reHepauumn 6yaeT oTo6paxaTbCsl OKHO, MOKa3aHHOe Ha PUCyHKe 5-6.

lNeHepaumna SSL ceprudmkara

e leHepauuA HoBoro SSL-ceptudmkara... MoxanyicTa, NOLOKAMTE, 3TO MOXET 3aHATH MHOTO BPEMEHH..

PucyHok 5-6: lNeHepaums HoBoro SSL ceptudukata

Mpu ycnewHom 3aBepLUeHUn reHepaumm HoBoro SSL ceptudimkara 6yaet oTobpakeHOo OKHO € COOBLLEHNEM, KakK
nokasaHo Ha puUCyHKe 5-7. B none nHpopmaumm o Tekywem ceptugukare (CM. pucyHok 5-4) 6yayT oTobpakeHbl
[aHHble HOBOIO cepTudmkara.

lerepauuna SSL ceptndmkara

Hoebiii SSL cepTUdMKAT yerellHo creHepupoBaH.

3aKpbiTh

PucyHok 5-7: YcneluHas reHepaums HoBoro SSL ceptudpmkara
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5.2.2 YpaneHue SSL cepTudukara

KHonka «Yaanutb...» (CM. pUCYHOK 5-3) NO3BOMSET YAAINTL TEKYLMIA SSL cepTudimkar. Mpu HaxaTum 3Toli KHOMKK
6yaeT oTo6paXeHo MoAa/lbHOE OKHO NOATBEPXAEHVS yaaneHus cepTudukara, nokasaHHoe Ha pucyHke 5-8.

Yaanenue SSL ceptudukara

Bbl AeACTEMTENbHO XOTUTE YLANWTh SSL cepTuduKaT?

PucyHok 5-8: MNoaTreepxaeHve yaaneHus ceptudmkara

Haxkatne KHONKN «Yaanutb» NpUBEAET K 3anycKy npouecca yganeHns tekyulero SSL ceptudpukata. B cnyyae
YCMNeLwHoro yaaneHns 6yaer oTobpaKeHo OKHO C COObLLeHMEM, KakK NoKa3aHo Ha pucyHke 5-9.

Ypanenwe SSL cepTudukata

SSL cepTUdMKAT YCMNELWHO YAanEH.

3aKphbiTh

PucyHok 5-9: YcneluHoe yganeHve ceptudmnkaTa

5.3 3arpysku

Ha ctpaHuue «3arpysku» pasgena «M1K» npeagcTaBieHbl CCbINKM A5 3arpy3kn pas/inyHbiX nonesHbix aiinos.
BHewHwuii Bug, cTpaHmupl «3arpysku» pasgena «IM1K» nokasaH Ha pucyHke 5-10.

& plc210 - Jarpyskn - LuCl X  + - =
&« (& ‘Q‘ @ 172.16.0.1/cgi-bin/lucifadmin/plc/downloads e @ T:? o e b =
YauRu: 8
V) B ]
CocTtonnue P plc2io
Cuctema b
3arpysku
nnK ~
Be6 susyanusauus MNaket OBEH CODESYS

HacTpofku Ckauath (6.34 MB)

3arpysku

Opaiieep RNDIS gna Windows

Ckauatb (1.46 MB)

MpuMnoxeHne
Dainbl )ypHanoe

CnyxGol P

PucyHok 5-10: CtpaHuua «3arpysku»

[ns 3arpy3ku AOCTYNHbI cnepytowme dalinbi:
» «[MakeT OBEH CODESYS» — nakeT a1 cpegpl pa3pabotkn CODESYS;

» «[paiieep RNDIS ans Windows» — nakeT gpaiisepos ans USB RNDIS nogkntoueHus ans onepaumoHHon
cuctembl Windows.
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5.4 lpunoxeHune

Ha ctpaHuue «MpunoxeHune» pasgena «MJ/1K» otobpaxaetca nHpopmauus o 3anyLeHHOM Nob30BaTelbCKoM
npunoxeHun CODESYS. BHelwHWii BUg, cTpaHunubl «MpuioxeHne», npy 3anyLweHHOM Nosib30BaTe/IbCkoM npuio-

XeHun, nokasaH Ha pUcyHke 5-11.

@ plc210 - Mpunoscenme - LuCl - X | +

r -

- N

&« c @

@ 172.16.0.1/cgi-bin/luci/admin/plc/application e w v IND ® B =
u
g"l-ll e AETOOOHOENEHHE BKNHYEHO
-
CocTosHne b plc2lo
Cuctema b
MpunoxeHue
MK «
Beb suayanuaauua CocToAHne PaboTaer
HacTpoiiku WA naladka_PLC210
AsTop Melnik A. G.
3arpyamm
Bepcua 3.5.14.1008
MpunoxeHne
WMamenero 27.05.2019 09:05:22
Daiinkl XypHanoe
Crybal b MoHuTOp 3apay
Cers b Coprposate no cTonbyy | MpuopuTer v
Cramcruia b MopRaok coprposku Mo eospacranuio v
Biitti
MuH. Cpennee Makc.
Bpema BpeMmsa BpemAa Bpema Mun. Makc.
Wutepean UMKNa uMKna UMKna uukna  [xkurrep IHNTTED IHMTTEP
Wmna Tun Mpuopuret (mKc) (mKc) (mKc) (mKc) (mKc) (mKc) (mKc) (mkc) Copoc
DODITask Cyclic 0 25000 773 14 357 1M 1646 -812 834 I:]
RS485Task  Cyclic 1 25000 26 13 30 525 1209 -594 615 I:]
RtcTask Cyclic 7| 250000 123 13 809 8306 7752 -3907 3845 I:]
EthemetTask Cyclic 31 50000 22 1 64 7999 18991 -9457 9534 l:]
DrivesTask Cyclic 31 25000 32 12 43 4695 18949 -9422 9527 I:]
StendTask Cyclic 31 250000 774 15 1080 8456 12719 -6361 6358 I:]
RetainTask Cyclic 31 250000 27 15 68 2192 9746 -4955 4791 I:]
VISU_TASK  Cyclic 31 100000 429 13 737 185281 110369 -10497 99872 I:]

PucyHok 5-11: CtpaHuua «lpuioxeHne»

|

B BepxHeii 4acTy CTpaHuLIbl 0TOGpaXaeTcs KpaTkas MHCPOPMALIMS O 3anyLLEHHOM NPUIOXEHUN B Buae TabnuLbl:

¢ «COCTOSIHNE» — COCTOSAHME MO/1b30BaTE/IbCKOro NPUIOXKEHNA. MOXeT NpUHMMaTb O4HO U3 CrieAyroWmnX 3Ha-

YeHuii:

o «PaboTaeT» — nosib30BaTe/IbCKoe npunoXxeHne 3anyueHo n pa60TaeT;

o «He 3anyLleHo» — nosib30BaTe/IbCKOE NPUIoKeHNe He 3anyLLeHo;

o «OCTaHOB/IEHO» — NOJIb30BaTE/NIbCKOE NPUIOXEHNE OCTAHOB/EHO;

o «McknioueHne» — paboTa nosb30BaTe/bCKOro NPUIOXKEHN Gbla NpepBaHa 1U3-3a NPOU3oLLELLIErO

NCKNKOYEHNA;

o «IMsi» — Ha3BaHue (MMS) NPUIoXKEHUS;

* «ABTOp» — aBTOP NPUIOKEHUS;

» «Bepcus» — BepCusi NPUIOKEHUS;

¢ «l/3meHeHO» — garta un BpemMA nocsieaqHero NSMeHeHna NpuioXKeHns.
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Hanpwumep, ecnu nonb3oBartesibckoe npunoxeHne CODESYS He 3anyujeHo, To Tabnvuya ¢ nHgpopmaumein o npuio-

XEHWUM ByAeT BbIrAAETb, KaK NOKa3aHO Ha pUCyHke 5-12.

CocToAHune

Mma

AsTop

Bepcua

MameHeHo

He yKazgHo
HE yKazaHo
HE yKazaHo

HE yKazaHo

PucyHok 5-12: CTpaHua «MpunoxeHue». MNosb3oBaTeibckoe NPUIokKeHe He 3anyLieHo

5.4.1 MoHuTOp 3aga4

B nogpasgene «MoHMTOpP 3aga4y» CTpaHunLbl «[prunoxeHne» oTobpaxaeTcs Tabnvua 3agay (task) Tekyuwiero sany-
LLieHHOro nonb3oBaresibCKoro npunoxeHma CODESYS (cm. pucyHoK 5-13).

Wmn

Tun Mpuoput

DODITask Cyclic

RS5485Task Cyclic

RtcTask Cyclic

EthernetTask Cyclic

Drive

sTask Cyclic

StendTask Cyclic

RetainTask Cyclic

VISU_TASK  Cyclic

eT

1

N

3

3

3

N

3

Wurepean
(mKc)

25000
25000
250000
50000
25000
250000
250000

100000

Bpema
UHKNa
(mrc)
773

26

123

22

32

774

27

429

MuH.
BpEMA
uMkna

(mrKc)

14
13
13
gl
12
15

15

13

CpenHee
BpeMsA
UMKna

(mKc)
3587
30
809
64
43
1080

68

737

Makc.
EpemA
uMKna
(mKc)
1111
525
8306
7999
4695
8456

2192

185281

utTep
(mKc)

1646
1209
7752
18991
18949
12719
9746

110369

PucyHok 5-13: Ctpanuua «MNpunoxeHne». Tabnmua MoHWTOpa 3a4a4

Mumn.
LHNTTEP
(mKc)
-812
-594
-3907
-9457
-9422
-6361

-1955

-10497

Make.
KUTTEP
(mKc)
834

615

3845
9534
9527
6358

4791

99872

HBEHBBHHA!

|

Kaxaasi cTpoka Tabnuubl COOTBETCTBYET OAHOI 3ajaue, A5 KOTOPO 0ToBpaatoTcs cregyoLime napaMmeTpbl
B COOTBETCTBYIOLIMX CTONBLAX Tabnuubl:

e «ma» — nma 3agaqu;

«Tvn» — TUN 3agayn. MoxeT NpuMHUMaTh cnegyoLwmne 3Ha4YeHus:

o «Cyclic»;
o «Event»;
o «Status»;
o «Freewheeling»;

«MpuopuTeT» — NpuopuTeT 3a4a4n. MoXeT NPUHUMATL 3HaYeHust oT O (HavBbICLLKI NpuopuTeT) Ao 31 (Hau-
MeHbLLNIA NPUOPUTET);

«W HTepBan (MKC)» — MHTepBaJsl 3amnycka 3ajaquv B MUKPOCEKYHAAX;

«Bpems umkna (MKC)» — BpeMs uMkna 3afavn B MUKPOCEKYHAAX;

«MwH. Bpems umkna (MKC)» — MUHMMaibHOEe BPeMS LMKNa 3afaqn B MUKPOCEKYHAAX;

«Makc. Bpems uykna (MKC)» — MakcuMasibHOe BPeEMS LKA 3ajaduv B MUKPOCEKYHAAX;
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o «xuTTEp (MKC)» — IXKUTTEpP 3a4ayv B MUKPOCEKYHAAX;

o «MUH. pXUTTEP (MKC)» — MUHUM&/TbHbIV [KATTEP 384341 B MUKPOCEKYHAAX;

o «Makc. pKUTTEp (MKC)» — MaKCUMasIbHbIV MKUTTEP 3a4a4Y B MUKPOCEKYHAAX;

* «C6HpoCc» — KHOMKa copoca CHETUNKOB A1 AaHHOl 3aga4un. CopacbiBatOTCA CYETUMKM BPEMEHN LKA
n pxuTTepa B 3HadyeHne «0».

KHonka «CopocuTb BCE» BbINOMHAET COPOC CHETUMKOB BpEMEHM LiMKNa 1 [KUTTepa B 3HaveHune «0» AN BCcex 3a-
[Jay, nepeyncrieHHbIX B Tabnumue. C6poc CHETUMKOB TONBLKO A1 KOHKPETHON 3a4auu BbINOHAETCS NPy NOMOLLM
KHOMKM, pacnosioxXeHHol B cTonbLe «COpoc» CTPOKM COOTBETCTBYIOLLEN 3aa4n TabnmLbl MOHMTOpa 3ajau.

CBepxy Tabnmupl MOHUTOPA 3a4a4 PacnosiOKeHbl 3/IEMEHTbI ynpaBneHus (CM. pUcyHok 5-14), no3BonsLme Bbl-
MOMIHUTL COPTUPOBKY CTPOK Tab/mLbl N0 3a4aHHOMY CTON6LY € 3a4aHHbIM NOPSAKOM (MO BO3pacTaHuIo UK yobiBa-
HWUIO 3HAYEHWIA).

CoprupoBate no ctonbuyy  Mpuoputer v

MopRAOK COPTHPOBKM [0 BO3DACTAHWID ¥

PucyHok 5-14: CtpaHuua «lpunoxeHnes. YnpasneHne COpTMPOBKOA TabuLbl MOHUTOpa 3ajad

5.5 daiinbl XXypHanos

Ha cTpaHuue «®aiinbl xxXypHanos» pasgena «MNJ/1K» oTobpaxatoTcsa AaHHbIe XXypPHasi0B COOOLLEHWI cpeabl Ucnon-
HeHnst CODESYS. BHeluHWi BuA cTpaHuubl «Paiinbl XXypHanoB» nokasaH Ha pucyHke 5-15.

] plc210 - Qaiine #ypHanos - L X + il - -
&« c fh @ 1721 6.0.1/cgi-bin/lucifadmin/plc/logs b w i N O @ fu =
~
VBEN
| |
CocToAnne b plc210
Cuctema b .
dannbl XypHanoe
MK +
Be6 euayannaayns Orobpaxare no yGeiBaHnk BpeMeHN (NoCNegHee CBEpXY) Mepe3aarpyauTs haiin xypHana
HacTpoiiku OunsTp
3arpyakn & 1 ownbok (B0 vcknrovennit (11 npegynpexaennin @ 201 wHdopMaunoHHex coobwernii ()24 oTnafouHbIx coobLyeHwil
MpunoxeHue PlcLog.csv
Daiinel #ypHanos
YpoeeHe Bpemennana metka Onucanue KomnoHent
Cryxui ¥ D 01.06.2019 16:45:53  Opened new endpaint. URL: opc.tcp://192.168.0.58:4840 CmpOPCUAServer
Cets b L] 01.06.2019 16:45:49  Setting router 2 address to (003a) CmpRouter
) i 01.06.2019 16:45:49  Metwork interface ether 2 at router 2 registered CmpRouter
Cratuctuka b il 01.06.2019 16:45:49  Metwork interface: 192.168.0.58, subnetmask 255.255.255.0 CmpBIlkDrvUdp
Bii (D] 01.06.2019 16:45:48  Adapter for endpoint ope.tcp://10.0.0.1:4840 unavailable. Closing Endpoint. CmpOPCUAServer
i 01.06.2019 16:45:44  Network interface ether 2 unregistered CmpRouter
(D] 01.06.2019 15:41:44  Opened new endpoint. URL: opc.tcp://10.0.0.1:4840 CmpOPCUAServer
D 01.06.2019 15:41:44  Adapter for endpaint opc.tcp://192.168.0.58:4840 unavailable. Closing Endpaint. CmpOPCUAServer
i 01.06.2019 15:41:40  Setting router 2 address to (0001) CmpRouter v

PucyHok 5-15: CTpaHuua «®aiinbl XXypHanoB»

5.5.1 OcHOBHbIe 35iIeMeHTbl ynpaB/ieHus

Bce 3n1eMeHTbl ynpaBneHnst pacnosioxXeHbl B BEPXHel YacTu CTpaHuLbI.

Ha pucyHke 5-15 nokasaHa cTpaHuua «daiinibl XXypHanoB» Ans ciydyasi, Korga B cucteMe MMEeeTcsl TO/IbKO OAWH
chaiin xypHana. Ecnu B cucteme 6yeT HECKO/IbKO halifioB XXypHaI0B, TO B BEPXHE YacTu CTpaHuLbl 6yayT 0To6-
paXXeHbl BKNaZKu Ansi Bbibopa dhaiina XypHana, Kak nokasaHo Ha pucyHke 5-16.
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PlcLog | PlcLog 0 @ PlcLog_1 | PlcLog 2

PucyHok 5-16: CTpaHuua «®aiinbl XXypHanoB». Bknaaku Bbibopa thaiina xypHana

Onuma «OTobpaxarb No yobiBaHWIO BpeMeHK (NocriefHee CBepxy)» ynpasnsaeT NopsaakoM 0To6paxkeHns 3anucer
XypHausia. BO3MOXHO 0TOBpavkeHre 3anuceil kak no Bo3pacTaHunio BPEMEHU, Tak 1 No YBbIBaHUIO (PeXMM No yMosI-
YyaHuio).

3anucu 13 thaiina XypHana cUUTLIBAOTCS TOMbKO OMH pa3 Npu 3arpyske CTpaHuLpl (3an1cu Ha cTpaHuue He 06-
HOBNAIOTCS aBToMaTnuecku). KHonka «Mepesarpy3nTb goaiin XypHasia» No3BOMSET BbINOMHUTL MOBTOPHOE CUNTbI-
BaHVe JaHHbIX U3 gpaiina xypHana 1 06HOBUTL JaHHble Ha CTpaHuLe.

VicxoaHble dhalinbl XypHanoB cogepxar 3anucu B popmate CSV [9]. KHonka «Ckavatb CSV» N03BOSIET CKavaTb
(3arpysunTb) opurnHasbHbIA dhaiin xypHana B popmarte CSV.

5.5.2 dunbTp 3anucei

B nogpasgene «®unstp» pacnofioxeHbl 31IeMeHTbI yripaBieHns uasTpa 0TobpaxaeMblx 3anuceii xypHana
(cm. pucyHOK 5-17).

Otobpaxate no yOeIBaHUK BpeMeHn (NocnefHee CBepXy) MepeaarpyauTs Hain xypHana
Ounetp
E) 0 ncknrouennii |11 npe,u,ynpemp,emm| & 192 uHdopmaumonHex coobuyeHnin (5 20 otnagourex coobweHni
PlcLog.csv
YpoEeHb BpemenHan meTka Onucanue KomnoHeHT
R 01.06.2019 05:33:30 Retain size in config changed, or retain area got corrupted. Config=0xfe00, Physical=0x0 CmpRetair
o 01.06.2019 05:33:30 Mo bootproject file $PlcLogic$/Application/Application.app available! CmpApp

PurcyHok 5-17: CTpaHuua «daiinbl XypHanos». ®uabTp 3anucein xypHania

Kaxas 3anuch XypHasia COOTBETCTBYET OnpeAe/IEHHOMY YPOBHIO COOGLLEHWIA. B CBOIO ouepenb, KaX4oMy YPOB-
HI0 COOGLLEHNI COOTBETCTBYET CBOS rpadinyeckas MKoHKa. BO3MOXHbIe YPOBHU COOBLLEHWIA 1 COOTBETCTBYIOLLME
UM rpadpuyeckme UKOHKW NpPeAcTaBeHbl B CEAYIOWEM CICKE:

« @ — ownbKa;

* B — ucknoyeHue;

e Y — npegynpexaeHue;

+ & _ yHdopmaLMOHHOE COOBLLEHNE;

» @ — oTnagouHoe coobuleHre.
duNbTP NpeacTaBnseT coboi KHONKM-NepekyaTeny 41s Kaxkaoro ypoBHs coobLueHunid. Korga domnsTp BbIK0-
yeH (BCe KHOMKW-MepekoyaTenn omkaTtbl), 0To6paxatoTcsa CoO6LLEHNS BCEX YPOBHEN. [1pu BkIoUeHU chmnbtpa
(HaxxaTa ofiHa MM HECKO/IbKO KHOMOK-Nepekyartesneii) B Tabnuue otobpaxarlTcs /inib COOOLLEHMS TeX YPOB-

Hell, 4151 KOTOPbIX KHOMKM (PUIbTPa HAXOASATCA B HAXXKATOM COCTOsSIHMM. Hanprmep, Ha pUcyHke 5-17, BK/IIOYEHO
0TO6paXKEeHNE TOMbKO COOBLLEHNIA C YPOBHAMU «OLLNOKa» N «UCKIIOUEHME.

LonosHNTENbHO A5 KaXA0ro YPOBHS COOOLLEHNIA, HA KHOMKax-Nepek/oyaTensix 0Tobpaxaercs Kon4ecTso 3anu-
ceil B XXypHase, COOTBETCTBYHOLLUNX AAHHOMY YPOBHIO COOOLLEHWA.

5.5.3 Coo06LeHunsA XypHania

B noapaspaene ¢ umeHeM paiina xypHana (Hanpumep, «PlcLog.csv») 0TobpaxatoTcsa 3anvcu xypHasna B Buje
Tabnuupl (CM. pUCYHOK 5-18).
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PlcLog.csv

YpoeeH:r DBpemeHHan meTka

2200 SSE0OE 00 O9O0Q @20

e e oo

02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23
02.06.2019 04:05:23

02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22
02.06.2019 04:05:22

OnucaHune

BIO_new_sysfile: Failed to open file = §_pki3/own/tls/dhparams_pem
CODESYS Control ready

Segment[0]: Tag=TAG_RETAIN_FREE, Size=65000,
Guid={00000000-00000000-00000000-00000000}

— SRAM layout: Address=0xb596b000

Component CmpOpenS5L opened the certificate storel

Segment[0]: Tag=TAG_RETAIN_FREE, Size=65000,
Guid={00000000-00000000-00000000-00000000}

— SRAM layout: Address=0xb596b000

Segment[0]: Tag=TAG_RETAIN_FREE. Size=65000,
Guid={00000000-00000000-00000000-00000000}

— SRAM layout: Address=0xb596b000

Mo bootproject file $PlcLogic$/Application/Application.app available!
Component CmpApp opened the certificate store!

Setting router 2 address to (2ddc:c0a8:003a)

Setting router 1 address to (0000:0001)

Setting router 0 address to (003a)

Component CmpSecureChannel opened the cerificate storel
Component CmpWebServer opened the certificate storel

MNetwork interface BIkDrvTcp at router 2 registered

Local network address: 192.168.0.58

Provider CmpOPCUAPToviderlecVarAccess with Version 0x3050e00 registerd at the OPC UA
Server.

Provider CODESY'S_DefaultProvider with Version 0x3050e00 registerd at the OPC UA server.

All available networkadapters are used.
Loopbackadapter activated.

URL: opc.tep://plc210:4840
Hostname: plc210, Port: 4840

OPC UA Server Started:

Opened new endpoint. URL: opc.tcp//127.0.0.1:4840

PucyHok 5-18: CTpaHuua «Paiinbl XypHanos». Tabnuua 3anvceii xypHana

Ta6nuua 3anvceit xypHana UMeeT crieflytoLime CTo6LbI:

KomnoHeHT
CmpOpenSSL
CmpMgr
CmpRetain

CmpRetain
CmpOpenSSL
CmpRetain

CmpRetain
CmpRetain

CmpRetain
CmpApp
CmpOpenSSL
CmpRouter
CmpRouter
CmpRouter
CmpOpenSSL
CmpOpenSSL
CmpRouter
CmpBIkDnTcp
CmpOPCUAServer

CmpOPCUAServer
CmpOPCUASenver
CmpOPCUAServer
CmpOPCUASeer
CmpOPCUASemer
CmpOPCUASever
CmpOPCUAServer
CmpOPCUAServer
CmpOPCUAServer

¢ «YpPOBEHb» — YPOBEHb COOBLLEHUS, MpeacTaB/EHHbIN B BUAe rpadnmyeckoli MKOHKK (COOTBETCTBME rpadmye-
CKUX MKOHOK YPOBHSIM COO6LLEHMIA onncaHo B pa3gene 5.5.2);

» «BpemMeHHasi MeTKa» — JaTta ¥ Bpemsi permcTpaummy aHHoli 3anncu B XXypHase;

¢ «OnucaHne» — TekcT COO6LLI|eHI/IF| 3arncun B XypHase;

» «KOMNoHeHT» — nMs komnoHeHTa CODESYS, KOTOpbIii BbINO/THUAA XXYPHa/IMpOBaH/e AaHHOR 3anmcu. MoxeT
6bITh NPEACTABNEHO B TEKCTOBOM Buae (Hanpumep, «CmpBIkDrvUdp») nnv B BUe LecTHaALaTepuyHOro
Kofia KOMMoHeHTa (Hanpumep, «0x16289cab»).
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H Cnyxobl

6.1 AuHamuueckuii DNS (DDNS)

Ha ctpaHuue «DDNS» pasgena «Cnyx6bl» pacrnofiokeHbl HACTPOKK Cry6bl AnHaMmmyeckoro DNS.

OnHamunueckuin DNS — TexHonorus, nossonsowas nHpopmaumm Ha DNS-cepBepe 06HOBASITLCH B peasibHOM
BpeMeHu 1 (M0 XenaHu) B asTomaTnyeckom pexnme. OHa NpUMeHAEeTCa A1 HasHavYeHNss NOCTOAHHOIO JOMEHHO-
ro MMeHW YCTPOWNCTBY C AUHaMuUyeckum IP-agpecom.

BHewHwuii Bug, ctpannubl «kDDNS» pasgena «Cnyx6bl» nokasaH Ha pUCyHke 6-1.

& ple210 - Hactpoiikn - LuCl ® | W@ ple210 - Ludl ¥ | @ plc210- DDNS - Lucl X |+ sl - ©
&« G @ 172.16.0.1/cgi-bin/luci/admin/services/ddns e w WD ® 8 =
]
gl'l-ll 8 ABTODDHOENEHHWE BKIHYEHD
-
CocToauue b plc21D
Cuctema b .
OuHamunyeckun DNS
MK »
DDNS pa3pellaeT Ballemy MapLIpYTM3aTopy UMeTs NOCTOAHHOE [,OMEHHOE MMA, NP AUHAMUYECKW WaMenRemon IP-agpece
Crysxbel ¥ Op rt Wiki: Hudropmaumna ana knnenta DDNS — Hacrpoiika knnenta DDNS
TLiE MobanbHbie HACTPOAKK
STP/RSTP
Brnwounte aetozanyck DDNS []
HTTRMTTPS
Janyckate DDNS asToMaTMYecky NpK 3anycke CHCTEeMbl
FTP
Cete b

OG3op

ACTHER P -
Cramuctika Crmcok HacTpoek DONS u nx Tekywiee cocToRHne

Bepcun npotokonog [Pvd w IPv6 Heobxoaumo HAacTpoUTE pasaentHo, T.e. ‘myddns_ipvd’ w ‘myddns_ipv6

Bttty UYTobkl H2MEHHTE OCHOEHEIE HACTPONKM, HAXKMHUTE 24eCk
Mouck umeHn xocta MNocneguee ob 1D npow
Wmna . Brknwoveno
JaperncTpupoEaHHkli IP-agpec Cnegywuee obHoOENEHHE Crapr / Cton

myddns_ipvd  yourhost.example com

Hurozda

----------
Omgimodero
Hurozda

----------
Omiimrodero
2019-06-04 23:05 .
2019-06-07 2305 FID: 14178

myddns_ipvé  yourhost.example com

plctest.ddns_net

plctest 190

Lobasute

I!DD

CoXpaHWTL W NpuMennTe | CoxpaHuTe :]

Powered by LuCl {Owen) f 2018.07

PucyHok 6-1: CtpaHuua «DDNS»

B npunoxeHun B gaHHOro pykoBOACTBa NpVBEAEHbI MHCTPYKLUW A1 HACTPOViKu cyx6bl DDNS Ha npumepe nposaii-
Aepa no-ip.com.

B nogpasgene «[nobasbHble HACTPOKM» pacnosioxeHa onuusa «BkaounTe aBTo3anyck DDNS», koTopas ynpas-
NsieT aBToMaTUYeCcKUM 3anyckom CKpunToB o6HoBneHns DDNS 3anuceit npu 3anycke cuctembl. 1o ymonyaHuto,
aBTOMaTu4yeckuii 3anyck DDNS OTK/HOYEH.

B nogpasgene «O630p» B BUAE Tabauubl NepedncieHbl Tekylme HacTpoeHHble DDNS 3anucu. Tabnvua nmeet
cnepytowime cTonobubl:
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* «/IMsi» — npon3BonbHOE MM gaHHoi DDNS 3anucy;

 «ouck MMeHN xocTa / 3aperncTprpoBaHHbIii IP-agpec» — oTobpakaeT JOMEHHOe UMA AaHHoi DDNS 3anu-
CU 1 onpefenéHHblii Ans Hero IP-aapec Npu nocsiefiHei NpoBepke;

* «BK/OYEHO» — NPU3HaK BK/IlOUeHMs Tekylleil DDNS 3anucu. Ecnm gaHHas onuuyst oTKIoueHa, A AaHHOM
3an1cy CKpUnT 06HOB/EHNS He 3anyckaeTcs;

» «[MocnegHee o6HoOBMNEHNE / MNocnegytolee 06HOBMEHNE» — AaTa 1 BpeMs NocnegHero u creayowero nia-
HoBoro o6HoBneHnss DDNS 3anucy;

» «ID npouecca / Ctapt / CTon» — py4HOI4 3anyck 1 OCTaHOBKA CKpunTa o6HoBMeHust DDNS 3anucim.

Ecnu ckpmnT 06HOBMEHWS! B A@HHbI MOMEHT 3anyLleH U paGoTaeT, To B JaHHOM CTo/6Le GyaeT oToGpaxaTb-
Csl KHOMKa C TEKYLLMM UAEHTUMKATOPOM NpoLiecca ckpunTa 06HoBneHss DDNS 3anvcy, Kak nokasaHo Ha pu-
CYHKe 6-2. HaxkaTuie 3TOi1 KHOMKU BbINOSHSAET PyUHYI0 OCTAHOBKY CKpunTa.

Monck MMeHn XocTa MNocnegHee obHoBNEHHe ID npouecca
Wma . Brnwo4yeHo
3aperucTpupoeaHHslil IP-agpec Cnegywmee obHoEneHHe Crapt / Cton

ictest ddns net 2019-06-04 23:05
pletest 2 00 2019-06-07 2305 FID: 14178

PucyHok 6-2: CtpaHuua «DDNS». Ckpunt o6HoBieHnss DDNS 3anucu pabotaet

Ecnv ckpunT B faHHbIA MOMEHT OCTaHOB/IEH, TO B JaHHOM CcToN6Le ByaeT oTo6paxaTbCcs KHOMKa C HaAnuChbH
«CTapT», Kak NoKasaHo Ha pUCYHKe 6-3. HaxaTne KHoMnkn «CTapT» BbINOHSET 3anyCK CKpUnTa 06HOBAEHMS
Ansa gaHHoii DDNS 3anucu.

MNoMcK MMeHH XocTa NocnenHee obHoBNEHKHE ID npouecca
Wma . Brnwo4yeHo
3aperucTpupoeaHHslil IP-agpec Cnegyrouee obHoEneHne Crapt / Cton

lctest.ddns.net 2019-06-04 23:05
pletest ey ”5123 QcmaroeneHo ST

PucyHok 6-3: CtpaHuua «DDNS». Ckpunt o6HoBneHnss DDNS 3anvcy octaHOB/EH

» B nocnegHem cTos6Le pacnofioXeHbl KHOMKM YNpaBieHUs: «/3MeHUTb» U «Yaa/uTb».

KHonka «/13MeHnUTb» NpefHasHaveHa o pefakTupoBaHus cooTBeTcTBytoweit DDNS 3anucu (cm. pas-
aen 6.1.1).

KHonka «YnanuTbe» npegHasHaveHa ons yaaneHns coorBeTcTBytowein DDNS 3anucu (cm. pasgen 6.1.3).

6.1.1 PepgaktupoBaHue DDNS 3anucu

[ns pepgaktnposaHusa DDNS 3anncy HE06X0AUMO HaXxXaTb KHOMKY «/3MeHWTb» /19 COOTBETCTBYHOLLER 3anucu
B Tabnuue Ha cTpaHuue «DDNS» (CM. pUcyHOK 6-4).

OGaop
Cnucok HacTpoek DDMS v ux Tekylee COCTORHWE
Bepcun npotokonoe IPv4 w IPvE Heobxogumo HacTpoWTe pazgenkeHo, T.e. ‘'myddns_ipvd v ‘myddns_ipve

YUtobkl HZMEHHTE OCHOEHLIE Hacrpm‘ucu, HaX¥MHTe z0ecChk

MNouCK MMeHH XocTa Nocnegwee oOHOENEHHE ID npouecca
Hma . Brnrw4eHo
JaperucTpupoBaHHbli IP-agpec Cnepywwee obHoOENEHHE Crapt /[ CTon
Huwozd,
myddns_ipvd  yourhost example.com O Ot::z:f;ewo —————————— MaMeHuTE | YoanuTe
. Hukozd,
myddns_ipv6  yourhost example.com O Ot:n‘{z:f;em —————————— MzmeHnTs | YoanuTs

NobaenTe

PucyHok 6-4: CtpaHuua «<DDNS». KHOMKN N3MeHeHns 3anvcu
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Mpwn atom BygeT oTKpbITa CTpaHuua pegakTnposaHns DDNS 3anuncu, Kak nokasaHo Ha puUCcyHke 6-5.

.
& plc210 - Hactpoiikn - LuCl ® | & plc210- Lucl X | @ plc210- LuCl x |+ =
<« C o @ #4 172.16.0.1/cgi-bin/luci/admin/services/ddns/detail/plctest - O W + INnDO ® B =
]
VBN
u
CocroAHue b plc210
Cucrema b -
OuHamunuyeckun DNS
MIK »
DDNS pazpeluaeT BalleMy MAPLUPYTM3ATOPY UMETE NOCTOAHHOE AOMEHHOE UMA, NPW AMHAMUYECKK WamMenAeMom [P-agpece

Crywbel ¥ OpenWrt Wiki: Mndropmaums ana knwenta DDNS — Hactpoiika knwenta DDNS

DL MogpobHocTn ansa: plctest

STP/RSTP ToHkanA HacTpoilka ewibpanHoi cnyxbe DDNS

HTTPHTTPS

OcHoBHbIE HacTpoilkn | [loNOMHWTENEHEIE HACTPOAKKM |~ HacTpoiika Taiimepa  [pocMOTp CHCTEMHOO XypHana
FTP
»
Cere Brnroyeno
Cratuctuka b Ecnw 3toT pexam cnykbsl OTKNKOYEH, @8 Henb3A Oy0eT 3anycTuTe HU C Bed-HTepdenca
LUCI, HW € KOHCOMK

Briittin

Mouck umenn xocTa  plctest.ddns.net

VIMA XocTaMonHoe AOMEHHOE UMA ONA NPOBEDKK, BCMK NPOWC
WNKU OHO HeoOXoauMo

OWT 00HoBNeHne IP-appeca

Bepeus IP-agpeca ©® IPvd-anpec
O IPv-agpec

3apaiTe Bepcul npoTokona IP-agpeca ‘IPvd/IPvE’ oTnpaensercA npoeainepy DONS
Mpoeaiigep cnyxbe DDMNS [IPv4] no-ip.com v
[fomen  plctest.ddns.net
3amenaeT [DOMAIN] e Update-URL

mA nonk3cearenn username

JamenneT [USERMNAME] e Update-URL (URL-encoded)
Mapone  ssssssss .
3amenaeT [PASSWORD] e Update-URL (URL-encoded)
Mcnonszoeats HTTPS []

Brnwounte Ge3onacHoe coedWHEHWE C NpoBaigepom DDNS

REEINA VMl COXPaHUTL U NpUMeHuTs | CoXpaHuTs C]

Powered by LuCl (Owen) / 2018.07

PucyHok 6-5: CTtpaHuua pegaktuposaHus DDNS 3anucu

HacTpoiiku DDNS 3anucu pacnpefeneHbl no YeTblpém BKNaaKam:
¢ «OCHOBHble HacTpoliku» (cm. pasgen 6.1.1.1);
* «JlOoNo/HUTENbHbIE HACTPOMKM» (CM. pasaen 6.1.1.2);
» «HacTpoiika Talimepa» (cMm. pasgen 6.1.1.3);
¢ «[1pPOCMOTP CUCTEMHOIO XypHana» (cM. pasgen 6.1.1.4).

6.1.1.1 Bknagka «OCHOBHbI€ HACTPOIAKN»

BHewwHwWi1 BUA, BKNaakn «OCHOBHbIE HACTPOMKM» NoKasaH Ha puUcyHke 6-5.

Ha Bknagke pa3melyeHbl OCHOBHble HacTpoliku DDNS 3anucu:

» «BknOUEHO» — rN06anbHbIl dhnar akTmBauun pegaktupyemolri 3anmcu DDNS. Ecnu 3Ta onuyms OTK/l0UeEHa,
TO CKpUNT 06HOBNEHMA AN AaHHoli DDNS 3anucy Henb3si ByAeT 3anycTutb HU ¢ web-nHTepgoeiica LUCl, Hu
C KOHCONW;
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* «[lo1CK MMEeHU XOcTa» — MOJIHOE JOMEHHOE UMSI, UCTIO/Ib3yEMOE /15t MPOBEPKM HEOBXOAMMOCTY OGHOBEHUS

IP-agpeca gaHHoli DDNS 3anucu;
* «Bepcus IP-agpeca» — BbI6op Bepcun IP npoTokona DDNS 3anucy;
» «Mposaligep cnyx6bl DDNS» — BbiGOp NpoBaiiaepa cryx6bl DDNS.

Mpw BbIGOPE NpoBaligepa OT/IMYHONO OT YCTAHOB/IEHHOIO B AAHHbIA MOMEHT, ByAeT 0To6pakeHa KHoMnka
«CMeHWTb NpoBaiifepa», kak nokasaHo Ha pucyHke 6-6. s noaTeepxaeHus cmeHbl DDNS npoBaligepa,

HEOBXOAMMO HaxKkaTb KHOMKY «CMeHUTL npoBaiifepar.

MNpoeaigep cnysbel DONS [IPwd] dyn.com

JeiictButensHo cmernte DDMS nposainepa? [SREET Rl LR T EES

PucyHok 6-6: CmeHa npoaligepa DDNS 3anucu

[Lnsi NoN1b30BaTEIbCKOro NpoBaiiaepa (3/1EMEHT «-- NONb30BATE/LCKNIA --» B CMIUCKE) AOCTYMHbI [BE 4OMNOSHU-
Te/bHble HACTPOIkN — «[Monb3oBaTeNbCknii URL 06HOBNEHUSI» 1 «[10/1b30BATENbCKUIA CKPUNT OGHOB/IEHNUS»

(cMm. pucyHok 6-7).

Mpoeaigep cnyxbel DONS [IPvd] -- NONE20BATENLCKHA - v

Moneaosarenscenii URL obHoBnerHuA

Monb3oBaTensCKWA CKpUNT 0BHOBREHWA

PucyHok 6-7: HacTtpoliku nonb3oBatenibckoro DDNS nposaiigepa

B none «lMonb3oBatenbckmiit URL 06HOBNEHMA» yKka3biBaeTca URL aapec o6HoBneHns DDNS 3anucu, rae
MOTYT UCNOJIb30BaTbCA CrneLlnasibHble 3Ha4eHUsl, BMECTO KOTOPbIX ByayT NOACTaBMATLCA ONpesesiéHHble 3Ha-

YyeHus:
o [DOMAIN] — 3Ha4yeHune HacTpOIkn «JOoMeEH»;
o [USERNAME] — 3HauyeHve HacTpoikn «V/ms nosb3oBatens»;
o [PASSWORD] — 3Ha4yeHue HacTpolikm «laponb»;
o [IP] — Tekywwin onpeaenéHHblin IP-agpec;

B none «lMonb3oBaTenbCcKuin CcKpunT OGHOB/IEHNA» YKa3blBae€TCA NMyTb NO/1Ib30BaATE/IbCKOro CKpUnta o6HoBNE-

Hna DDNS 3anucu;

* «[loMmeH» — NosiHoe JOMEHHOe UMS, 3aperucTprpoBaHHoe y nposaiigepa cnyx6sl DDNS. [laHHOe JOMeHHOoe
nmsa GyaeT oTnpasneHo nposaligepy cnyx6el DDNS npu 06HoBneHuu IP-agpeca. [laHHas HacTpoika MOoXeT

OTCYTCTBOBaTbL A1 HekoTopbix DDNS nposaiiaepos.
3HayeHne gaHHoW HacTpolikvu noacTtaenseTcsa BMecTto [DOMAIN] B URL 06HOBNEHUS;

* «/Msa nonb3oBaTens» — MMSA NoMb30BaTeNs yY&THON 3anmcy nposaligepa cnyxo6sl DDNS.
3HayeHne gaHHON HacTpolikn noacTtasnsetcs Bmecto [ USERNAME] B URL 06HOBMEHUS;

» «[Maponb» — nNaponb Y4ETHOW 3anucy nposaligepa cnyxobl DDNS.
3HaueHue JaHHOl HAaCTPOIKM noacTassieTcs BMecTo [PASSWORD] B URL 06GHOBMEHNS;

» «Mcnonb3oBatb HTTPS» — BkNtoueHne 6e3onacHoro HTTPS coeanHeHus ¢ npoBaiigepom ciyxosl DDNS.

Mpw BKIKOYEHNM [AHHON HACTPOMKN CTAHOBMTCS AOCTYNHA A0No/HUTENbHas HacTpoiika «MyTb K CA-
cepTudmnkaTy» (CM. pUCYHOK 6-8), B KOTOPOI1 yKa3biBaeTCcs NyTb K nanke unu dainny CA-ceptucmkara.
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Mcnoneaosate HTTPS

BkniunTe Ge3onacHoe coedMHeHne ¢ npoeaigepom DDNS

MyTe k CA-Ceptudmkary  fetc/sslcerts
Manka 1K nyTe/Main
1ni IGNORE wecnone3ogate HTTPS Ge3 NpoBepKK CepTMRMKATOR CEPBEPA

(HeBeaonacHo)

PucyHok 6-8: HacTtpoiika «IyTb k CA-cepTudmkaty» DDNS 3anucu

[nsa ncnonb3oBaHnsa HTTPS 6e3 npoBepku ceptudmkatoB cepeepa (Hebe3onacHo) HEO06X0AMMO YKa3aTb
3HayeHne «IGNORE».

6.1.1.2 Bknagka «[Jono/MHUTENIbHbI€ HACTPOMKMU»
BHewHwuii Bug, BKNaaky «onosiHnTeNbHbIE HACTPOIKM» NOKa3aH Ha pUCcyHke 6-9.

OcHoBHele HacTpoiltkn | [lononHWTensHele HacTpoilkk | HacTpoiika Taiimepa  [NpocmoTp CUCTEMHOrD ¥ypHana

IP-agpec nctouHuka [IPvd] CeTe v
3anaiTe UCTOYHKMEK ONA CBA3N C CCTEMHEIM IPvd-anpecom, KoTopelid ByoeT otnpaened DDNS nposangepy
Cets [IPv4] wan v
3apaiTe ceTk ONA CEA3IN C CUCTEMHBIM IPvd-anpecom ua

HasnauenHan sepcun IP npotokona [

Heo0A3aTensHO: MCNONBE30BATE TONBKD YACTEIE BEPCHA NpoToKoNoe IPvd/IPVE.

DNS cepeep

fA3aTentHo: MCNoONb30BaTe DMNS cepeep He MCNONE3YEMEIA N0 YMONYaHWK, OANA 00Hapy#eHnA
3aperncTpupoBaHHoro IP-agpeca’.

B enpe: IP-agpec nn nonHoe JOMEHHOE MMA

Wecnonsaoeats npotokon TCP gna DNS []

Heob0A3aTensHo: CNonbL3o0eaTe npoTokon TCP emecto LUDP no ymonuaduo gna DMS-3anpocoe.

Mpokcw cepeep
HeobA3aTensHo: NpokcK-cepeep ANA obHapy#eHna n 00HOBNEHWA.
Popmar: [userpassword@]proxyhost:port
IPvE-agpec gon#eH ObITe YKa3aH B KBagpaTHelx ckodkax [2001:db&:1]:8080

3anuck B #ypHan 3aMeTKa v

3a0aiTe ypoBEHE ¥YpHaNUpoBaHuA. KpuTtuyeckne ownbkn Bcema OyayT 3anncadel B CMCTEMHBIN ¥ypHan.

3anuck B daiin

OHblE EHWA B CUCTEMHBIA #ypHaN. @ain Oynet aeTomatnyeckn oipesad
ns/myddns_ipvd.log

3anucklEaTs M
Pain: “harllc

PucyHok 6-9: Bknagka «[ononHUTeNbHbIe HACTPOIKW» CTpaHuLbl pegaktuposaHns DDNS 3anucu

Ha Bknafke «[0onofHUTE NbHbIE HACTPOIKU» PACcnofioXeHbl cleaytolime HacTpoiiku DDNS 3anucu:
» «lIP-agpec UCTOYHMKa» — BbIGOP UCTOUYHUKA A8 onpedeneHus IP-agpeca gomeHa AaHHoi DDNS 3anucu.
Bo3MOXeH BbIGOP OHOTO U3 CNeAYIOLLNX UCTOUHNKOB:

o «CeTb» — NCTOYHMKOM IP-afpeca BbICTynaeT ceTb, BblbpaHHas B Bbinagatollem cnmcke «CeTb» (CM. pu-
CYHOK 6-10).

IP-agpec uctodnnka [IPvd] CeTk v
3apgalTe MCTOUHKME ONA CBA3N C CUCTEMHEIM IPyvd-agpecom, KoTopelid Byger
oTnpaeneH DDNS npoeaigepy

Cetb [IPvd] wan v

JapaiTe ceTk ANA CBA3N C CUCTEMHEIM IPvd-agpecom na

PucyHok 6-10: HacTpoiiku DDNS 3anucu ans ncrodHuka IP-agpeca «CeTb»

http://owen.ua 781157


http://www.owen.ua

Kpartkoe onncaHue oCHOBHbIX chyHKUMIF Web-nHTepdielica ynpasnexus MK210

TN-UG-OWRT-LUCI-R2

o «URL» — nctouHukom IP-agpeca BbICTynaeT OTBET 3anpoca no ykaszaHHomy agpecy (URL) B none «URL

AN 06HapyXXeHus» (CM. pUCYHOK 6-11).

IP-agpec uctounnka [IPvd] URL

Cobbitne cetn [IPvd] wan

MpueA3aTe ceTe

— N0 YHMONYaHUD —

PuricyHok 6-11: HacTtpoiiku DDNS 3anucy gns nctouHvka IP-agpeca «URL»

JononHuTensHo B BbinagatoLem cnmucke «CobbiTue cetn» (CM. pUcyHok 6-11) BblbupaeTcs ceTb, ANns

KOTOPOW 6yAeT 3anyckaTbCcsa CKpUnT 06HoBAeHMs DDNS 3anucu.

B BbinagatolLem cnncke «MpuBasaTth ceTb» (CM. PUCYHOK 6-11) BbIGMPAETCS CETb, Yepes KOToPyH Heo6-
XO[MMO BbINOMHATL 3anpoc ykazaHHoro URL. B 60/bLUMHCTBE C/lyyaeB PeKOMeHAYeTCs BbiopaTb 3Haue-

HUe «no YMOJTYHaHUIO»,

o «/HTEpeiic» — cToUHUKOM IP-afipeca BbicTynaeT IP-apec ceTeBoro uHTepdgeiica, BbI6GpaHHOIO B Bbl-

nagatwoiem cnucke «HTepdenc» (cMm. pucyHok 6-12);

|IP-agpec nctounnka [IPvd]

WHTepdeic

WHTepteiic ethl

PucyHok 6-12: HacTpoiikn DDNS 3anucu ans nctounuka IP-agpeca «/HTepdeinc»

o «CKpUNT» — UCTOUHKKOM |P-afpeca BbICTYNaeT pe3y/sTaT BbiNO/IHEHUSI CKPUMTa, NYTh K KOTOPOMY YKa-

3aH B none «Ckpunt» (CM. pUCYHOK 6-13).

|IP-agpec nctounnka [IPwd]

Ckpunt

Crpunt

Cobeitue cetn [IPv4] wan

PucyHok 6-13: HacTpoiiku DDNS 3anucu gis nctodHvka IP-agpeca «Ckpunt»

JononHuTensHo B BbinagatoLem cnucke «CobbITue cetn» (CM. pUCYHOK 6-13) BbibrpaeTcs ceTb, A/1A

KOTOPOI1 ByaeT 3amnyckaTbCsl CKpUNT 06HOBEHNS DDNS 3anucu.

» «HasHauyeHHasi Bepcus |IP npoTokona» — HacTpolika yKa3blBaeT Ha HE0OXOAMMOCTb NCMOMb30BaHNS KOH-
KpeTHoi Bepcun IP (IPv4 nnu IPv6) npoTokona B paboTe Taknx yTUauT, kak wget, curl n host. Bepcus nc-
nonb3yemoro IP npoTokona cCOOTBETCTBYET BbliOpaHHO Bepcun IP-agpeca B HacTpolike «Bepcus IP-agpeca»

Ha Bknazke «OCHOBHble HACTpoliku» (cMm. pasgen 6.1.1.1);

http://owen.ua
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* «DNS cepBep» — agpec DNS-cepepa A/151 onpegeneHus 3aperucTpupoBaHHoro IP agpeca anst AaHHoA
DDNS 3anucu. Ecnn He 3agaHo, To 6yaeT ncnosb3oBaH DNS cepsep N0 yMO4YaHuIo;

» «BbIbpaTb npotokon TCP ana DNS» — ycTaHOBKa faHHOR onuuy BKOYaeT ucnosb3osaHne TCP BMecTo
UDP pn1s DNS 3anpocos;

 «[pokcu cepBep» — apec NPOKCU cepBepa A1 06HapyxeHns n 06HoseHns DDNS 3anucy. Yka3biBaeTcs B
thopmarte:

[user:password@]proxyhost:port

rae

o [user :password@] — umsa nonb3oBatens (user) 1 naposnb (password) AN BbINOSHEHUS aBTOPU3a-
LM Ha NPOKCK cepBepe, ecnn TpebyeTtcs;

o proxyhost — agpec npokcu cepsepa;

Ecnv agpecom npokcu cepBepa sBnsieTcs IPv6-aapec, OH AO/MKEH BbiTb YKasaH B KBaApaTHbIX CKOGKax
(Hanpumep, [2001:db8::1]:8080).

° port — Homep nopTa cepsepa;
* «3anuchb B XypHa» — BbIONPAETCH YPOBEHb COOOLLEHNIA A5 XXYPHANMPOBaHWS. Kputuueckme owmbKm xyp-
HaMPYIOTCA BCErga, BHe 3aBUCUMOCTM OT BbIOPAHHOIO YPOBHS;
* «3anuchb B haiin» — HaCcTpoiiKa BK/IKYAET 3anuchk XypHana gavHoii DDNS 3anvcm B dhaiin.

6.1.1.3 Bknapgka «HacTtpoiika Talimepa»

BHewwHWi1 BUA, BKNaaKkn «HacTpoiika Talimepa» nokasaH Ha pucyHke 6-14.

OcHoBHble HACTpOWKW | [lononHWTENEHBIE HACTPOWKK | HacTpolika Taiimepa | MNpocMoTp CUCTEMHOTD ¥ypHana

WMHTepean npoeepkn | 10 MUHYT(bI) v

HaaHauwTe wHTEpEAN 72 yaca(og) v

CuETYWK NONLITOK NOBTOPA Npw ownbke 0

WuTepBan nonbimku noeTopa npw owwbke 60 cekyHa(ul) v

PucyHok 6-14: Bknagka «HacTtpoiiku Talimepa» cTpaHuubl pegaktnposardms DDNS 3anucu

Ha Bknagke «HacTpoiika Taimepa» pacnonoxeHbl criegytoume HacTpoiiku DDNS 3anucu:

* «/HTepBan NpoBepkn» — NHTEPBaUs1 MPOBEPKN N3meHeHus IP-agpeca DDNS 3anucu. VIHTepBas NpoBEPKN He
[OMKEH ObITb MeHee 5 MUHYT;

* «HasHauMTb MHTEpPBasI» — UHTEpPBasI A4J1s OTNPaBKX MIaHOBbIX 0GHOBNEHUIT npoBaiiaepy DDNS;

* «YY&T MOMbITOK MOBTOPA MPW OLLNGKE» — B ClyHae OLWMOKM CKPUNT NPEKPATUT CBOE BbINOSIHEHWE Noc/e 3a-
[laHHOTO KOMMYeCTBa NOBTOPHbIX MOMbITOK. 3HaveHne 0 (Mo yMon4YaHu) Ucnosb3yercs A1s 6eCKOHeYHOro
noBTOpa;

 «/HTepBan NonbITKM NOBTOPA NPW OLINGKE» — B C/lydae OLLUGKK CKPUNT NOBTOPUT TpebyeMble AeiicTBuS
MO UCTEUEHWUMN 3a[aHHOTO BPEMEHMN.
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6.1.1.4 Bknagka «[TfpocMOTp CUCTEMHOrO XypHana»

BHewwHW1 BUZ, BKNaaKn «[poOCMOTP CUCTEMHOTO XXypHana» nokasaH Ha pucyHke 6-15.

OcHoeHele HacTpoikn | JlononHWTenbHele HACTpoikn  HacTpoiika Taimepa | [pocmoTp CUCTEMHOMD ¥ypHana

082416
0a2418
082413
082421
0g2422
032424
0824246
082430
082432
083433
083434
083436
083438
083433
083441
083445
083447
084448
054443
034452
084453
084454
084458
084501
084503
0&5505
085506
0&85508
085510
085511
085513
085517
085513
090520
080521
090524
090525
0905246
090527
090533
090534
081537
091538
091541
091542
091543
091544
091548
081550

info

info

info

info

info

info

YuTaTe [ NepeunTeiBaTE CUCTEMHLIH XypHaN

: last update: 2019-06-04 23:05
: Detect registered/public IP

: #> fusr/binfdrill -¥0 -u plcteat.ddns.net A >/var/run/ddna/plctest.dat 2>/var/run/ddns/plctest.err

: Registered IP °' .190" detected

: Starting main leop at 2019-06-05 08:24

: Detect local IF on 'web'

: #> Sfusr/bin/curl -RsS -o /var/run/ddns/plctest.dat --stderr /wvar/run/ddnsa/plctest.err —--noproxy
: Local IP ° .180" detected on web at 'http://checkip.dyndns.com'

: Waiting 600 seconds (Check Interwval)

: Detect registered/public IP

e

: #> fusr/bin/drill -¥0 -u plctesat.ddns.net A >/var/run/ddns/plctest.dat 2>/var/run/ddna/plctest.err

: Registered IP ' .190' detected

: Rerun IF check at 2019-06-05 08:34

: Detect local IP on 'web'

: #> fusr/bin/curl -R3aS§ -o /wvar/run/ddnsfplctest.dat --stderr /wvar/run/ddna/plctest.err —-noproxy
: Local IP °* .190" detected on web at "http://checkip.dyndns.com’

: Waiting 600 seconds (Check Interwval)

: Detect registered/public IP

]

: #> Susr/bin/drill -W0 -u plcteat.ddns.net A >/var/run/ddna/pletest.dat 2>/var/run/ddns/plctest.err

: Registered IP ' .190" detected

: Rerun IP check at 2019-06-05 08:44

: Detect local IP on "web'

: #> Sfusr/binfcurl -R3s§ -o /var/run/ddnsfplctest.dat --stderr /wvar/run/ddns/plctest.err ——noproxy
: Local IP ° .190" detected on web at "http://checkip.dyndns.com’

: Waiting 600 seccnda (Check Interwval)

: Detect registered/public IP

TR

: #> Sfusr/bin/drill -¥V0 -u plctest.ddns.net A >/var/run/ddns/plctest.dat 2>/var/run/ddns/plctest.err

: Registered IP ' .190" detected

: Rerun IP check at 20159-06-05 08:55

: Detect local IP on 'web'

: #> Sfusr/binfcurl -Rs§ -o /var/run/ddns/plcteat.dat --stderr /wvar/run/ddns/plctest.err ——Noproxy
: Local IP .180" detected on web at 'http://checkip.dyndns.com'

: Waiting 600 aeccnda (Check Interwval)

: Detect registered/public IP

TR

: #> Sfusr/bin/drill -V0 -u plctest.ddns.net A >/var/run/ddns/plctest.dat 2>/var/run/ddns/plctest.err

: Registered IP ' .190" detected

: Berun IP check at 2019-06-05 09:05

: Detect local IP on 'web'

: #> fusr/binfcurl -Ra§ -o /var/run/ddna/plctesat.dat --stderr /var/run/ddna/plctest.err —-NoOproxy
: Local IP ° .190" detected on web at 'http://checkip.dyndns.com'

: Waiting 600 seconds (Check Interwval)

: Detect registered/public IP

TeT

: #> fusr/bin/drill -¥0 -u plctest.ddns.net A >/var/run/ddns/plctest.dat 2>/var/run/ddns/plctest.err

: Registered IP ' .190" detected

: Berun IP check at 2019-06-05 09:15

: Detect local IP on 'web'

: #> fusr/bin/curl -Ra§ -o /var/run/ddns/plctesat.dat --stderr /var/run/ddns/plctest.err —-NOproxy
: Local IF °' .180" detected on web at "http://checkip.dyndns.com’

: Waiting 600 seconds (Check Interwval)

YuTaTk [ MNepeunTLiEaTe CUCTEMHLIR XypHan

PucyHok 6-15: Bknagka «pocMoTp CUCTEMHOTO XypHana» cTpaHuLpl pegaktuposaHus DDNS 3anucu

TeT

'http

'http

'http

'http

'http

'http

Ha Bknagke «MpocMOTp CUCTEMHOIO XypHasia» 0TOOpaXKaeTcs CoagepXXmMmMoe doainsia CUCTEMHOTO XypHasia AaHHOA
DDNS 3anucun.

KHOMKM «YuTath / NnepeunTbiBaTh CUCTEMHBIN XypHa» NpeaHasHaueHbl 415 nepednTbIBaHUS COAePXMOro dpaiina
CUCTEMHOIO XypHasa.
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6.1.2 flo6aBneHne DDNS 3anucu

Mopa Tabnuueli Tekywmx DDNS 3anuceit Ha cTpaHuue «DDNS» pacnonoXeHo TEKCTOBOE Nose ¢ KHONKow «[oba-
BUTb» CMnpasa OT Hero (CM. pUCYHOK 6-16).

OG3op

Cnucok HacTpoek DONS 1 ux Tekylwee COCTOAHNE
Bepcuw npotokonos IPvd u IPv6 Heobxogumo HacTpouTs pasgensHo, T.e. ‘'myddns_ipvd” n ‘myddns_ipv6
Urobbl HZMEHHTE OCHOEHEIE HACTPORKH, HAXKMHTE 30eCh

MNouck MMeHK XocTa Nocnegvee obHOBNEHWE ID npouecca
Hma . Brnrw4yeHo
JaperucTpupoBaHHbli IP-agpec Cnepywwee obHoOENEHHE Crapt /[ CTon

Hukozda
myddns_ipvd ourhost. example.com T
y _ip y p Ominioueso MaMeHuTE | YOanuTe
Hukozada
myddns_ipv6 ourhost. example_com I WMzmeHnTs | Yoanuts
¥ P ¥ P OmxmodeHo i

( =

PucyHok 6-16: CtpaHunua «DDNS». KHonka fo6aBneHus 3anucu

[nsa no6asnexusa HoBoli DDNS 3anvcy Heo6xoAMMO B TEKCTOBOE MoJie BBECTU NPOM3BO/IbHOE MMs HOBOV DDNS
3anncy N HaxaTb KHOMKY «[06aBUTb». BBOAMMOE NPON3BO/IbHOE UMS HOBOI 3annCK AO/MKHO OblTb YHUKa/TbHBIM
M He COoBMagaTth C MMEHAMMU YXXe CYLLIECTBYHOLLMX 3anuncei.

Mocne HaxxaTnsA KHOMKN «[06aBUTb» OTKPOETCA CTpaHuua pegaktuposaHus HoBoin DDNS 3anucu. Pegaktuposa-
Hne DDNS 3anuceli nogpobHO paccMOTpeHo B pasgene 6.1.1.

6.1.3 YaaneHue DDNS 3anucu

Ans ynaneHns DDNS 3anmcy Heo6XoAMMO HaxkaTb KHOMKY «YAanuTb» A1 COOTBETCTBYHOLLEN 3anmcK B Tabnmue
Ha cTpaHuue «DDNS» (CMm. pucyHoK 6-17).

OG3op

Cnucok HacTpoek DONS 1 ux Tekylwee COCTOAHNE
Bepcuw npotokonos IPvd u IPv6 Heobxogumo HacTpouTs pasgensHo, T.e. ‘'myddns_ipvd” n ‘myddns_ipv6
Urobbl HZMEHHTE OCHOEHEIE HACTPORKH, HAXKMHTE 30eCh

MNouck MMeHK XocTa Nocnegvee obHOBNEHWE ID npouecca
Hus . Bknioveno
3aperucTpupoeaHHeId IP-agpec Cnegyrwuee obHoEneHne Crapt / Cron
. Hukozd
myddns_ipvd  yourhost example.com O Ot:n‘{rz-jfoieﬁo —————————— WamenuTe | Yoanute
- Hukozda
myddns_ipvé  yourhost.example com O Omemouero T MzmeHuTe | Yoanute

NobaBnTe

PucyHok 6-17: CtpaHuua «DDNS». KHonkv ygasneHns 3anmcu
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6.2 STP/IRSTP

Ha ctpaHuue «STP/RSTP» npon3BoanTCs MOHUTOPUHI COCTOSIHUA Y HAcTpolika cnyxobl STP/RSTP. BHeLHWiA
BUA cTpaHuubl «<STP/RSTP» nokasaH Ha pucyHke 6-18.

& plc210 - Cocroanme - LuCl X | + all -~ “
&« c Q ® 172.16.0.1/cgi-bin/luci/admin/services/mstpd e @ T..? n o ® b =
n ~
ol'l-ll c ABTOOBHOBNEHNE BKNIOYEHD
| |
CocToaHue Pk plc210
Cucrema b
CocToAHue Hactpoiikn
MK »
Cryxbel ¥ CoctosHue STP/RSTP
DDNS
Moct «br-lans
STR/RSTP
HTTPHTTPS CoctosiHue mocta «br-lan»
FTP Ha aaHHoil cTpaHnye oTobpamaeTca Tekyllee cocToRHne STR/RSTP mocTa u ero noproe
Cetb » Moct «br-lan»
CratucTuka # * ALMWHUCTPATMEHAA BEPCHA NPOTOKONA: RSTP
» Brnwueno: V aa
B « Wpextudukarop mocTa: §.000. 42°6C4C
» HasHaueHHeIl kopHeBOi MoCT: §.000. A42:6C:AC
» PernoHankHe!i KOpHEBDIA MOCT: §.000. 42:6C:4C
= KopHesoi nopt: HeT
» CToMMoCTE MapwpyTa: 0
« [NapameTp emax agen: 20c
* Bpemn «forward delays: 15¢c
» Mapametp «transmit hold counts: 6
» Bpema «hello times: 2c
» BpemnA ycTapeBaHur: 300c
« BpemA ¢ nocnegHero MameHeHWA TONDNOMK: 8y 32m 53c (30773 c)
 [NopT nocnegHero M3MeHeHNA TONONOTHK: swipl
* KonnyecTBo 3MeHeHUA ToNonorin: 1

MopTkl mocTa «br-lan»

swipl swip2 swipd

BrnkyeHo X HeT v na + na

OnepaTtWeHar BepCcHA NpoToKoNa RSTP RSTP RSTP
FPonk Disablec Root
Cocroskne Discarding

MaexTudnkarop 8.001 5.002 5.003
HasHaueHHEIl KopHEBDH MOCT 8.000. :42:6C:AC §.000. 42:0A:B7 §.000. 42:0A:B7
HaanaueHHeIi mocT 6.000. :42:6C:AC §.000. 42:0A:87 §.000. 42:0A:87
HaaHayeHHeI nopt - §.002 5.003

TOKa2aTh JONONHUTENEHYK MHBOPMALMID

PucyHok 6-18: CtpaHuua «STP/RSTP»

CocTosiHMe 1 HacTpolikmn cnyx6bl STP/RSTP pa3geneHbl Ha COOTBETCTBYOLLME BKNAAKM, PACMONOXKEHHbIE B BEPX-
Heil yacTu cTpaHuupl (CM. pUCyHOK 6-18):

* «CoctosiHne» (cM. pasgen 6.2.1);
» «HacTtpoiiku» (cM. pasgen 6.2.2).

C 6onee nogpo6Hoi nHcpopmauueli 06 ncnonb3osaHun ycTpoiictea M/1IK210 B ceTsAx Ethernet c noaaepkkoii NpoTOKO-
noB STP/RSTP MOXHO 03HaKOMWTLCS B CMPaBOYHOM PyKOBOZACTBE [1] 1 pykoBoAcTBe nonb3osarens [2].
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6.2.1 CocTosiHue

Ha Bknagke «CocTosiHne» ctpaHuubl «STP/RSTP» 0TobpaxaeTcs COCTOSAHME BCEX MOCTOB, KOHTPOIMPYEMBbIX
cnyx6oii STP/RSTP, n nx noptoB. Bknagka «CocTosHWe» pasfeneHa Ha Tpy Yactu (CM. pUCyHOK 6-19):

1) BKNagku BbiGopa MOCTa, A/1s1 KOTOPOro HEO6X0AMMO 0TO6PAa3NTb MHPOPMALMIO O TEKYLLIEM COCTOSHUK;
2) COCTOsiHME BbIGPAHHOrO MOCTA B BUAE CMMCKA NapaMeTpoB MOCTa M UX TEKYLLMX 3HAUYEHWIA;
3) CcoCTosiHVe NOPTOB BbIGPAHHOMO MOCTa B BUAE TabnuLbl.

Cocroanue Hactpoitkn
CoctosaHue STP/RSTP
[ MocT «brlan» MocT «br-lan2» 1. Bknagkum Bbibopa mocTta ]

CoctofaHue mocTta «br-lan»

Ha panHoil cTpaHuuye otobpaxaetca Tekywjee coctoAHne STP/RSTP mocta w ero nopros

e w

MocT «br-lan»

« ALMUHWCTPATMEHAEA BEPCHA NPOTOKONA: RSTP
+ Brnoueno: Vv na
« Maentudmkarop mocta: 8.000. :42:6C:4C
* HaanaqeHHblid KOpHEBOH MOCT: 8.000. :42:6C:4C
* PernoHankcHkil KopHeBOR MocT: 8.000. 42:6CAC
« KopHesoil nopt: HeT
+ CTOMMOCTE MapLUpyTa: 0 2. CocTosiHMe MocTa
« [NapameTp amax ages: 20c
+ Bpema «forward delays: 15¢c
» [NapameTp «transmit hold counts: 6
+ Bpema «hello times: 2c
« Bpema ycrapesaHna: 300¢c
» BpemA ¢ nocnegHero n3aMeHeHWA TONOMOMMM: Bu 18m 38c (29918 ¢)
+ [lopT nocnefHero M3MeHEHUA TONONOMKK: swipl
* Konu4yecTBo nameHeHWil Tononorum: 1
. 7

p
MopTel MocTa «br-lan»

swipl swip2
Brnwoueno X Het v na
OnepaTwBHaA BEPCUA NpPOTOKONa RSTP RSTP
Fon Disabled
Cocronie 3. CocTosiHVE NOPTOB MOCTa Icartling
Wpentndmkatop 8.001 5.002
HasHaueHHwI kopHeBOR MocT 8.000. A2:6C:AC 8.000. A2:0A:BT
HaaHaueHHwIt mocT 8.000. 42:6C:4C §.000. A42:0A:B7
HazHaueHHbIl nopt - 5.002

MoKasaTe BONONHUTENEHYID MHD 0pMaLMIo

PucyHok 6-19: CtpaHuua «STP/RSTP». Bknagka «CocTosiHVe»

MOCT, Ana KoToporo OT06pa)KaeTCﬂ COCTOsAHKE, Bbl6|/|pa8TCF| npun nomMmoLwn BKNaaokK ¢ Ha3eaHMeEM MOCTa (I'IO3I/IL|,I/IF| 1
Ha pUCyHKe 6-19).
B obnacTu cocTtosiHMA mocTa (Mo3uumsa 2 Ha pucyHke 6-19) oTobpaxatoTcs cneayolime napameTpsb:
* «AQMUHUCTPATMBHasA BePCUS NPOTOKONA» — CKOHPUTyprpoBaHHas agMUHUCTPATOPOM BEPCUSA NMPOTOKONA:
o STP;
> RSTP;

* «BKNOYEHO» — COCTOSHME BK/IHOYEHUA MOCTa (BKI'IIOHéH nnn HET);
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* «laeHTudmkaTtop Mocta» — UAEHTUMKATOP MOCTa, COCTOALLMI U3 NpUopuTETa MOCTa U COBCTBEHHOIO
MAC-aapeca mocta. OTobpaxaeTcs B hopmare:

2.000.11:22:33:8C:37:C3

rae:
° 2.000 — npuopuTeT MOCTE,;
© 11:22:33:8C:37:C3 — MAC-agpec mocTa.

» «Ha3HauyeHHbIi KOpPHEeBOI MOCT» — UAEHTUIMKATOP TEKYLLEro Ha3HauYeHHOro KOPHEBOrO MocTa. dopmar
0TO6GpakaeMoro 3HaYeHusl COOTBETCTBYET hopmaTty napameTpa «aeHTudmkaTop MocTay;

*» «PermoHasibHbI KOPHEBOW MOCT» — UAEHTUNKATOP TEKYLLETO PErMOHa/IbHOrO KOPHEBOro MocTa. ®opmMar
0TO6GpPakaeMoro 3HaueHusl COOTBETCTBYET hopmaTty napameTpa «aeHTudmkaTop Mocta;

» «KOopHEBOI MOPT» — UMSI CUCTEMHOIO UHTepdelica nopTa, KOTopbIi SABMSETCS KOPHEBLIM (B CKOGKax 0TOG-
paxaeTcsl MHAeKC nopTa B MocTy). OTo6paxaeTcsi TONbKO B TOM C/lyyae, ec/in MOCT CaM He SIBMISIETCSA KopHe-
BbIM Ha TEKYLLUUI MOMEHT;

» «CTOMMOCTb MaplupyTa» — TekyLlas CTOMMOCTb MapLUpyTa [0 KOPHEBOMO MOCTa,;

 «[MapameTp ,max age"» — Tekylllee 3HauYeHVe napameTpa «max age». OnpeaensieT MakcumasbHblii BO3pacT
MHopMaLMK, NepeaaBaemoii Yuepes MOCT TOra, KOrAa OH SIBMSeTC KOPHEBbIM;

» «Bpewms forward delay“» — Tekylee 3HaueHne napameTpa «forward delay». MapameTp onpenensieT Bpems
nepexoga KopHesbIx (Root) 1 HazHaveHHbIX (Designated) nopToB MocTa B cocTosiHue Forwarding;

* «[MapameTp ,transmit hold count“» — Tekylliee 3Ha4yeHne napameTpa «transmit hold delay»;

» «Bpewms ,hello time*» — Tekyulee 3HaueHne BpeMeHn «hello time». OnpeaensieT MHTEpPBasT BPEMEHN MEXayY
nepruoamnyecknMmm oTnpaskamm KOHMrypaLmoHHbIx cooblieHnii BPDU B HasHauveHHble (Designated) nopThl;

» «Bpewms ycTapeBaHusi» — Tekyllee 3Ha4YeHNe BPEMEHMW ycTapeBaHus gisi mocta (ageing time). Onpegenset
BPEMS XM3HK 3anuceli (B CekyHAax) B guHamu4yeckol Tabnmue MAC-aapecos;

* «Bpema c nocnegHero M3MeHeHns Tonosornn» — BPemsd, NpoLuejLlee ¢ nocnefHero N3MeHeHusa Tononoruu;

* «[lopT nocnepHero UsMeHeHnsa ToNoAorMM» — MMA NopTa, UHULMMPOBAaBLLEro nocnegHee N3MeHeHve Tono-
nornu;

* «KonmM4yecTBO N3MEHEHWT TONOOTUN» — KOMIMYECTBO U3MEHEHWIH TOMOSIOTUMN.
B o6nactu cocTossHMS NOPTOB MOCTa (No3uums 3 Ha pUcyHke 6-19) pacnonoxeHa Tabnuua, cTonbLbl KOTOPOi
npeacTaBNAT co60i NOPTbI MOCTA, & B CTPOKAx Nepeyvnc/ieHbl 0TobpaxaemMble napameTpbl:

¢ «BK/1l0OYEHO» — COCTOSAAHME nopTa (BK/IOYEH UMW HET);

» «OnepaTrBHas Bepcusi NPOToKoNa» — TeKyllas onepaTnBHas BEpCUs MPOTOKO/a Ha NopTy.

Mpu coBnageHn onepaTtuBHON BepCUM NPOTOKOA NopTa ¢ aAMUHUCTPATUBHOW BepCHei NpoToKoa MoCTa,
3HauYeHne oTobpaxaeTcs 3eNEéHbIM (CM. pucyHok 6-20(a)). Ecnun onepaTnBHas Bepcus NPOTOKOMa OT/INYaeT-
€5l 0T aAMUHUCTPATMBHON BEPCUMM MPOTOKO/IA MocTa (HanpymMep, Npu gerpagauun asTtomarmyeckoin RSTP
[0 STP), TO 3HayeHue 6yaeT oToOpaxeHo KpacHbIM (CM. puCYHOK 6-20(0));

[RsTP |

(a) OnepaTtrBHOE cOCTOSAHME coBnagaeT (6) OnepaTMBHOE COCTOSIHME OT/IMYAETCA
C aAMUHNCTPATUBHbLIM 0T aAMUHUCTPATMBHOIO

PucyHok 6-20: OTo6paxeHne onepaTnBHO BEpCUM NMPOTOKOA nopTa MocTa

e «Ponb» — Tekywasa STP/RSTP posnb nopta. MopT MOXET UMETb OfHY U3 CAeAyOLNX PONei:
o Designated — Ha3HaueHHbIli NOpT (PUCYHOK 6-21(a));
o Alternate — anbTepHaTUBHbI NOPT (PUCYHOK 6-21(0));
o Root — KopHeBOi NOPT (pPUCYHOK 6-21(B));
o Backup — pe3epBHblii NOpT (PUCYHOK 6-21(r));
o Disabled — nopT oTK/tO4EH (pUCYHOK 6-21(n)).
Kaxpas posb nopta oTobpakaeTcs CBOMM LIBETOM, Kak MOKa3aHo Ha pucyHke 6-21.
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| Designated | | Alternate | Root Backup
(a) Designated (6) Alternate (B) Root (r) Backup (o) Disabled

PucyHok 6-21: OTo6paxeHue poneii nopTa

» «CocTosiHne» — Tekywee STP/RSTP coctosHMe nopTa. MopT MOXET HaxoAMTCa B O4HOM M3 TPEX COCTOAHUIA;

o Discarding — cocTosiHMe oTépacbiBaHMA AaHHbIX (B Cnyyae npoTtokona STP 6yaeT Takke oTobpaxaTbecs
Ansa coctosHuli Disabled, Blocking u Listening);

o Learning — cocTosiHue oby4yeHus;
> Forwarding — cocTosiHne nepegayun faHHbIX;
Kaxpoe cocTosiHMe nopTa 0TobpaXkaeTcsl CBOVM LBETOM, Kak NMokasaHo Ha puCyHke 6-22.

| Forwarding | Learning

(a) Forwarding (6) Learning (B) Discarding

PurcyHok 6-22: OTo6paxeHWe COCTOSIHWIA nopTa

* «laeHTudmnkarop» — naeHTMdMKATOp NopTa, COCTOSALWMIA M3 MpUopUTETa NOpPTa 1 HoMepa nopTta. OTobpaxa-
eTcs B oopmare:

8.001

rae:
> 8 — npuopuTeT NOPTa;
o 001 — Homep noprTa.

» «Ha3HaueHHbIi KOpPHEBOI MOCT» — WAEHTUIMKATOP TEKYLLEro Ha3HaYeHHOro KOPHEBOTO MOCTA Ha JaHHOM
nopTy. ®opmaTt 0To6paxaemoro 3HaueHusi COOTBETCTBYET chopmarTy napaMmeTpa MocTa «/aeHTudgmkaTop Mo-
cTa»;

* «HasHaueHHbIi MOCT» — UAEHTUUKATOP TEKYLLETo Ha3HaYeHHOro MocTa Ha AaHHoM nopTy. ®opmart oTo6pa-
)Xaemoro 3HayeHusi COOTBETCTBYeT chopmaTy napaMeTpa MocTa «MaeHTudmkaTop MocTax;

* «HasHaueHHbIi NopPT» — UAEHTUMKATOP NopTa TEKYLLErO Ha3HAYEHHOro MOCTa Ha AaHHOM nopTy. Popmar
0TO6pakaeMoro 3HaueHusl COOTBETCTBYET chopmaTty napameTpa nopra «MaeHTudumkaTops.
B HWXHE yacTy TabnuLpsl pacrnonoxeHa KHomnka «Mokasarb A0MNOMHUTESbHY0 UHGIOPMALIMIO», KOTopas No3BoseT
pacwmpuTb 0ToGpaxaemyto MHdopMaLUuio B TabnnLe creayowymi AoMNoTHATEIbHBIMW NapamMeTpamMu:
» «CTOMMOCTb MapLupyTa nopra» — Tekyllas CTOMMOCTb MapLUpyTa nopTa,;

* «AAMUHUCTPATMBHOE NOrpaHMyYHOE COCTOSIHME» — MPU3HaK aAMUHUCTPATUBHOM YCTAHOBKU pexuma norpa-
Hu4Horo nopta (Edge Port). Bo3MOXHbI C/iefylolme 3HaueHus:

o «[a» — PEXUM MOrPaHNYHOro NMopTa BK/TOUEH;
o «HET» — PEXIM MOTrPaHNYHOrO NOPTa BbIK/OUEH;

* «ABTOMaTUYECKOE NOrpaHNYHOE COCTOSIHUE» — MPU3HAK PeXnMa aBTOMaTUYeCcKOro onpeaeneHns norpaHny-
Horo nopta (Edge Port). Bo3MOXHbI cnegylowme 3Ha4eHus:

o «fa» — BK/IHOYEH;
° «HET» — BbIK/IOYEH;

+ «OnepaTMBHOE NOrpaHNYHOE COCTOSTHUE» — MPU3HAK aKTUBHOIO (ONepaT1BHOIO) pexvma norpaHMyHoro nop-
Ta (Edge Port). Bo3aMOXHbI cnegytoLine 3HayeHus:

o «fla» — MNOPT HaXoANUTCA B pexnme norpaHuyHoro noprta (Edge Port);
o «HET» — MOPT He ABNSETCS NorpaHMyHbIM (non-Edge Port);

* «AOMUHUCTpaTVBHOE P2P cocTosiHMe» — MpU3HaK afiMUHUCTPATUBHOM YCTaHOBKM pexuma Point-to-Point
noAxoueHns ans nopta. MoXeT NPUHUMATL OAHO U3 CAIEAYIOLLMX 3HAUYEHMWIA:

o «fa» — Point-to-Point nogkntoueHue;
o «HEeT» — He Point-to-Point nogknoyeHne;
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° «aBTO» — aBTOMaTn4yeckoe onpeaeneHne;

* «OnepatmeHoe P2P cocTosiHne» — npu3Hak, onpegensiolmii ABNseTca n Tekyllee noAknoueHme nopra
Point-to-Point. Bo3mMoXHbI cnefyowme 3Ha4yeHus:

o «fa» — Point-to-Point nogkntoueHue;

o «HeT» — He Point-to-Point nogknoyeHve;

» «OTnpasneHo BPDU» — KkonnyecTBo OTnpas/ieHHbIXx BPDU nakeToB B AaHHbI NOPT;

e «[lonyyeHo BPDU» — konuyectso nony4vyeHHsbix BPDU naketos Ha fjaHHOM MopTy;

e «OTtnpaBneHo TCN» — KoNM4ecTBO oTnpas/ieHHbIX TCN nakeToB B AaHHbIA NOPT;

¢ «[lMonyyeHo TCN» — konunyecTtBo nosyydeHHbIX TCN nakeToB Ha AaHHOM MOPTY.

Ha pucyHke 6-23 npuBeféH npuMep BHELLHEro suaa Tabnmubl COCTOSHMSA NOPTOB MOCTa C

HUTENIbHbIMW NapamMmeTpamMu.

MopTel MmocTa «br-lan»

BK/IFOYEHHBLIMW 4,0MNON-

BrntoueHo

OnepaTMBHaRA BEPCWA NpOTOKONA
Ponk
CoctoAHue

WaenTuguratop

HaaHaueHHBIl KOpHEBOA MOCT

HaanaueHHBIl mMocT

HaanaveHHelil nopt

CToumocTe MapLupyTa nopra
ALMWHNCTPaTMBHOE MOTPaHNYHHOE COCTOARHNE
ABTOMETWYECKOE NOTPaHNYHOE COCTOAHNE
OnepatMBHoE NOrpaHYHOE COCTORHNE

AgmuHucTpateHoe P2P cocToAHne

swipl

X Her

| RSTP |

8.001

8.000. :42:6C:4C
8.000. :42:6C:4C
200000000

X Her

J na

X Her

ABTOMATHYECKN

§.000. [42:0A:B7
5.000. [42:0A:B7
8.002

200000

X Her

W na

X Her

ABTOMATUYECKN

swipd
+ na

| RSTP |

| Alternate |

8.003

5.000. 42:0A:B7
8.000. A2:0ABT
8.003

200000

X Her

~ na

X Her

ABTOMATUYECKN

Onepatmenoe P2P cocToAdue X Her v aa V' na
Ornpaeneno BPDU - 4 4
Monyueno BPDU - 32748 32748
Otnpaenexo TCN - 3 -
Monyueno TCN - 2 2
PucyHok 6-23: Ctpanuua «STP/RSTP». PaclwumnpeHHas Tabnvua cocTosHUA NOPTOB MocTa
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6.2.2 HacTtpoliiku

Ha Bknagke «HacTtpoiikn» ctpaHmubl «STP/RSTP» pacnonoXxeHbl HACTPOoiikn cnyxobl STP/RSTP. BHeluHWii BUg,
CTpaHuLbl HACTPOEK NOoKasaH Ha pUCYHKe 6-24.

& plc210 - Hactpoiixm - LuCl X | + all - = n
&« c @ ® 172.16.0.1/cgi-bin/luci/admin/services/mstpd/config hhid bxd 4y mn@D ® B =
~
UBEH
-
CocTtoAHue b plc2lo
Cuctema b
CocToAHue Hactpoiiku
MK »
Crysber Hactpoiku STP/RSTP
DDNS Ha nakHoi CTpaHnLEl MOXKHO BEINONHWTE KoHpurypaumo STR/RSTP
SIERSTE 0OBwme napameTpbl
HTTR/HTTPS
i YpoBEHb XypHANUPOBAHUA VHbopMauMonHsle coofiweHus (2) v
c . Moctel ynpasnaemeie ciykboit STR/RSTP 87 br-lan v
eTh

Brl He MoxeTe BEIDpATE MOCTEI C OTKNIOYEHHON NOAOEP#KoH STP. Bl MOXETE BKNKYMTE NN OTKNIOYNTE

OCTOE E HACTPOHKAX CETEBbIX HHTep(eRCoR

Cratuctuka »

BTt

MocT (br-lan)

Mact (br-lan) | Nopr 1 (swip1) | Mopr 2 (sw1p2) = Mopr 3 (swip3)

Moct  brdan

VMA ceTeroro ycTpoicTea MocTa
Mpotokon ~ RSTP v

Mpuoputer 32768 (8) v

0-15)

Bpema «hello times 2

1-10 cekyHA)

Bpema «forward delays 15

4-30 cekyHa)

Mapametp «max ages 20

YetapeeaHue | 300

Mapametp «transmit hold counts &

CoxpaHuTe W npuMenuTs | CoXpanuT C]

PucyHok 6-24: CtpaHuua «STP/RSTP». Bknagka «HacTpovikv»

CTpaHu1ua HacTpoek pasfenieHa Ha noapaszaesibl 06LLMX HACTPOEK U NoApPa3aesibl HACTPOEK KOHTPOMMPYEMbIX
cnyx6oii STP/RSTP mMocTOoB.

6.2.2.1 OGLKe HACTPOIKMN

Mpy nomoLLM BbINaAAIOLEro CNMUcKa «YPOBEHb XYyPHaNVPOBaHUSA» BbIOMPAETCA YPOBEHb XYPHA/IMPOBAHNUSA CyX-
6bl STP/RSTP. [lOoCTynHbI CriedytoLue ypoBHU:

* «OTK/MOUYEHO» — XYPHA/IMPOBAHNE OTK/IIOYEHO;
e «OLWMOBKN» — XYPHATMPYIOTCA TO/IbKO COOBLLLEHMS 06 OLIMOKaX;

* «/IHhopMaLMOHHbIE COOBLLIEHUS» — XYPHANNPYOTCA TOIbKO MHpOpPMAaLMOHHbIE COOBLLEHNS U COOOLLEHMS
06 owwnbKax;
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O6wKe napameTpbl

YpoBeHL KypHANUPOEAHUA

MocTe ynpaenaemele cmyxbon STR/RSTP

WHB OpMaUMOHHBIE coobluenna (2) W

@& br-lan -

OCTOE B HACTPOWKAX CRTEBLIX HHTEpelco

PucyHok 6-25: O6Lwwme HacTpoiiku cnyx6bl STP/RSTP

* «OTNnagouHble COOOLLEHUS» — XYPHANIMPYIOTCSA BCe COOOLLEHMS, BK/IlOUAs OT/1afouHble, KPOME COOOLLEHWI
0 nepexofiax MallWHbl COCTOSHWIA,

» «[Nepexoabl MallNHbI COCTOSIHWNIA» — XXYPHa/IMPYTCS BCE COOOLLEHMS, B TOM YKC/le O Nepexoax MallyvHbl
COCTOSIHUIA.

Cnucok «MocTbl ynpasnsemblie cnyx6oit STP/RSTP» npefHasHaveH /18 Bbibopa MOCTOB, KOTOPbIE JO/MKHbI
ynpaBnaTbesa cnyx6oin STP/RSTP. B 3ToM cnucke oTobpaxatoTcs Mib Te MOCTbI, 7151 KOTOPbIX BK/IKOYEHA NoA-
Aepxka STP B HacTpoiikax ceTeBbIX MHTepdeicos (cm. pasgen 7.1.1.2).

Ecnun mocT He BbI6GpaH B cnvcke «MocCTbl ynpasnsiemble cnyx6oii STP/RSTP», HO npu aTOM BK/IHOYEHa onums noa-
aepxkn STP B HacTpoiikax ceTeBbIX MHTepdeiicoB, To paboTta npotokona STP ans Takoro MocTta 6yaet obecneuyu-
BaTbCA BCTPOEHHbIM B Linux Si4p0 anroputMom nogaepxkn STP, a He cnyx6oii STP/RSTP. HacTpoiika napameTpoB
STP ans Taknx MOCTOB, Ha CTpaHULLE HacTpoek cryx6bl STP/RSTP HeBO3MOXHA.

6.2.2.2 HacTpoiiku MmocTa u ero nopTos

Cnepom 3a 06LMMN HACTPOiKamy pacnoiokeHbl NoApasaebl HaCTPOeK BbIGPaHHbLIX MOCTOB 1 X NOPTOB.

[ns HacTpolikn AOCTYNHbI NULLL T€ MOCTbI, KOTOpble BbiGpaHbl 415 ynpasnieHus cnyx6oit STP/RSTP B cnncke
«MocTbl ynpaBnsiemble cnyx6oii STP/RSTP» 06Lwux HacTpoek cryx6bl (cM. pasgen 6.2.2.1).

HacTpoiiku mocTa 1 ero nopToB OpraHM30BaHbl B BUE BKIaA0K. B nepBoli BkaaKe pacnonoxeHbl HaCTPOMKLA MO-
cTa (CM. pUCyHOK 6-26). B nocneayoLimx BKagkax pasmMeLleHbl HACTPOWKK 415t NOPTOB MocTa (CM. PUCYHOK 6-27),
rae Kakgomy rnopTy COOTBETCTBYET CBOS BK/1aaKa.

Macr (br-lan} | Mopr 1 (swip1) | Mopr 2 (swi1p2) = [lopr 3 (swip3)

Moct ~ brfan
MpoTokon RSTP v

Mpuopuret 32768 (8) v

Bpemna «hello times 2
Bpema «forward delays 15
MapameTp emax ages 20
YcrapeeaHwe | 300

Mapametp atransmit hold counts 6

PuncyHok 6-26: HacTpoiikm MmocTa, ynpasnsiemoro cnyxo6oii STP/RSTP

Bo Bkiiagke HaCTpPOEK MOCTa pasMelLeHbl CNeaytoLme HacTpoiku (CM. pUCYHOK 6-26):
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Mocrt (br-lan) | Mopr 1 (swip1) | Mopr 2 (swip2) | Mopt 3 (sw1p3)

Mopt  swilpl

Mpuoputer 32768 (8) v

CroumocTe Mappyta | 0

ALMUHNCTPATUBHOR NOrPAHWYHHOE COCTORHWE  HeT v

AsTomaTtnyecknil nepexog B/wa norpanndHoro [a v
COCTOAHKA

Pexm onpegenenne P2P ABTOMaTHUYECKN v

3awwra BPOU Het w

3anpeTuTb NOPTY NPUHMMATL POk KOPHEBOTO NopTa  HeT v

3anpeTuTe NopTy pacnpocTpaHATE nomydeHHsle TCH Het w

PucyHok 6-27: HacTpolikv nopToB MOCTa, yNpaBnsiemoro ciyx6oii STP/RSTP

e «MOCT» — Msi CUCTEMHOIO CETEBOI0 YCTPOICTBA MOCTQ;

+ «MpOTOKO/1» — BbIGOP aAMUHUCTPATMBHON Bepcun NpoTokona. MoaaepxrBaemble NPOTOKOSIbI:
o STP;
o RSTP;

» «[MpropnTeT» — BbIGOP NPUOPUTETA MOCTA,;

* «Bpewms ,hello time“» — ycTaHoBKa 3Ha4yeHUs BpeMeHu «hello time», KoTopoe onpegenseT UHTepBas Mexay
oTnpaBkamu BPDU coo6LueHuiA;

* «Bpewms ,forward delay“» — ycTaHoBKa 3HaueHus BpemeHu «forward delay»;

* «[apameTp ,max age“» — ycTaHOBKa 3HauyeHuA napameTpa «max age»;

* «YcTapeBaHue» — yCTaHOBKa 3HaYeHus BpemeHu yctapesaHus (ageing time);

* «[MapameTtp ,transmit hold count*» — ycTtaHoBKa 3HayeHusa napameTpa «transmit hold count».

Bo BkMagkax HacTpoek NOPTOB MOCTA pasMeLLeHbI CrieaytoLLmMe HacTPOiKM (CM. PUCYHOK 6-27):
» «[MopT» — MMSI CUCTEMHOIO CETEBOI0 YCTPOCTBA NOPTa;
 «MpuopuTeT» — BbLIGOP NpUOpUTETA NOPTA;

* «CTOMMOCTb MaplLpyTa» — yCTaHOBKa CTOMMOCTU MapLUpyTa nopra. [/ aBToMaTMYecKoro onpeaeneHuns
“crosib3yeTcsi 3HaueHue 0;

e «AQMUHUCTPATMBHOE NOrpaHNYHOE COCTOSIHNE» — aAMUHUCTPATMBHAs YCTaHOBKA PEXMMa NorpaHnyHoro
nopta (Edge Port). Bo3mMoXHble 3Ha4YeHus:

o «fla» — PEXUM NMOTrPaHNYHOrO NopTa BK/OYEH;
o «HET» — PEXUM NOTPaHNYHOIO NOPTA BbIK/OUEH.

* «ABTOMATUYECKUIA Nepexos B/U3 NOrpaHNYHOro COCTOSIHNS» — YCTaHOBKa peXxriMa aBToMaTtuyeckoro onpege-
NeHns norpaHnyHoro nopta (Edge Port). Bo3mMoXHble 3HaYeHus:

o «fa» — BK/HOYEH;
o «HET» — BbIK/1HOYEH.

» «Pexum onpegeneHus P2P» — agMyHUCTpaTVBHasA ycTaHOBKa pexuma Point-to-Point nogknovueHns ans
nopta. Bo3MOXHble 3HAUYEHUS:

o «fAa» — Point-to-Point nogkntoyeHue;
o «HeT» — He Point-to-Point nogknoyeHne;

° «aBTO» — aBTOMaTUn4eCKOE onpenesieHne;
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* «3alwuta BPDU» — BkntoyeHne nav otknoveHe dyHkumm BPDU Guard Ha nopTy. Bo3aMoXHble 3HaueHus:
o «pa» — thyHkuma BPDU Guard Bk/oueHa;
o «HeT» — hyHKuma BPDU Guard Bbik/toueHa (3HaveHve no yMosyaHuio).

* «3anpeTuTb NOPTY NPMHUMATL POJib KOPHEBOIO NOPTa» — HACTPOIKa NO3BOJISIET 3ANPETUTL NOPTY NPUHUMATL
posnb kopHeBoro (Root) nopta. Bo3mMoXHble 3HaYeHNS:

o «fa» — MOPTY 3anpeLleHo NPMHUMAaTb POSib KOPHEBOro NopTa;
o «HET» — NOPT MOXET 6bITb KOPHEBbLIM (3HAYEHME MO YMOSUaHUIO).

* «3anpeTuTb NOPTY pacnpocTpaHAaTb nonyyeHHble TCN» — HACTpoliKa NO3BOMAET 3anpeTuThb AasibHelillee
pacnpocTpaHeHne TCN NakeToB NPUHATHLIX HA AAHHOM MOPTY. BO3MOXHbIE 3HAUEHUS:

o «pa» — pacnpoctpaHeHne TCN 3anpeLleHo;
o «HeT» — pacnpocTpaHeHve TCN paspeLleHo (3Ha4YeHre No YMOI4aHuio).
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6.3 HTTP/HTTPS

Ha ctpaHuue «HTTP/HTTPS» pasgena «CnyX6bl» pacnosioXeHbl HACTPOWKM NTETKOro 04HOMNOTOYHOIO

Web-cepsepa «uHTTPd» (cM. pucyHoK 6-28).

& plc210- HTTP/HTTPS - LuCl X ‘ + all - =
& c ® 172.16.0.1/cgi-bin/luci/admin/services/uhttpd *d Y 'InND ® B =
L)
u
VBN
]
CoctofAHue Pk plc2lo
Cuctema b
uHTTPd
L
TNerknit ogHonoTousslit HTTP(S) cepeep
Crybel »
DONS OcHOBHBIE HACTPOIKKM
STR/RSTP
BxoaAwwe HTTP (agpecnopr) 0.0.0.0:80 x
HTTR/HTTPS [:]:80 *
FTP
CeTu b MpYBA3KA K KOHKPETHOMY MHTEpheACcy:NopTy (NYTeM yKa3aHnA agpeca uHTepdelica
Cratnctuka b Bxogawme HTTPS (agpecinopr) 0000443 x
. [::]:443 x
Briiiti
MpHUBA3KA K KOHKPETHOMY MHTEpReAcy.nopTy (NyTem yKa3aHnA agpeca uHTepdeica
Mepenanpaeneque scex HTTP zanpocoe Ha HTTPS []
MrHopupoBaTte npueatHele IP-agpeca Ha nyGnuyHom
vHTepgeiice 3anpeTiTk QOCTYN C NPUBATHLIX IP-30pecoB Ha WHTepdielice, ecni OH MMeeT
nyonuyHeli IP-agpec (RFC1918
Ceprupukar HTTPS (kogupoeka DER) 3arpyxennsii gaiin (929.00 B)
06z0p... | ©aiin He BuibpaH.
Jetcfuhttpd.crt
MpuBaTHbit knrou HTTPS (koaupoeka DER) SarPykeHHbiit dain (1.67 kB)
06z0p... | ®aiin He BeIGpaH.
Jetc/uhttpd.key
uHTTP 0ACT CaMONogNWCaHHBIR CEpTMEKMKAT MCNONbL3YA NapaMeTphbl,
PACNonNo#EHHBIE HIHE
YAanuTe HAacTpoiikn ANA cepTudkaTa u knoya [ERJIEHI s SEE el W Rty il e WO [ e
MonHoe yganeHue cepTMKATA W KNKDYA C OTKNIYeHnEM Nogaepxkn HTTPS
v

PucyHok 6-28: CtpaHuua «HTTP/HTTPS»

Ha ctpaHuue «<HTTP/HTTPS» npeacTtaBneHbl cneayowmne 0CHOBHbIE HACTPOMKK:

* «Bxogsauwume HTTP (agpec:nopt)» — agpec 1 nopT 415 BXOAALLMX 3anpocos no npotokony HTTP (no ymonya-

HWIO ncnosb3yetcs nopt 80);

* «Bxogsuwwme HTTPS (agpec:nopt)» — agpec v NopT A1 BXOAALLMX 3anpocos rno npoTtokony HTTPS

(Mo ymonyaHuio ucnosb3yetcsa nopt 443);

* «[lNepeHanpasneHne Bcex HTTP 3anpocoB Ha HTTPS» — ycTaHoBKa AaHHOro napamerpa rno3BossfeT nepeHa-
npasnATb BCe BXOAALLMeE 3anpockl no npotokony HTTP Ha HTTPS;

* «MrHopupoBath npuBaTHble IP-aapeca Ha ny61MyHOM UHTephelice» — ycTaHOBKA [AaHHOTo napameTpa nos-
BOJISIET 3aNpeTnTb AOCTYN C NpUBaTHbIX IP-aapecoB Ha uHTepdieiice, ecniv oH nmeeT Ny6nnuHbIli IP-agpec

(RFC1918 [10]);

» «Ceptndmkar HTTPS (kognposka DER)» — nyTb K thaiiny ceptudpmkara B halinoBoii cucteme ycTpoiictea
(no ymonuaHwuio «/etc/uhttpd.crt»). Mpy nomMoLLm KHOMKK «OB630p...» BO3MOXHO BbINOMHUTL 3arpy3ky HOBOTO

(paiina ceptudmkata B hopmare DER;
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» «MpwuBaTHbIii kNtoy HTTPS (koanpoBka DER)» — nyTb K thaiinly npuBaTHOro Knto4a Ha ¢aiisioBoi cucteme
ycTpoiicTBa (no ymonyaHuio «/etc/uhttpd.key). Mpu noMoLuy KHONKM «O630p...» BO3MOXHO BbINO/HUTL 3a-
rpy3Ky HoBoro chaiina npuatHoro kntoya B popmarte DER;

* «YpanuTtb cTapblii cepTudIMKaT 1 KoU» — HaxKaTue 3TOl KHOMKK yaansieT CywecTByoWwmiA cepTudimkart
N NpMBaTHbINA Ktod. Mpn aToM ByAET BbINO/IHEHA reHepauus HOBOro caMonoAnnucaHHoro ceptudrkata
C CMNOMb30BaHNEM HACTPOEK M3 nogpasgena «MapameTpbl camonognucaHHoro ceptudmkara» (CM. pas-
aen 6.3.1);

o «YJanuTb HACTPOWKM 418 cepTudmKaTa u Krya» — Haxxatue aTol KHOMKW yAanseT CyLwecTByoLWni cepTu-
chvKaT 1 NPUBATHbLIN K04, a TakkKe OTKNoYaeT nogaepxky npotokona HTTPS.

6.3.1 MapameTpbl camonognucaHHoOro cepTudmkara
B noppaspene «MapameTpbl caMonognucaHHoro ceptudmkara» crpaHuubl «HTTP/HTTPS» npeactasieHbl

HaCTPOIKK, UCNONb3yeMble /15 reHepaLn camonoanmcaHHoro ceptudimkara cnyxoel HTTP/HTTPS-cepBepa
(cMm. pucyHok 6-29).

MapameTpbl caMoNoANMCcaHHOIO cepTUdMKaTa

Konwyecteo gHed, B TedeHWe KoTopex | 730
CreHEPUPOBAHHLIA CepTUHMKAT LeACTEUTENEH

InwHa npueatHoro knoda B Butax 2048

Commeon name (/CHN)  OWEN-PLC210

Country name (/{C) RU
State or province name (/ST) | Unknown

Locality name (/L)  Unknown

PucyHok 6-29: CtpaHuua «HTTP/HTTPS». MNapameTpbl caMonoAnucaHHoro ceptudmkara

ABTOMaTUYeCKasi reHepaLysi caMonoAn1caHHOro cepTudivkaTa u NPYBATHOTO K/toUa BbINOHAETCS NPU NEPBOM BKJ/TO-
UeHWK YCTPOIACTBA UMK B C/lyyae yAasieHns CyLLEeCTBYIOLLEro cepTudmkata uav NpuBaTHOrO Kioya.

L5t KOHUrypaumm AoCTYMNHbI CefyroLimMe HaCTPOMKN:

» «KonuuecTtBo gHell, B Te4UEHME KOTOPbIX CrEHEPUPOBAHHBIN CepTudmKaT AeACTBUTENEH» — CPOK AelCTBUS
cepTudmkara B gHsx (No ymonyanuio 730);

* «[l/IMHa NpUBaTHOTO K/to4Ya B GUTax» — A/IMHA NPUBATHOTO K/to4a WrdpoBaHNs B GuTax (MO yMOMYaHMIO
2048);

¢ «Common name (/CN)» — nonHoe JOMEHHOe UMs cepBepa, UMS XOCTa,;

» «Country name (/C)» — AByXx6yKBeHHbIi 1ISO-KkoA, CTpaHbl;

» «State or province name (/ST)» — 06nacTb, rae 6bina npoBeaeHa ouLmanbHas perucTpaums KoMnaHmy;
» «Locality name (/L)» — Ha3BaHue ropoaa, rae 6bi1a nposefeHa ouLmaibHaa peructpanms KoMmnaHmm.
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6.4 FTP

Ha ctpaHuue «FTP» pasgena «Cnyx6bl» pacnonoxeHbl HACTpoiikn FTP-cepBepa. BHeLWHWIA BU CTpaHuL bl
«FTP» nokasaH Ha pucyHke 6-30.

(V] plc210 - OBLyme HacTpoiikm - | X + T - =
&« c ‘@ @ & 172.16.0.1/cgi-bin/luci/admin/services/fvsftpd e & 1:? i In O ® 1 =
Ll
V)18
-
CoctofAHue b VA xocTa: plc2l0
Cucrema b
OBwye HacTpoitkn [l ononHUTENEHKIE HACTPOIKK

MK »
Cryxbel ¥ OOLiMe HAaCTPONKKN

DDNS

HacTtpo#kn cnyxobl
STR/RSTP
HTTR/HTTPS BrntounTe cnyxby FTP
JanyckaTe cnyx0y FTP npw 3anycke cucTemel
FTP
Brntounte 1Pvd

CeTb b

Cratnctuka # IPvd agpec  0.0.0.0

Bt Brnounts IPvE [
IPv6 agpec | 1

MopT ANA BXOARLLNK COBAMHEHMI 21

Mopt ANA AaHHBIX 20

HacTpoiikn nonb3oBarens

IAma noneaoeatena  fip
Mapone | ese .

JomalwHui katanor Jmnt/ufs/home/ftp v

MakcumaneHas CKOPOCTE Nepenaqn 1]

BaWTic, 0 — Ge3 orpaHuyeHuin

Pa3pelliTs 3anick 1 CO3[aHNe SUPEKTOpHil
Paapewwte aarpyaky (upload)

PaapewwwTs npoumne Aeictena [

Brnouan nepeMMeHoBaHWE, YAANeHue, .

CoxpaHuTb U npuMeHuTs | CoxpauTe

PucyHok 6-30: CtpaHuua «FTP». O6Lme HacTpoiiku

B npunoxeHun 5 nprBoANTCA NPUMEP BbINOMIHEHNA NOAK/THOYEHMS K YCTPOACTBY No npoTtokony FTP.

HacTpoiiku FTP-cepBepa pa3geneHbl Ha ABe BKNaAKu:
» «O6LMe HacTpolikn» (cM. pasgen 6.4.1);
* «JlonosiHnTeNbHbIE HACTPOLiKM» (CM. pasgen 6.4.2).
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6.4.1 OGMe HaCTPOIKU

K 06wwmm HacTpolikam FTP-cepsepa (CM. pucyHoK 6-30) OTHOCATCS HacTpoliku cnyx6bl FTP-cepBepa 1 HaCcTPOKx
nonb3oBarens Ans fgocryna kK cogepxumomy FTP-cepsepa.

6.4.1.1 HacTtpoiiku cnyxobl

Hactpoiku cryx0Obi

Brnwounte cnysby FTP

BrnwounTe 1Pv4
IPvd agpec  0.0.0.0
Brnrounte IPvE []
IPv6 agpec 1
MopT ANA BXOAALLMK COBAWHEHWA 21

MopT ANA faHHBIX 20

PurcyHok 6-31: CtpaHuua «FTP». HacTpolikm cnyx6bl

HacTtpoiikun cnyx6bl FTP-cepBepa HaxogATcs B nogpasgene «HacTpolikm cnyx6bi» (CM. pUCYHOK 6-31) 1 N03BOMIsA-
IOT BbINO/THUTL KOHApUrypaumio creayowmx napaMmeTpos:

«BknounTb cnyxo6y FTP» — nosiHoe BKAKUYEHME UM OTKUeHne cnyxobl FTP. Ecnv onums BK/IHOYEHa,
TO cnyx6a FTP 6ynet aBToMarnyecky 3anyckaTbCs npu 3anycke CUCTEMbI;

«BknounTb IPv4» — BKIOYEHUE UM OTKNIOYEHWEe paboTbl criyx6bl FTP no npotokony IP Bepcun 4;

«IPv4 appec» — IP-afpec ons BXoAsLmMx 3anpocoB K cnyxbe FTP-cepeepa ¢ ncnonb3oBaHneM IP NpoToko-
na sepcuu 4,

«Btountb IPv6» — BKIHOYEHUE UK OTKNOUYEHWE paboTbl ciyx6bl FTP no npotokony IP Bepcuu 6;

«IPv6 appec» — IP-agpec ons BXoAsaLMX 3anpocoB K cnyxbe FTP-cepBepa ¢ ncnonb3oBaHreM IP npoToko-
na sepcuu 6;

«[MopT 4Ns BXOAALLMX COEAMHEHNI» — HOMEp nopTa A4/15 BXOAALLMX 3anpocoB K cnyxbe FTP-cepsepa
(no ymonuaHuio 21);

«[opT ANS AaHHbIX» — HOMEep nopTa A8 UCXoaalmx coegmHeHunin Tuna PORT (no ymonyaxuio 20).

6.4.1.2 HacTpoiiku nonb3oBartens

HacTpoliku nosb3oBarens HaxoaAaTcs B nogpasaene «HacTpoliki nonb3osarens» (CM. pUCyHOK 6-32) 1 No3BoNsioT
BbINO/THATb KOHQIUIypaLyio Cleaytolyx napaMeTpoB:

«/IMA nonb3oBartesnia» — UM Nonb3osBarens Ansa AocTtyna K cogepxvuvomy FTP-cepsepa,;
«[Maponb» — naposb Nonb3oBarens Ansa Aocrtyna kK cogepxmmomy FTP-cepsepa (Mo yMonyaHuio «ftp»);
«JlomallHuii Katanor» — BbI6op goMallHero katanora FTP-cepBepa;

«MakcrMasibHas CKOpoCTb nepefayun» — orpaHuyYeHne MakCMMasibHOM CKOpOCTY nepegayn AaHHbIX (6aiT
B cekyHAy). 3HayeHne 0 COOTBETCTBYET PEXMMY paboTbl 6€3 OrpaHMyYeHnin CKOpocTy;

«Pa3peLlunTb 3an1ch 1 Co3aHne AUPeKTOpurii» — yCTaHOBKa JaHHOTO napamMeTpa paspeLuaeT nonb3osaresnto
3anuck haiinoB 1 co3gaHne AMPEKTOPWIA;

«PaspelunTtb 3arpy3ky (upload)» — ycTaHOBKa AaHHOro napameTpa paspeLuaet 3arpyxaTb daiisibl Ha FTP-
cepBep;

«PaspelmnTb npoune AeiicTBUsI» — BK/IOYEHME AAHHOTO NapamMmeTpa paspeLuaeT He TOMIbKO Co3faBartb, HO
W yaansaTb Katanorm u gaiinei.
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HacTpolkn nonb3oBaTtens

Mma nonkaoeatens  fip

Mapone  ees "

[omawnwii katanor  /mntfufs/home/ftp v

MakcuManeHanA ckopocTe nepegdaun | 0

Pa3pelwnTe 3anice 1 CO343HWE J1PEKTOPHIT
Paspewmts aarpyaky (upload)

PaapewnTs npoune geicrens [

PucyHok 6-32: CtpaHuua «FTP». HacTpoliku nonb3osartens

6.4.2 [lononHuTeNbHble HACTPOWKMN

JononHuTtenbHble HACTPOIKM PacnosioXeHbl BO BKNaAKe «1onofHUTENbHbIE HACTPOLKM». K 4ONONHWUTENbHbIM
HacTpoiikam FTP-cepBepa 0THOCATCA [7106a/1bHble HACTPOIKW, HACTPOMKN MNOAKMIOHEHUS U HACTPOWKN XXYPHa/IMpO-
BaHUS.

6.4.2.1 Tno6asibHble HACTPOIiKK

Fno6anbHble HACTpoOlikn FTP-cepBepa HaxoasaTcs B nogpasaene «nobasbHble HACTPOMKM» (CM. pUCYHOK 6-33)
1 NO3BOJAIOT BbINOMHUTL KOH(UIYpauuio Criefyowmx napameTpos:

 «PaspelunTb 3anvck» — rnobasnbHOe paspeLleHne uan 3anper 3anucu. Ecnu HacTpolika oTk/lo4eHa, Bce
3anpockl Ha 3anucb ByayT BbI3blBaTb OLIMOKY AOCTYNA;

» «PaszpewnTb ckaunBaHue (download)» — rno6asbHOE pa3peLleHne unm 3anpert ckaunsaHus ¢ FTP-cepepa
(paiinos. Ecnn HacTpolika OTK/YEeHa, BCe 3anpockl Ha CkauymMBaHue OyayT Bbi3blBaTb OLLIMOKY AOCTYNA,;

* «Pa3zpelwmnTb NPOCMOTP CMCKa AUPEKTOPWii» — rnobasibHoe paspeLleHne Uan 3anpeT NPocMoTpa cnucka
thaiinoB aupekTopuin. Ecnv HacTpoiika OTK4eHa, Bce 3anpockl Ha NPOCMOTP cnucka haiinos katasiora
6yayT BbI3bIBaTb OWNOKY AOCTYNa;

* «Pa3pelmnTb peKypCrBHBIA NPOCMOTP KaTasioroB» — paspeLleHne Uan 3anpeT pekypcMBHOMoO NpocMoTpa
COOEPXUMOrO AMpeKkTopuii (komaHaa «1s -R»);

 «[Moka3sbiBaTb CKpbITble dhaiinbi (dot files)» — paspeLueHvne nnm 3anpet NPocMoTpa CKPbITbIX dhaiinos (daiinbl,
NMS KOTOPbIX HAYMHAETCA C CUMBOJIA TOYKMN);

» «Pexum co3gaHuns haiinos (umask)» — macka pexuma co3gaHusa alinos (no ymonyanuo 022);

MNpw yka3aHuy 3Ha4YeHus B BOCbMepUYHOM BUAE, HeO6X0,qI/IMO MNOMHUTb O HeOﬁXO,CI,I/IMOCTI/I I'IperI/IKC& «0», nHaue
3HayeHne 6y,u,eT BOCIMPUHATO KakK AeCATUYHOE YMC/O0.

» «CoobLeHune cepsepa (FTP 6aHHep)» — NpPUBETCTBEHHOE COOLLLEHNE, KOTOPOE BbIBOAUTCA NPU NOAKNIOYe-
HuM K FTP-cepBepy;

* «BkOUNTb COOBLLEHUS NPU BXOAE B KATas10MM» — BK/IIOYEHNE 0TOBPaKeHNs COOBOLLEHW NPY NEPEXOAE B Ka-
Tanorn. Katanor ckaHnpyeTcs Ha Hanmune dhaiina, Ms KOTOPOro ykasaHo B HacTpoiike «/ms dhainna coob-
LLEHWS AMPEKTOPUMNS;

e «/Msa dhaina coobLLeHNA QUPEKTOPUN» — MMS ddaiina ¢ cooBLLEHNEM, KOTOPbI OTOBpaxaeTcsa nNpu nepexo-
[le B HOBbIi1 KaTasor, ec/iv BKOUEHa HacTpolika «BKIoUMTb COOBLLEHMS NPY BXOAE B KaTaslorn.
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mobanbHble HACTPONKK

PESPELIJHTI: Jannce

Paapewnte ckauneanue (download)

Pa3pelwnTs npocMoTp Clucka JUpPEKTOpuii

Pa3pewnTs pekypcHeHslil npocmoTp katanoroe [

MNokaseiBarte ckpeiTeie daine (dot files) []

Pexum coaganna dainoe (umask) 022

Coobwenne cepeepa (FTP Bannep)

Brnrounts CDDEMEHL-IH NpW BXOOE B Katanoru D

WA paiina cooblyerna gupekTopu  .message

PucyHok 6-33: CtpaHuua «FTP». nobanbHble HAacTPOKK

6.4.2.2 HacTpoiiku noaknoveHuns

HacTpoiiku nogkntodueHuns FTP-cepBepa HaxogATcs B nogpasaene «HacTpoikvi nogkntoueHns» (CM. pUCYHOK 6-34)
1 NO3BOSSAIOT BbINOHUTL KOHAIUIYpauuio cneayoLwmnx napameTpos:

«BkounTb pexum PORT» — paspeluaet unm 3anpewaet metog PORT ans nonyyeHus MHopmaumm o co-
equHeHun;

«BkounTb pexnm PASV» — paspeluaeT nnm sanpewaet metog PASV an1a nonyveHus nHgopmaymm o co-
equHeHun;

«Homep nopTta, HauMHasa ¢ KOTOPOro pasmMeLLarTcs nopTel 418 PASV pexuma» — HoMep nopTa, HaumHas
C KOTOpOro pasmeLyaroTcsa nopTel Ansg PASV pexunma (no ymondaxumio 10050);

«Homep nopTta, 40 KOTOPOro pasmeLlalTca nopTel 4na PASV pexvma» — HOMep nopTa, A0 KOTOPOoro pasme-
LarTca noptbl ana PASV pexuma (no ymondanmio 10100);

«Pexunm ASCll» — pexum ASCII nepegaun TeKCToBbIX dhaiiioB. JOCTYMHbI CAeAyoLne BapuaHTbl padoThbl
pexuma ASCII:

o «OTK/MOYEHO» — pexxum ASCII OTKHOYEH;

o «Tonbko gna ckadymsaHus (download)» — pexum ASCII ncnonb3yeTcs TobKO 418 ckavymBaeMblx ¢ FTP-
cepsepa hainos;

o «Tonbko g 3arpyskun (upload)» — pexum ASCII ncnonb3yeTcs TONbKO A5 3arpykaembix Ha FTP-
cepsep haiinos;

o «[15 ckaumBaHuA n 3arpyskn» — pexum ASCII ncnosnb3yetca 418 ckaumBaeMbix ¢ FTP-cepBepa v 3a-
rpy>xaembix Ha FTP-cepsep thaiinos;

«TaVIMayT HeaKTUBHOW CeCCUN» — MO UCTEYEHUIO YKa3aHHOIro TaVIMayTa, npn HeaKTUBHOI ceccuu, 6y,qu Bbl-
MNONMHATLCA NPUHYANTESIbHOE OTK/TOYEHUE K/TNEHTA,

«MakcuMasibHOE KOSIMYECTBO K/IMEHTOB» — MaKCUMaslbHOe KO/INYECTBO OAHOBPEMEHHO NOAK/THOYEHHBIX
K FTP-cepBepy KIMEHTOB.
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HacTpoikn nogknio4YeHnA

Brnounte pexum PORT
Brnrounte pexam FASY

Homep nopTa HauWHaA ¢ KoToporo pasMeltarotca 10050
noptel AnA PASY pexuma

Homep nopra 4o koToporo pasMellaloTcA noptel AnA 10100
PASV pexuma

Pemsm ASCI [NA CKa4YMBaHWA W Zarpysku v

TafiMayT HeakTMBHOA ceccun 1800
B cekyHoax

MakcumantsHoe KonUMYecTEO KNUEHTOB o

0 — Ge3 orpaHuyeHnin

PucyHok 6-34: CTpaHuua «FTP». HacTpolikvm nogknoyeHns

6.4.2.3 HacTpoiiku }xypHanMpoBaHus

HacTpoiku XypHannpoBaHWa

BrnrounTe #ypHanupoBaHue e dain v

@aiin xypHana  fvarflogfvsftpd.log

PucyHok 6-35: CTpaHuua «FTP». HacTpoiiku XypHaiMpoBaHusi

HacTpoiiku xypHanmpoBaHusa FTP-cepBepa HaxogaTcs B nogpasaesne «HacTpolikm XypHannpoBaHus» (CM. pucy-
HOK 6-35) 1 NO3BOSAIOT BbINOHUTL KOHAUIypauuio cneayowmnx napameTpos:

* «BKMOUNTL XypHAIMPOBaHUE» — BbIGOP PEXUMA XYPHANMPOBaHUS. [LOCTYNHbI CefyOLIME PEXUMBI:
o «OTK/MOUUTB» — XYPHA/IMPOBAHUE OTK/THOUYEHO;

o «B (palif» — XypHasIMpoBaHMe BbINOMHAETCA B oaiin, NyTb K KOTOPOMY YKa3aH B HacTpoiike «daiin xyp-
Hana»,

o «B Syslog» — XypHanmpoBaHue BbINOMHSAETCA B CUCTEMHBIN XypHan (syslog).

‘ 0 i CTpaHuLa npocMoTpa CoAepXXUMOro CUCTEMHOTO XypHasia onucaHa B pasgene 3.4 4aHHOro JOKYMEHTa.

o «®dain xypHasa» — ums daiina xypHana 418 pexvMa XypHaanpoBaHus «B aii» (No ymonyaHuio
«/var/log/vsftpd.log»).
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CeTb

7.1 NHTtepdpeiichl

[ns ynpaBneHus ceTeBbIMU MHTEpIeicaMy CUCTEMbI NpefHasHaveHa cTpaHmua «HTepdeiicbl» pasgena «CeTb».
BHewHwuii Bug, ctpaHmubl «HTepdelickbl» nokasaH Ha pucyHke 7-1.

& plc210 - Vmepdpeiicar - LuCl - X | &8 plc210- LuCl x |+ sl -~
&« & o ® 172.16.0.1/cgi-bin/luci/admin/network/network see o ¥ INn @D ® B =
™1 "~
°l'l-ll 8 AeToODHOENEHHE BKNKOYEHO
-
CocToAnue » plc210
Cuctema b
LAN USB0 WAN
MK »
CriyxGui b NuTepdencsl
CeTe *
Mpotokon: Ctatuueckwil agpec
WHTepiheiice USBO Bpemsa pabotkl: 3y 47m 4c
MAC-agpec: 48:6F:73:74:50:43 T 3
DHCP u DNS e Monyyenune (RX): 1.12 ME (14187 naketos) EpemanycTuTL CTaHOBATE SMEHUTE | JAanuTe
usb0 Nepeaada (TX): 3.70 ME (11787 nakeros)
WmeHa xocToB IPv4: 172.16.0.1/16
CraTuueckne MapLupyTsl LAN Mpotokon: Knuent DHCP
MAC-agpec: 6C4C i
NuarHocTuka el éé} I'Iony'leuue lRX}: 12 60 KB (325 I'IEKETDEI} MNepezanycTuTe OCTaHOBUTE HzmeHuTE Yoanute
br-lan Mepenaya (TX): 261.01 KB (768 nakeros)

MesceTeBoll 3kpaH

Mpotokon: Cratuyeckwil agpec

Crameruka ¥ WAN Bpema pabotui: 0u 18m 45¢c
. MAC-agpec: “6CA4D :
Biiiri & Mony4enne (RX): 6.39 MB (34084 naketos) IESEEIECD || GEeETie
eth1 NMepeaada (TX): 194 87 KB (2473 naketog)

IPv4: 10.0.0.1/24

LoGaenTe HoBLIA MHTEpdeicC...

OcHOBHbIe HACTPOWKKN CETH

IPv6 ULA-npedmrkec  fd12:c0lc:acsfi:f48

CoxpaHuTe U npumennTs | CoxpaHuTe C]

PucyHok 7-1: CtpaHuua «VHTepdeiicbi»

Ha camom Bepxy CTpaHuLpbl pacrnonioXxeHbl CCbIIKM B BUAE BK1aA0K HA CTPaHULbI pefakTMpoBaHUs COOTBETCTBYIO-
LWMX nHTepdpeincos (Ha pucyHke 7-1 ato nHtepdeincobl «USBO0», «WAN» 1 «LAN»). PegakTupoBaHue nitepdeiicos
noApo6HO onucaHo B pasgene 7.1.1.

[Janee Ha cTpaHuue pacnonoxeHa Tabnuua «VHTepdeicbl», B KOTOPOI NepeuncrieHbl UMeLLMecs CeTeBble WH-
Tepdielickbl B cucteme. [Ans Kaxgoro nHtepdielica B nepsomM cTosnbue Tabnvubl npuBegEH 3HauoK, KOTOpbIA coaep-
XUT cregyoLyr nHchopmaumio:

e HasBaHue UHTepgeiica,;
* TUN MHTepdelica (ethernet, MOCT, TOHHENb UM GECNPOBOAHON) U COCTOSIHME MOAK/IOUEHUS:
o ethernet: & (NOAKAOYEHO), = (OTKHOYEHO);
° MOCT: & (nogkntoyeHo), #* (OTK/IYEHO);
o TOHHESNb: B (NOAK/MYEHO), = (OTK/IHOUEHO);
o GecnpoBogHoi: % (nogka4veHo), # (OTKIKYEHO).
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e €C/IM uHTepheinc ABNAeTCS MOCTOM, TO KO/IMYECTBO NOPTOB MOCTa ONpeaensieTcst KosiMyecTBOM MKOHOK MH-
TepcheincoB, yka3aHHbIX B CKOOKaXx;

* HasBaHWe CUCTEMHOrO CETEBOIO MHTepdielica, COOTBETCTBYHOLLETO AaHHOMY MHTEpPJIelicy;
* MpUKpenEHHas K JaHHOMY nHTepdheicy 30Ha MEXCETEBOro 3kpaHa (onpeaensieTcs useTom hoHa 3aronoBka
3HauKa).

MpuMepbl 3HAUKOB CETEBbLIX MHTEPMEiCOB NPUBEAEHbI HA PUCYHKE 7-2.

LAN WAN
5.'—'f= [_.é;._,é-_-'.,f';'. :: 72
br-lan eth1
(a) 3Hauok nHTepderica-mocta «LAN» (6) 3Hauok nHTepdeiica «WAN>»

PuricyHok 7-2: 3Haukun ceTeBbIX MHTEpdheiicos

Ha pucyHke 7-2(a) nokasaH 3Ha4ok nHTepdeiica «LAN», KOTOPbIA ABNSETCA MOCTOM, B KOTOPbIA BXOAAT TpU
ethernet nopta (MHTepdelica). CUCTEMHbI CETEBOI MHTEPAIENC, COOTBETCTBYIOLWMNIA HTEpdieicy «LAN», nve-

eT ums «br-lan». 3oHa MeXCeTeBOoro akpaHa, NPUKPennEHHas K AaHHOMY UHTepdeicy, UMeeT CBETN0-3eNEHblIl
LiBET, KaK 1 3aro/IoBoK gaHHoro uHtepdeiica. HTepdpeiic «LAN» HaxoguTcst B MOAK/IHOUYEHHOM COCTOSIHUM, Tak Kak
TUN uHTepdeiica NpeacTaBeH LBETHOW NKOHKOIA.

Ha pucyHke 7-2(6) nokasaH 3Ha4ok nHTepdeiica «WAN», KoTopblii ABASieTCA 06bIYHBLIM ethernet MHTepdoelicom.
CucTeMHbIli ceTeBOI MHTepdeic, COOTBETCTBYIOLWMI nHTepdeiicy « WAN», nveet nvs «ethl». 3oHa mexcere-
BOrO 3KpaHa, NpUKpenaéHHas K JaHHOMY MHTepdelicy, MMeeT CBET/I0-KPACHbIA LBET, Kak 1 3aro/iloBOK faHHOro
nHTepdeiica. NHTepdeiic «\WAN» HaxoguTcs B OTK/THOYEHHOM COCTOSIHWM, Tak Kak TUM nHTepdieiica npeacrasnen
YyepHO-6€e/10i NKOHKOIA.

Bo BTOpom cTonbue Tabnuubl ANa KaxAoro nHTepdelica BbIBOAUTCA KpaTkas MHhopmaums u ctatucTika B pexu-
Me peasibHOro BPEMEHU:

 «[lpoTOKOMI» — NPOTOKON UHTEpelica.

* «Bpems paboTbl» — Bpems paboTbl AaHHOTo UHTepdeiica.

* «MAC-agpec» — MAC-aapec nHTepdeliica (ecnm aTo NPUMEHMMO A5 NPOTOKOMa UHTepdoeinca).

e «MonyyeHne (RX)» — KONNMYECTBO NPUHATLIX 6T (NakeToB) C MOMEHTAa 3anycka.

» «[Mepepaya (TX)» — KONMYECTBO NepefaHHbIX 6aliT (MakeToB) C MOMEHTA 3arnycka.

* «IPv4» — Tekywwii IPv4 agpec, Ha3Ha4YeHHbIn MHTepdielicy (eC/im Ha3HaYeH).

» «IPv6» — Tekywuii IPv6 agpec, Ha3Ha4YeHHbIn nHTepgielicy (eC/im Ha3HayeH).

* «IPv6-PD» — Tekywmii IPv6 npedinkc (ecnv HasHayeH).

* «Owwnbka» — owmnbka nHTepdeiica (ecnn obHapyxeHa).

B nocnegHem cTon6Le TabnuLbl pacrosioXeHbl KHOMKWU yrpaBieHnst MHTepdoelicom:

* «[lepe3anycTuTb» — BbINOSHSET Nepenoak/ItoUYeHne COOTBETCTBYIOLEro MHTepdelica (oTk/oUeHre ¢ nocne-
[YIOLMM NOAK/OUEHNEM).

* «OCTaHOBUTb» — BbINOMHAET NPUHYANTE/IbHOE OTK/TI0YEHVE COOTBETCTBYHOLLENO MHTepdelica.
* «/I3MEHUTb» — OTKPbIBAET CTPaHNLY pefaKkTypoBaHus napaMeTpos uHTepdelica (cm. pasgen 7.1.1).
o «YpanuTb» — yaansieT COOTBETCTBYIOLUMIA NHTepeiic.

[JononHntenbHo Ha cTpaHule «MHTepdelicbl» B pa3aene «OCHOBHbIE HACTPOMKM CETU» AOCTYNHA HacTpoika ULA
npedwkca IPv6 (CM. pucyHoK 7-1).
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7.1.1 PepaktupoBaHue nHtepdeiicon

BHeLLHWIA BUA CTpaHWLbl peaakTMpoBaHus CETEBOrO MHTepdielica NokasaH Ha puUcyHke 7-3.

& plc210 - Vmepdpeiicar - LuCl X | &8 plc210- LuCl X ‘ + el - °
&« ¢ o ® B 172.16.0.1/cgi-bin/lud/admin/network/network/lan e & v In D ® n =
-~
u
“l'l-ll s AeToODHOENEHHE BKNKOYEHO
1
CocToAnue » plc210
Cucrema b
LAN UsB0 WAN
MK »
CryxBer b WuTepdeincei - LAN
Cete Ha atoii CTpaHWUe Bel MOXETE HACTPOWTE CETEBEIS IIHT-BC-qI-BI-ICbI Bel moxete C'E'I:-B,J,IIHIITI: HeCKONBKO IIHT-BC-q)-BI-ICCE B MOCT, BLIDpas OnuUuK
OBbennHUTE B MOCT W BBEAA CNWCOK WHTepdeiicos, pasgenerHelx npobenamu. Bel Taicke moxeTe ncnonsaoeate MLAN-o6o03HaueHnA Buga
WHTepteice WHTEP®EWMC HOMEPVLAM (nanp,: eth0.1)
DHCP u DNS

O0wWwwe HacTPOMKN

WmeHa xocToB

Ofwme HacTpolikn OMOMHWTENEHEIE HACTPOIKKM | HacTpoiikn kKaHana =~ HacTpoiiku MexceTeBOro 3KpaHa
Cratuueckue MapLupyTbl W P - P! P! P! p:

LwarHocTuka

CoctoAHne Yerpoiicteo: brlan
MeskceTeBoil akpaH .. MAC-agpec: -42:6C:AC
Mony4enune (RX): 12.89 KB (333 naketos)

Cratuctuka b Nepenayva (TX): 264.77 KB (779 naketoB)

Bttt Mpotokon | Komewt DHCP ™/

Wma xocta 8 DHCP-3anpocax

REechN QLT CoXpaHWTE U NpuMeHnTs | CoXpaHuTe C]

PucyHok 7-3: CTpaHuua pefakTvpoBaHusi CETEeBOro HTepdelica

CTpaHuua pefakTupoBaHus CETEBOMO MHTepdheiica pasgeneHa Ha BKNaLKu:
* «OO6LLME HACTPONKM» N «[onoNHUTENbHbIE HAcTPOlikn» (cM. pasgen 7.1.1.1);
» «HacTpoliku kaHana» (cMm. pasgen 7.1.1.2);
e «HacTpoiikn mexceTeBoro akpaHa» (cM. pasgen 7.1.1.3).

7.1.1.1 O6wWue n [ONONHUTENIbHbIE HACTPOWIKN

Ha Bknagkax «O6Lme HacTpolikn» (CM. PUCYHOK 7-4) n «[onofHMTe NbHbIE HACTPOVKN» (CM. PUCYHOK 7-7) npeq-
CTaB/ieHbl HACTPOIKM UHTeppeiica, Habop KOTOPbLIX BO MHOTOM 3aBUCUT OT BbIGPAHHOrO NPOTOKONA.

OBwwe HacTpoikn | [ononHWTensHele HACTpoRkW  HacTpoikw kaHana =~ HacTpoiikw MexceTeBOro 3KpaHa

CocToAHne Yetpoiicteo: br-lan

.+ MAC-apgpec: [A2:6C:AC
Monyyenune (RX): 12.89 KB (333 naketos)
Mepegaya (TX): 264.77 KB (779 naketos)
MNpotokon KnueHt DHCP v

mA xocta B DHCP-3anpocax

PucyHok 7-4: O6Live HacTpOiiKn CeTEBOrO NHTepdelica
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Bbi60p NpoTOKONa NPOU3BOAUTCS NPY NOMOLLIM BbiNaAatolero cnmcka «IMpoTokon» Ha Bknagke «O6Lme HacTpoii-
Kn» (CM. PUCYHOK 7-4). BbinagatoLumii Cnncok Bbibopa NpoTOoKos1a NokasaH Ha puUcyHke 7-5.

[ CTaTMUeCKHA agpec Vl
KnueHt DHCP

HeynpaenAeMsld

PuvcyHok 7-5: BbinagatoLumii cnmcok BbiGopa NpoTokona uHtepdeiica

Mocne BbIGOpa HOBOTO NPOTOKO/1A, HA CTPaHULLE OCHOBHbIX HACTPOEK ByfeT OTobpakeHa KHoMka «/13mMeHnTb npo-
TOKO/1», KaK noka3aHo Ha pucyHke 7-6.

OB We HACTPORKK

CocToAHne Yerpoitcteo: br-lan

MAC-agpec: 42:6C4C
Mony4enune (RX): 13.18 KB (341 naketog)
MNepenaya (TX): 27435 KB (807 naketog)

MpoTokon CTaTHuecKkuil agpec ]

B ,D,EI?ICTEIHTEI'II:HD HXOTUTE M3AMEHWUTE I'I[ZJDTDKDI'I'.:r WzMeHuTE NpoTOKON

PucyHok 7-6: KHomka cMeHbl NPOTOKO/1a CETEBOro NHTepdheiica

Mpy HaxXkaTUK KHONKK «3MEeHNTBL NPOTOKO» NPOTOKO/ CETEBOIO MHTEpdielica OyaeT N3MEHEH Ha BbiGPaHHbIN.
Mpy 3TOM HABOP OCHOBHBIX ¥ AOMOMHUTENbHBIX HACTPOEK ByAET 3aMEeHEH B COOTBETCTBUM C BbIOPaHHbLIM NPOTOKO-
nom.

Moppo6Hoe onucaHne HEKOTOPbIX U3 JOCTYMHbIX MPOTOKO0B CETEBbIX MHTEPMENCOB 1 X HACTPOIKN NPUBELEHbI
B pasfene 7.1.2 faHHOro pykoBOACTBA.

Cpegay o6Lwmx A5 Bcex NPOTOKOMN0B, MOXHO BbIAENUTL CeayioLwme HacTPOikM, PacrnonoXeHHbIe Ha BKnaake
«JlononHUTENbHbIE HACTPOKN»:

e «3anycTuTb Npu 3arpyske» — BK/OYAET UM OTK/IOYAET aBTOMATUYECKUiA 3anyck MHTepderica npu 3arpyske
CUCTEMBI;

e «lIcnonb3oBaTb BCTPOEHHBIN IPV6-MeHeMKMEHT» — BKOYAET UM OTK/IHOYAET UCMO/b30BaHNE BCTPOEHHOIO
IPv6 MeHemKMeHTa ANs1 JaHHOro nHTepgieiica;

* «AKTMBMPOBaTb COEANHEHNE» — YCTaHaBNMBaTb NapaMeTpbl MHTepdency He3aBMCMMO OT COCTOSIHUS NofA-
KntoueHus. Ecnv onums BKIKOYEHa, U3MEHEHNE COCTOSHUS NOAKIYEeHNUs: He ByaeT Bbi3biBaThb hotplug obpa-
OOTUMKN.

Ha pucyHke 7-7, ans npyumMepa, NpuBeaéH BHELLHWIA BUA, BKNAAKW «[loNoNHUTENbHbIE HACTPOLKM» A1 NPOTOKoNa
«DHCP-knueHT».

7.1.1.2 HacTpoiiku kaHana

Bknagka «HacTpoiikn kaHana» (CM. pucyHok 7-8) AoCTynHa Tonbko ans Ethernet nHTepdelicoB ¢ npoTokonamu
«CTtartunyeckuii agpec», «<DHCP-knneHT» n «HeynpaBnsiemMblii».
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OBbwmne HacTpollkn | [JoNonHUTENEHEIE HACTPOAKK | HacTpoiikm kaHana = HacTpoiikn MexceTeBOro 3KpaHa

3anycTuTe npu 3arpyaxe
Mcnonsaoeate BoTpoeHHsIi IPVB-MeHe g MEHT

AKTUBMpPOBATE CoeaMHeHWe [ ]
ABTOMATHYECKM AKTMEMPOBaTL COBANHEHIME, NP NOAKMIOYEHNN B pasbenm kalbena.

cnonb3oBaTe WupokoBewaTensHel dnar [

TpebyeTcA onA HekoTopelx MIHTEPHET NpOBANOEpOB, HANPUMED Ccnonbaywmx DOCSIS 3

Mcnons3oBats WNW3 No YMONYaHWH D

Ecnu He BeIGpaHo, TO MapLWPYT N0 YMONYaHWI0 HE HacTpauBasTcA

Mcnonsaoeate obbABNAEMEle yanom DNS cepeepa

ECnu He BEIBPAHD, TO M3BEWAEMbIE anpeca DNS cepBEpOB MTHOPUPYIOTCA
Mcnons3o0Bate METPUKY LUNK3E
ID knwenTa npw DHCP-3anpoce

Knacc npowseogutena (Vendor class), kotopeiii
otnpaenaTe npw DHCP-3anpocax

HaaHaunte MAC-agpec

HazHaunte MTU

PucyHoK 7-7: [lononHuTeNbHbIE HACTPOViKM CETEBOrO MHTepdelica ans npotokona «DHCP-KneHT»

OBuwne HacTpoiikn | [loNonNHWUTENEHEIE HACTPORKK | HacTpoikn kaHana |~ HacTpofikm MexceTeBOro 3KpaHa

ObbeaUHUTE B MOCT

Co3gaét MocT AnA BeldpaHHLlX CETEBLIX MHTEPQeWCoB

Brnwouaet IGMP snooping Ha OaHHOM MOCTY

Mutepdeiic 22 swipl & swip2 & swip3 v

PuvcyHok 7-8: HacTpoiiku kaHana ceTeBoro nHtepdueiica

Ha gaHHol BKnagke npeacTaB/eHbl CeyloLlive HacTPOKY ceTeBoro nHTepdeiica:

* «O6bEAVHNTL B MOCT» — HACTpOIika NO3BOMSAET BbINOMHUTL 06bEAMHEHNE HECKOSIbKUX CUCTEMHbIX CETEBbIX
MHTepdhelicoB B ceTeBoit MOCT [11]. B 3TOM cnyyae CTaHOBATCA AOCTYMNHbI A0MNO/HUTE/IbHbIE HACTPOIKM:

o «BKAOUNTL STP» — BK/AOYAET UMK OTKAOYAET NpoTokon STP [12] Ha ceTeBOM MOCTY.

Bk/toyeHne faHHo HacTPOoiku HeoBXoAMMO N5t BO3MOXHOCTU BbiGOpa fAaHHOTO MOCTa A/1s ynpaB/eHns
cnyx6oi STP/RSTP (cm. pasgen 6.2.2.1).

o «Bkountb IGMP snooping» — BktoYaeT uau oTktodaeT oyHkumio IGMP snooping [13] Ha ceTeBom
MOCTY.

» «W/HTepdelic» — B faHHOM BbiNagatoLLeM Cnvcke NPOU3BOAUTCS BbIGOP CMCTEMHOIO CETEBOTO UHTEpdeiica,
NPMBSI3aHHOTO K pefakTupyeMoMy nHTepdieiicy (CM. pucyHok 7-9(a)).
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2 swipl v = swipl & swip2 25 swlp3 "
2~ Ethernet-agantep: "eth1” (wan) [J & Ethemet-anantep: "eth1" (wan)
2~ Ethernet-agantep: "swip1” (lan) = Ethemnet-agantep: "swip1” (lan)
g~ Ethernet-agantep: "swip2"” {lan) &~ Ethernet-apantep: "swip2" (lan)
g~ Ethernet-agantep: "swip3"” {lan) &~ Ethemet-apantep: "sw1p3" (lan)
=% Ethernet-agantep: "usb0" (usbl) ] £ Ethemet-agantep: "usb0"” {usb0)

* MNonb3oBatensckuil MHTephelic: [] 2= Monb3oeatensckuii nHTepdeiic:

(a) O6bIYHbI ceTeBoli UHTEPAIEIC (6) CeTeBolii uHTEphEnc-MocT

PuncyHok 7-9: Bbibop npmBs3aHHbIX CUCTEMHBIX CETEBbIX MHTEPEiCOB

B ToM cnyyae, ecnim BblibpaHa onuus «O6beguHNTL B MOCT», B JAHHOM CMMCKe MPOn3BoAMTCS BbIGoOp
HECKOJ/TbKMX CUCTEMHbIX CETEBbIX MHTEPENCOB, KOTOPbIE HE0OX0AMMO 0ObEANHNTL B CETEBOIN MOCT (CM. pu-
CYHOK 7-9(6)).

7.1.1.3 HacTpoiiku MeXceTeBOro aKkpaHa
Bo Bknagke «HacTpoliku MeXCceTeBoro akpaHa» npon3BoOANTCS BbIOOP MU CO3aHne HOBOI 30HbI, MPUKPENIEHHO

K pefaktupyemomy ceTeBoMy UHTepdeiicy. BHellHWi Bug Bknagkm «HacTpoliku MexceTeBoro akpaHa» rnokasaH
Ha pucyHke 7-10.

OBbuwwe HacTpolkn | [ononHuTensHele HacTpoidkn |~ HacTpoiikw kawana =~ HacTpofikm MEXCETeBOrD 3KpaHa

Coapare / HasHauNTe 30HY CETEBOTD SKPAHA | an: lan: At &0 A2 .

PucyHok 7-10: HacTpoiikn MeXceTeBOro akpaHa CeTeBOro UHTepdeiica

Ha Bknagke pasmeLLéH ToNbKO OAUH 3/1EMEHT ynpaB/ieHnss — BbinagatoLwmii cnmcok «Co3aatb / Ha3HauuTb 30HY
CeTeBOro skpaHa» (CM. pUCyHOK 7-11).

lan: lan: gt 28 &5 v
He onpedeneHo

lan: lan: g ot gt

wan: wan: .

cozdame.
PucyHok 7-11: BeinagaroLuii CnnMcok BbiI6opa 30HbI MEXCETEBOTO 3KpaHa
Mpy noMoLLM faHHOro BbiNnagatoLLero cnncka MOXHO BblibpaTth CyLLECTBYOLLYIO 30HY MEXCETEBOro aKpaHa nnm

co3faTb HOBYIO, BBEASA €€ MSA B NoJie «co34aTb». [py BbIOOpe «He onpeneneHo», peaakTupyeMblii CETEBO UH-
Tepdheiic 6yaeT yaanéH nU3 30Hbl, K KOTOPOI OH 6bl/1 MPUKPENIEH paHee.
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7.1.2 MpoTtokKonbl ceTeBbIX UHTepheiicoB

B AaHHOM pasgerne npuBeaeHo onncaHne HEKOTOPbIX U3 JOCTYMHbIX NPOTOKO/IOB CETEBLIX MHTEpPdIelicoB 1 onuca-
HWE X NapaMeTpoB.

7.1.2.1 MNMpotokon «DHCP-KNMeHT»

[JaHHbIi NpOTOKON NpefHa3HaveH 475 nHTepdencoB, KOHMIypauus KOTopbix Npon3soaunTcs npy nomotm DHCP-

3arnpocos.

[na gaHHoro npotokona Bo Bknagke «O6Lme HacTporikm» (CM. pasgen 7.1.1.1) gocTynHbl cneayroLlme HacTpoKu:
* «Mmsa xocta B DHCP-3anpocax» — BbI6Op MMEHM XOCTa, KOTopoe 6yAeT ucnonb3osaHo B DHCP-3anpocax.

Bo Bknagke «[ononHuTesNbHblE HAcTpolikmn» (CM. pa3gen 7.1.1.1) AoCTynHbI crieayoume HacTPOKK;

 «/cnonb3oBaTh LWIMPOKOBELLATENbHBIN doar» — HacTpolika BK/IKYEHMS LUMPOKOBELLATEbHOIO donara
(broadcast flag) B DHCP-3anpocax. [laHHas oyHKLMS MOXET NoTpeboBaTbCsl A/ HEKOTOPbIX NPOoBaliaepoB.

* «lIcnonb3oBaTh W03 MO YMOMYAHUIO» — HACTPOIiKa UCMOo/b30BaHKsl AaHHOTO UHTepdelica B kauecTBe
MapLpyTa no yMOYaHuio.

Ecnu gaHHas HacTpoiika BK/OYEHa, TO AaHHbI UHTepdelic 6yaeT Cnonb30BaTbCs B KaUecTBe MapLipyTa
Mo yMOM4YaHuto. B NpOTUBHOM C/lydae, MapLUpyT Mo YMO/IYaHNI0 HacTpamBaTbCs He GyaeT.

» «lcnonb3oBatb 06bsIBNsiEMble Y3/10M DNS cepBepa» — HacTpoiika ncnosb3oBaHmst DNS-cepBepoB, nony-
YeHHbIX oT DHCP-cepBepa.

Ecnu HacTpolika BkKoUeHa, To nosyyeHHble oT DHCP-cepBepa agpeca DNS-cepBepoB 6yayT UCMO/b30BaHbI
B KayecTBe OCHOBHbIX. B npoTnBHOM criydae, nony4deHHble oT DHCP-cepBepa agpeca DNS-cepBepoB UrHopu-
pytotcs.

* «l/Icnonb3oBarTb METPUKY LLMK3a» — yKazaHue MeTPUKM LLIM03a 471 AaHHOro UHTepdielica.

» «ID knueHTa npu DHCP-3anpoce» — HacTpoiika naeHTudnkaTopa KaMeHTa, ucnosnb3yemoro B DHCP-
3anpocax.

» «Knacc npoussogutens (Vendor class), koTopblii oTnpasnsAts npu DHCP-3anpocax» — HacTpolika knacca
npounssoanTens, ncnonb3dyemoro 8 DHCP-3anpocax.

» «HasHauntb MAC-agpec» — HacTpolika MAC-agpeca ceTeBoro nHtepdeiica. Ecnm He ykasaHo, To 6yaeT
MCNONb30BaH opurnHanbHbI MAC-agpec.

» «HasHauntb MTU» — HacTpoiika MTU ceTeBoro nHtepdeiica.

7.1.2.2 MpoTtokon «CtaTudecknii agpec»

[JaHHbIi npoTokon npefHasHaveH ana Ethernet nHtepdheiicos, Ana KOTOPbIX HACTPOiiKa IP-aapecoB 1 npoynx na-
pamMeTpoB NMPOU3BOANTCS BPYUHYH), 6€3 NCMONb30BaHNs aBTOMAaTUYeCcKOro nonyvyeHus agpeca npu nomotm DHCP.
[na paHHOro NpoTokona Bo Bkagke «O6Lmue HacTpoliku» (CMm. pasgen 7.1.1.1) 4OCTynHbI cregylowmne HacTpoku:

» «IPv4-agpec» — IP-agpec ceTeBoro nHtepdeiica ans 1P npotokona Bepcun 4.

* «Macka ceTtu |IPv4» — Macka nogcetu on4a I[P npotokona sepcun 4.

¢ «IPv4-agpec wni3a» — IP-agpec wno3a g1 |IP npotokona sepcum 4.

 «llnpokoBewatensHblii IPv4-agpec» — LUMPOKOBELLATe/bHbIA agpec ceTu ans IP npoTokona Bepcuu 4.

» «lcnonb3oBatb cO6CTBEHHbIE DNS cepBepa» — HacTpolika NO3BOSSET Yka3aTb COOCTBEHHbIE agpeca DNS-
CepBepoB /191 JaHHOTO CETEBOIO MHTepdelica.

* «IPv6 Ha3HaueHne A/IMHbI» — yCcTaHaBnnsaeT AnuHy IPv6 npedinkca, genernpyemyo nHtepaericy.
Ecnu BbIGpaHO 3HAYEHNE «BbIK/THOUEHO», TO AOCTYMHbI CeaytoLMe HacTPOKK:
o «IPv6-agpec» — IP-agpec ceteBoro nHtepdeiica ans IP npotokona sepcun 6.
o «IPv6-agpec wn3a» — Macka nogcetv s IP npotokona sepcum 6.
o «|Pv6 HanpasneHue npedukca» — npedukc mappytmsaumm ans IP npotokona sepcuu 6.
Ecnv 3HaveHne napameTpa 3a4aHo, TO AOCTYMNHbI HACTPOVKN:

> «IPv6 nopckaska npucBOeHnsi» — LWecTHaAUaTEPUUHbIA ngeHTudrkaTop nognpedmkca, KoTopblii 1c-
nosib3yeTcs 471 HasHaueHus yacTteil npedmkca IPv6.
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* «IPVv6 cydhuke» — cydpdmke IPv6 agpeca. JonycTUMble 3HAUYEHNS:
> eui64 — IPv6-agpec reHepupyeTcs ¢ ucnosib3oBaHnem EUI-64;
o random — IPv6-aapec reHepupyeTcs cyyainHbiM 06pa3om;
> Nto6oe PUKCMPOBAHHOE 3HaYeHVe, Hanpuvep : :1uam @ :1:2.

Bo Bknaake «JononHUTeNbHblE HACTPOWKU» (CM. pa3gen 7.1.1.1) AOCTYNHbI CieayoLLmMe HaCTPOKM:
* «/Icnonb3oBaTb METPUKY LLKO3a» — yKasaHWe METPUKM LI03a 4518 AaHHOTo uHTepdeiica.

» «HasHaunTb MAC-agpec» — HacTpolika MAC-agpeca ceTeBoro nHtepgoeiica. Ecnm He ykasaHo, To bygeT
NCNOMb30BaH OpuUrnHanbHbIi MAC-aapec.

* «HasHauntb MTU» — HacTpoiika MTU ceTeBoro nHtepdeiica.

7.1.2.2.1 HacTtpoiiku DHCP-cepBepa

Mpwu BbIGOPE NpoTOKoNa «CTaTnyecknii agpec» A/ CETeBOro MHTepdierica NosBAseTcs BO3MOXHOCTb 3amnycka
DHCP-cepBepa Ha gaHHOM nHTepdelice (N0 yMONYaHUIO BbIKNHOYEH).

HacTpoiiku DHCP-cepBepa npeacTasneHbl B nogpasgene «DHCP-cepBep» CTpaHuLbl pefaKkTMpoBaHust HaCTPOeK
CeTeBOro nHTepgeiica (CM. pUcyHoK 7-12)

@ plc210 - Wnrepdeiicer - LuCl X ‘ + all - =
&« ¢ @ @ # 172.16.0.1/cgi-bin/luci/admin/network/network/wan see w + In@dD ® B8 =
u
0"'-" e AeTo0DHOENEHHE BKNIOYEHO
|
CoctoAxne b plc2lo
Cucrema b
LAN UsB0 WAN
MNNK »
CryxGel b WHTepdeicol - WAN
Cets ¥ Ha 3Toil cTpaHuLe Bel MOXETE HACTPOWTE CETeBble WHTepteick. Bel MoxeTe 0BbEANHNTE HECKONEKD MHTEPHECOE B MOCT, BLIBpaE onuuo
OBLefnHNTE B MOCT W BEEAA CNWCOK WHTephelicoB, pa3geneHHeix npobenamu. Bel Tatcke moxere wcnons3oeats MLAN-06ozHauenns enga
WHTeptelice WHTEP®EWC HOMEPVLAN (sanp.: eth0.1)
DHCP u DNS

O6wWwme HacTPOWKN

MmeHa xocToe

Cratuueckue MapLupyTel O6wwe HacTpoiikn | [ononHWTeNEHLIE HACTPOIiKM | HacTpoiiki kaHana | HacTpoiiku MexCceTeBoro 3kpaHa
OunarHocTuka

OfbeguHnTL B MocT [
MeskceTeBoil 3KpaH

Co3ngaét MocT AnA BeIBpaHHbIX CETEBLIX MHTepde

' I » i
Cratuctuka Whtepteiic | 2% ethl '

Beiiiitit

DHCP-cepeep

DHCP-cepeep He HacTpoeH AnA 3Toro MHTepdieiica [arlayadaty S a=l:T (0

Powered by LuCl (Owen) / 2018.07

PucyHok 7-12: Mogpasgen HacTpoek DHCP Ha cTpaHule peakTnpoBaHus uHTepdelica

[ns skntoueHnss DHCP-cepBepa Ha nHTepdeiice, He06X0ANMMO HaxKaTb KHOMKY «HacTponTb cepep DHCP».
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OBwwe HacTpodk | JononHuTensHele HAacTpoiikn — Hactpoiku IPvG

WMrHopupoeate uHTepdeic [
Otknounte DHCP onA atoro wHTepdenca.
Craptr 100
MWHUMANEHLIR aapec apeHabl.
Mpegen 150
MakcumankHoe KonMYecTBo apeHA0BaHHEIX 30pecos.

Bpemna apeHgbl agpeca  12h

BpemA UCTEUEHWA CPOKa apeHdbl APEHA0BAHHEIX A0PaCOE, MUHUMYM 2 MUHYTHI

PuncyHok 7-13: OcHoBHble HacTpoliku DHCP-cepBepa ceTeBoro uHtepgeiica

OcHoBHble HacTpolikn DHCP-cepBepa npefcTas/ieHbl BO BKNaake «OCHOBHbIe HACTPOiku» nogpasgena «DHCP-
cepsep» (CM. PUCYHOK 7-13):

e «MrHopupoBaTb UHTEPENC» — BKIKOUYEHME JAHHON HACTPOViKK OTKoYaeT paboty DHCP-cepsepa Ha faH-
HOM MHTepdelice.

e «CTapT» — HavyasibHbIli afpec apeHabl.
* «[pegen» — MakcMmMasibHOe KO/IMYecTBO afpecos, BulgasaemMblx B apeHagy DHCP-cepsepom.

* «Bpewms apeHfbl afpeca» — Bpems UCTEYEHUS CPOKa apeHabl apeHoBaHHbIX agpecos. MYUHUManbHoe 3Ha-
YyeHne — 2 MUHYTbI (2m).

Obuwyme HacTpoitkn | [ononHuTeneHele HacTpoiikn | Hactpoikw IPvE

OuHamuuecknii DHCP

OnHamnueckn eeinenate DHCP-agpeca knnenTam. Ecni BeIKND
06Ny HEeHBl TONBKD KNWEHTE C NOCTOAHHO apeHO0BAHHEIMIW A0pecami.

Haanaunte []
HaaHauuTs DHCP B 3T0ii CETH, JEKe BCNW HalieH apyroii cepeep.

IPyd-macka cetn

MepeonpefennTe CETEEYID MACKY, OTNPABENEHHYD KNWEHTAM. O8bIUHO 3TO
BeIYMCAEHD OT NOOCETH, KOTOpAaA NogaHa.

DHCP wactpoiikun

-

OnpenennTs AoONONHUTENEHBIE onunk DHCP, Hanpumep,
6,192.168.2.1,192.168.2.27, yTo0kbl W3BECTUTE KNWeHTOR 0 DNS-cepeepax.

PucyHok 7-14: lononHutenbHble HacTpoliku DHCP-cepBepa ceTeBoro uHtepgelica

Ecnu DHCP-cepBep Ha nHTepdielice BK/IOYEH, TO BO BKIagKe «[OMN0O/HUTENbHbIE HACTPOKM» nogpasaena
«DHCP-cepBep» (CM. pucyHoK 7-14) npeacTaBneHbl criegyowme gonoaHuTensbHble HacTpoiikn DHCP-cepsepa:

» «[lnHamnuecknit DHCP» — HacTpoiika BK/OUaeT WK OTK/OUAET PEXUM AVHAMWUYECKOTO BblAeneHus agpe-
COB KnveHTaM. Ecnu HacTpoiika Bbik/loueHa, To 6yayT 06CnyXeHbl TO/bKO KNWEHTbI C MOCTOSIHHO apeHA0BaH-
HbIMU afipecamu.

HacTpoiika nocTosHHbIX apeHs DHCP-cepBepa onvicaHa B pasgene 7.2.4 faHHOTo pykKoBOACTBA.
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» «HasHaunTb» — Ha3sHayaTb DHCP-cepBep 15 faHHOro nHtepdeiica, Aaxe ecnim obHapyxeH apyroin DHCP-
cepBep B 3TOM Xe CeTu.

¢ «IPv4-macka cetu» — nepeonpegeneHne Macku noaceTtun, Kotopas OTLaETCH KIMeHTaMm.

» «DHCP HacTpolikn» — HacTpoiika No3Bo/sET onpeaenutb Npon3sosibHbie DHCP onuwnu [14], oTaaBaemMble
KNneHTam.

MapameTp 3agaétcsa B hopmare:

<HOMep_onuuu>, <3HauyeHune_1>, <3Ha4yeHue_2>, ...

Hanpuwmep, onuusa

6,192.168.2.1,192.168.2.2

n3pelaet DHCP-knneHToB 06 agpecax DNS-cepeepa 192.168.2.1 n 192.168.2.2.

Obwme HacTpoiikn | [lononHWTENEHEIE HACTPOMHKM | HacTpoiku [PvE
JocTynHele pexumel paboTel  oTknoueHo v
DHCPvE cepeuc OTKHYEHE w
MNOP-npokcu OTKHYEHD w
06baAeuTE DNS cepeepa
06sABKTE DNS noMeHsl

PucyHok 7-15: IPv6 HacTpoiiku DHCP-cepBepa ceTeBoro uHtepderica

Bo Bknagke «HacTpoiikn IPv6» pasgena «DHCP-cepsep» fOMNOMHUTENBHO pasmeLleHbl HacTpolikn DHCP-
cepsepa, oTHocAwmecs K IP npoTokosny Bepcum 6 (CM. pucyHok 7-15):

* «[loCTyNHbIe PeXMMbl paboTbl» — PEXUM paboTbl CNyx6bl RA Ans aBTOMAaTNYECKON KOHbUrypauum n mapLu-
pyTusaumn. JocTyrnHble BapuaHTbl:

o «OTK/IIOYEHO» — Cc/1y)K6a RA BbIK/IHOUYEHA;
° «PEXMM cepBepa» — cnyx6a RA paboTaeT B pexume cepeepa (To/IbKO NPUHUMAET COO6LLEHNS);
o «pexuM nepepaun» — cnyxoa RA paboTaeT B pexume nepefaym (Tosibko nepefaét coobLleHus);
o «TMOPUAHBIN peXMM» — cry6a RA nepefaét n oTnpaBnsAeT COOOLEHNS.
[ns pexvma paboTbl «pexum cepeepa» U «rmépuaHbIi pexum» AOCTYNHA Takke cneaylollas HacTponka:

o «O6bABNSATb BCErAa, Kak MapLUpyTM3aTop Mo YMOJYaHuo» — MNPy BK/IKOUYEHUM 3TO ONnuymn faHHoe
YCTPOICTBO 6yAeT BCeraa 06bABNATLCSA B KaUecTBe MaplupyTi3aTopa no yMo/i4aHuio.

* «DHCPV6 cepBuc» — Bbli6op pexnma pabotbl DHCP-cepsepa ans npotokona IPv6. [JocTynHble BapuaHThbl:
o «OTK/HOYeHO» — DHCP-cepBep BbIK/THOYEH;
o «pexum cepepa» — DHCP-cepBep BK/IOYEH 1 paboTaeT TObKO Kak cepsep;
o «pexuMm nepegaun» — DHCP-cepBep BK/IIOYEH 1 paboTaeT B pexumMe peTpaHcasuum (relay) 3anpocos;
o «KTUOPUAHBIN PEXMM» — rMOPUAHBIA pexmm paboTsl DHCP-cepsep.
[na 3HaYeHUli «pexnmM cepBepa» U «rMOPUAHBIA PeXUM» AOCTYMHbI TAKKe Criedytoline HacTPOMKK:
o «DHCPV6 pexumm» — pexmnm aBToKoHgurypauun. JocTynHbl BapuaHThbl:

— «stateless» — NO3BONSET XOCTaM aBTOMarTnyeckn nony4yarb IPv6 agpeca B cetu 6e3 DHCP cepse-
pa yepes ncnons3osaHne NDP;

— «stateful» — aBTOKOHhUTypaLus BO3MOXHA TOMLKO C 1crnosib3oBaHuem DHCP cepBepa;

— «stateless + stateful» (3HaueHMe NO ymon4yaHuK) — MOryT UCNOSIb30BaTbLCA OA4HOBPEMEHHO 06a
BMAAa aBTOKOHMIypauuu.

e «NDP-npokcu» — pexum pabotsl NDP-npokcu. JoCTynHbl BapyaHTbl:

http://owen.ua 108 /157


http://www.owen.ua

KpaTkoe onncaHne 0CHOBHbIX QyHKLMI Web-nHTepdelica ynpaenenus MK210 TN-UG-OWRT-LUCI-R2

o «OTK/HOYEHO»;

° «pexunm nepepavn»;

o KTUOPUAHBIA PEXMUM>.
* «O6bABUTL DNS cepBepa» — cnMcok 06baBAsemMbix DNS-cepBepoB.
¢ «O6bABUTb DNS AOMEHbI» — CNMCOK 06bABAsIEMbIX DNS-A40MeHO0B.

7.1.2.3 MpoTokon «HeynpaBnsieMblii»

[aHHbIli NPOTOKON HE UMEET AOMOMHUTENBHBIX HACTPOEK M NpegHa3Ha4YeH Aa1a NHTepdEncoB, KOTopble HE ynpaB-
NaTCa cnyx6oii netifd.
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7.1.3 Cos3paHune HOBOTO UHTepeiica

[na co3gaHns HoBOro nHTepdieca npegHasHadeHa KHomka «[06aBuTb HOBbIN MHTEPAIENC» (CM. PUCYHOK 7-1),
pacnosioXeHHas BHM3Y Tabnuubl MHTepdeincos.

Mpu HaxkaTn KHONKK «[l06aBNTb HOBLIN MHTEPhenc» ByAeT OTKpPbITa CTpaHMLa Co34aHNsa HOBOrO CETEBOTO UH-
Tepdelica, Kak MoKasaHo Ha pUCyHKe 7-16, Ha KOTOpOIi cnefyeT yka3aTb OCHOBHbIE HACTPOIKM CO34aBaeMOoro
NHTEepdoeica, BKIYas CMMBO/IbLHOE MMS U NPOTOKO MHTepdelica.

@ plc210- LuCl X | & plc210 - LuCl x |+ il - -
& G o ® & 172.16.0.1/cgi-bin/luci/admin/network/iface_add w yIn@D ® 1 =
Ll
]
V)1 E L
]
Cocroakue » plc210
Cucrema »
Cospatb uHTepdenc
MK »
Cry#@el b mA Hosoro ukTephelica
Cers v JlonycTUMElE CUMBONEL B-Z, a-2, 0-9 W _
. BHumanue: AnuHa umenn witeptheiica M niouan npe
WHTepdeiickl a
DHCP w DNS MpoTokon HoBoro WHTepheriica CraTuyeckwil agpec v
VimeHa xocToB Co3naTs MOCT HaJ HECKONBKUMW WHTepheicamn []

Cratuyeckue mapLipyThl ; ; .
Brniounte cnegytownii nHTepdeic | g% ethl v

OwarHocTuka
MesceTesoll 3kpaH

OTMeHz MpUMEHHTE

Cratuctnka b

PucyHok 7-16: Co3faHre HOBOro CETEBOrO MHTepdelica

Mocne BBOZA OCHOBHbIX MapaMeTpoB MHTepdielica, A1 ero Co3AaHus criefyeT HaxaTb KHOMKY «IpuMeHuTb». Ec-
/M OCHOBHbIE NapameTpbl Co34aBaemMoro nHTepdieiica 6binv BBeAEHbI 6€3 OLIMGOK, MPON30NAET Nepexos Ha cTpa-
HULLY peflakTMpPOBaHKs HOBOTO NHTepdelica, KoTopasi Noapo6Ha onvcaHa B pasaene 7.1.1 AaHHOIo PyKOBOACTBA.

7.1.4 YpaneHue nHtepdceiicoB

[ns ynaneHus nHtepdeiica npegHasHaveHa KHoMmka «YaanuTb» (CM. PUCYHOK 7-1), pacrosioxXeHHas B CTPOKE COo-
OTBETCTBYIOLLETO MHTEPIelica.

Mpy HaXXKaTUM KHONKK «YaanuTb» O6yAeT OTOOPaKEHO OKHO NOATBEPXKAEHMS, NOKA3aHHOE Ha pucyHke 7-17.

JedCTEMTENLHO YOANWTE 3TOT MHTEpDeRCc? YOaneHue He MOMeT ObiTk 0TMeHeHo! Bel MOXEeTe NOTepATE
OOCTYN K 3TOMY YCTPOACTEY, CNK Bbl NOOKNKYEHEl Yepea AaHHelR MHTephenc

OTtmeHa

PucyHok 7-17: MoaTBepXaeHve yaaneHust ceTeBoro uHtepdelica

B cnyyae noareepxaeHus yaaneHus (Haxatme kHonku «OK»), ceTeBoli nHTepdheiic byaeT yaanéH.
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7.2 DHCP n DNS

Ha ctpaHuue «DHCP 1 DNS» pasgena «CeTb» npefcTaB/ieHbl HACTPOLiKM ceTeBOl CNyx6bl dnsmasg, koTopas
npeactasnset coboli nerkosecHoli DNS n DHCP-cepsep. BHewHuii Bug ctpannubl «DHCP 1 DNS» nokasaH
Ha pucyHke 7-18.

& plc210-DHCP uDNS - Lucl X | + = - oI El
<

¢ @ ® 172.16.0.1/cgi-bin/lud/admin/network/dhcp B -9 vy Ihn@D ® 1 =
™1 -~
el'l-ll S AeToODHOENEHWE BKNKYEHO
]
CocTtofHue b ¥Mma xocra: plc2ll
Cucrema »
DHCP n DNS
MNIK »
Dnsmasq cogepsut B cebe DHCP-cepeep u DNS-npokcw anA cetessix skpados NAT
Crybel b
HacTpoiiku cepBepa
Cete ¥

WHTepdeicsl - . =
pep OBwme HacTpoiikn | @aiinsl resolv u hosts | [lononHWTENEHEIE HACTPOIKN

DHCP u DNS

MmeHa xocTos WMcnone3oeate /etc/ethers

Yurate /e

CTaTiueckne MapLupyTsl

NuarHocTuka ®aiin apeds  ftmp/dhcp.leases

MezkceTeBoil 3kpaH .
p Wruopupoeare paiin resolv []

Cratuctuka »
@aiin resolv  ftmp/resolv.conf.auto

Biiitit NoKankHelil DNS-daitn

WrHopupoears fetc/hosts [

[LononHuTeneHeli hosts daiin

AxkTnBHbIe DHCP apeHabl

Wma xocta IPvd-apgpec MAC-agpec OcTaeweecn BpemMa apeHabl

hostname 172.16.0.233 1565:53:42 18y 36m S5¢c

MocToAHHbIE apeHdbl

MNocToAHHAA apeHa UCNONL3YETCA ANA NPUCBOEHWA BUKCUpoBaHHbX IP-agpecos n umEH DHCP-knuentanm. MocToAHHAA apeHaa Takke
HeobXoauma ANA cTaTiyecknx WHTepdeicos, B KoTopklx 0BCNyKNBAKTCA TONLKO KNWEHTE! C NPUCBORHHLIMU a4 pecami

Hammure kHonky fobaeums’, utobel fobaente HoBy 2anuck apenasl. MAC-adpec’ waentudmumpyet xocT, 1Pvd-adpec’ yrassigaeT
fhuKcHpoBakHEIi agpec, a WA xocma' npuceansaeTcA B KaYecTBe CMMBONLHOTO UMEHW ANA 3anpalunBatoliero xocta. HeobasatensHo
Bpews apexdel adpeca’ MoxeT BbiTe MCNONL30BAHO ANA Toro, yTobkl YCTAHOBUTE MHAMBUAYANEHOE BpeMA apeHAsl, Hanpumep 12h, 3d nnn
GeckoHeuHoe

Wma xocta MAC-agpec IPvd-apgpec Bpemna apeHgkl agpeca DUID IPv6-cydpdhukc (hex)

3dece He codepwamca HeobxoduMele 3HaYeHUA

COXpPaHWTE W NPMMEHUTE COXpaHWTE

PucyHok 7-18: CtpaHuua «DHCP 1 DNS»

HacTpoiiku cnyx6bl dnsmasq Ha cTpaHuue «<DHCP 1 DNS» pa3geneHbl Ha HECKO/IbKO BK1aA0K:
* «OO6LMe HaCTPOIKM» (cM. pasaen 7.2.1);
* «JlonosIHUTENbHbIE HACTPOLiKM» (CM. pasgen 7.2.2);
» «®aiinbl resolv n hosts» (cM. pasgen 7.2.3).
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[JononHutenbHo, Ha cTpaHule «DHCP n DNS» B nogpasgene «AktuBHble DHCP apeHabl» npusoamutca Tabnuua
TeKyLLMX apeHA0BaHHbIX aapecoB A5 I[P NpoToOKoN0B Bepcuii 4 1 6 (CM. pUCyHOK 7-19).

AkTnBHble DHCP apeHabl

Wma xocta IPvd-agpec MAC-agpec OctaEweecA EpemA apeHakl

hostname 172.16.0.233 555342 184 37Tm 10c

PucyHok 7-19: AkTuBHble apeHasl DHCP-cepsepa

AHanormuHbIi nogpasgen ¢ Tabnuueli apeHaoBaHHbIX aapecoB Ans IP NpoTOKOM0B Bepcuii 4 1 6 nMeeTca Takke
1 Ha cTpaHuue «O630p» pasgena «CoctosiHne» (cM. pasgen 3.1.6).

B nogpaspgene «IMocTosiHHbIe apeHapbl» cTpaHnubl «<DHCP 1 DNS» (cM. pucyHoK 7-20) Npon3BOANTCS HACTpOiKa
NoCTOsIHHbIX apeHa DHCP-cepBepa, koTopas nogpo6bHO paccMoTpeHa B pasgene 7.2.4.

MocTofAHHBIE apeHabl

Bpemn apengbl DUID |Pvé-cydpepurc
agpeca (hex)

hostname 555342 (hostname) +  17216.0233 =

PucyHok 7-20: Moapasgen «IMocTosHHbIe apeHbl» cTpaHuLbl «DHCP 1 DNS»

7.2.1 O6WMe HACTPOIiKu

O6Lpme HacTpoiikM cnyx6bbl dnsmas( pacnonoxeHbl Bo BkNaake «O6ume HacTpoliku» cTpaHulbl «kDHCP n DNS».
BHewHwuii Bug, BkNagkn «O6Lme HacTpOLiKi» MoKasaH Ha puUcyHke 7-21.
Bo Bknagke [OCTYMHbI CneaytoLlme 0OCHOBHbIE HACTPOKN:

* «TpebyeTcs AOMeH» — He nepeHanpaBnsaTb DNS-3anpocbl 6€3 DNS-1mMeHu.

» «OCHOBHOWi» — HacTpOiiKa, onpegensoLLas egUHCTBEHHbIN N 3To DHCP-cepBep B 10KaslbHO ceTw.

* «JloKasbHbIi cCepBep» — MMEeHa, COOTBETCTBYIOLLME AaHHOMY JOMEHY HUKOrAa He nepegatotcs. JaHHble nve-
Ha paspeLluatoTcs ToMbKo 13 dpanna DHCP («/etc/config/dhcp») nnu caiina xoctoB («/etc/hosts»).

* «JloKasIbHbI [OMEH» — CyPPUKC JTOKaSTbHOTO AOMEHa, KOTOpLI byaeT Aob6asneH k DHCP-umeHam v 3anu-
caMm chalina xocToB («/etc/hosts»).

* «3annch 3anpocoB» — 3anu1cbiBaTb NoslyuyeHHble DNS-3anpockl B CUCTEMHBbI XypHaJl.
* «[epeHanpaeneHue 3anpocoB DNS» — cnncok DNS-cepBepoB [/1s1 nepeHanpaB/eHns 3anpocoB.

* «3awura ot DNS Rebinding» — BkntoyaeTt nnim otknoyaeT PyHKUMOHAN 3alnTbl OT atakm DNS
rebinding [15].

Ecnv onuus BkoYEHa, TO AOCTYMHbI TakKe AONO/THUTENbHbIE HACTPOIKM:
o «Pa3pelnTb NOKasTbHbIA XOCT» — pa3peLLnTb OTBEThI BHELLIHER ceTu B gnana3oHe 127.0.0.0/8.
o «benblii CNMCoK JOMEHOB» — CMUCOK OMEHOB, A1 KOTOPbIX pa3peLueHbl oTeeTbl RFC1918 [10].
* «TONbKO noKasbHbIi DNS» — orpaHmyeHne cnyx6bl DNS ans nogceteii nHtepdeiica ncnonb3ytouiero DNS.

» «He ucnonb3oBatk wildcard» — Bk/IOUaeT coegnHeHe ToNbKO € onpeaenéHHbIMU nHTepdencamm, He nc-
No/b3yLWMMN NoACTaHOBOYHbIE aapeca (wildcard).

http://owen.ua 112 /157


http://www.owen.ua

Kpartkoe onncaHue oCHOBHbIX chyHKUMIF Web-nHTepdielica ynpasnexus MK210 TN-UG-OWRT-LUCI-R2

Obwme HacTpoikn | @ainel resolv u hosts | JononHWTeNEHEIE HACTPOMKK

TpebyeTca noMeH

OcHoBHORM

INokankeHeli cepeep

INokansHblid goMeH

3anuce 3anpocoB

MepeHanpaenexne aanpocoe DNS

3awwra ot DNS Rebinding

Pa3spelunTs NoKankHLIi xocT

Benwlil cnucok foMeHos

Toneko nokansHed DS

He ucnonsaoearte wildcard

WHTepteiic 4nA BXOAALWNK COBLUHEHNI

Mckntounte nHTepdefcsl

He nepeHanpaenATe DNS-2anpocel 623 DNS-WMEHK
3T0 eOMHCTBEHHEIN DHCP-cepEep B NOKANBHOM CETH

flan/
CornacHo TpefoBaHWAM, MMEHA COOTEETCTEYIOWME 3TOMY QOMEHY, HUKOM@A He
nepepawTcA. 1 pa3pewanTcA Toneko w3 daina DHCP (fetc/config/dhcp) nnn
thaiina xoctoe (fetchosts)

lan
CydhHKC NOKaNLHOTD A0MEHa, KoTopblil GyaeT aoGaened kK DHCP-uMeHam 1
3anuch faina xocToe (fetefhosts)

O

3anncelEaTe NoNy4YeHHsle DMNS-3anpockl B CMCTEMHBIR XypHAN
8888 x
Cnucok DNS-cepeepoB gnA NepeHanpaeneHnA 3anpocos
OT6packlBaTs 0TEETHI BHEWHEN ceT RFC1918

PaspellnTs 0TEETEl BHEWHER CETW B AMana3zoHe 127.0.0.0/8 Hanpumep, ona RBL-

CepBUCOB

CnWcoK QOMeHOE, ONA KOTOPLIX pa3peweHel oTeeTel RFC1918

OrpaHuyeHne cepenca DNS, AnA nogceTel HTepdeiica ncnons3ayewero DNS.

O

MpWEA3LIBATE OUHAMUYECKM K MHTEpGeicam, a He no walnoHy agpeca
(pEKOMEHOYETCA N0 YMONYAHWI ANA Linux)

OrpaHnysTe NPOCAYWMEaHNE 3THX MHTEPHEACOB U 3aMbIKaHNe Ha celA.

3anpeTnTE NPOCNYWWEAHWE 3THX MHTERdeACoB,

PucyHok 7-21: O6Lme HacTpoliku ciyx6bl dnsmasq
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7.2.2 JonosiHuTeNbHblEe HACTPOIAKN

JononHuTtenbHble HaCTPOKK CNyX6bl dnsmasg pacnosioXeHbl BO BKNaAKe «[lonosiHUTeNIbHble HACTPOKU» CTpa-
HuLUbl «DHCP 1 DNS».

BHeluHWiA BUZ, BKNaKN «[lOMOHATE bHbIE HACTPOIKM» NMOKasaH Ha pUCyHKe 7-22.

Bo Bknagke AOCTYMHbI CrieaytoLiMe HacTPOnKM:

«[ogaBnTb NornMpoBaHne» — NoAaBUTh SIOrMpPoBaHne paboTbl MPOTOKOIOB cyX6bl dnsmasq (DNS 1 DHCP).

«Bblaenate IP-agpeca nocneposarenibHO» — Bblgasatb DHCP-knneHTam IP-agpeca nocnenosarefibHo, Ha-
YMHaa ¢ MeHbLLUEro AOCTYNHOro ajgpeca.

«®PUNLTPOBATL YaCTHblE» — He NepeHanpaenaTb o6paTHble DNS-3anpockl A1 T0KasIbHbIX CETEIA.

«PuneTpoBaTb 6ecnosiesHble» — He nepeHanpas/iaTh 3anpockl, KOTOPblE HE MOTYT ObITb 06paboTaHbl Ny6-
NnyHbiMn DNS-cepsepamu.

«J1oKa/IM30BbIBaTb 3aMpPoChl» — /I0KA/IM30BbIBATbL MMSI XOCTa B 3aBMCMMOCTM OT 3anpalliBaeMoii NoAceTH,
€C/IN AOCTYNHO HECKO/bKO IP-afpecoB.

«PaclmpsTb MMeHa y3/10B» — A06aBUTb /10KasbHbIN cydpdhnke goMeHa Anst MMEH 13 halina XxocToB
(«/etc/hosts»).

«OTK/IHYMT K3LL OTPULIATE bHBIX OTBETOB» — HE KELIMPOBATb OTPULATE bHbIE OTBETHI, B TOM U1c/e A/s
HECYLLIECTBYIOLLMX JJOMEHOB.

«JlononHuTenbHble dhaiibl CEpPBEPOB» — NYTh K AONO/HMUTENBHOMY haiinly cepBepoB. B daitne gomkHbl
COAEPXaTbCsa CTPOKM B BUAE

server=/domain/1.2.3.4

nnn

server=1.2.3.4

«CTporuii nopsifok» — ec/nv faHHas HacTpoiika BkaodeHa, To DNS-cepBepa 6yayT onpalumnBaTbcs CTPOro
B Nopsigke, onpefenéHHoM B «resolv» dhaiine.

«Bce cepBepbl» — onpallnBaTth BCe UMetoLecs: BHewHre DNS-cepBepbl.

«[epeonpepenexve nogaensHoro NX-gomMeHa» — CNm1CcOK XOCTOB, MOCTaB/IALWMX NoAAe bHbIE pe3ynbrarhl
JomeHa NX.

«DNS nopt cepsepa» — HoMep nopra 4718 Bxoaawmx DNS-3anpocos.
«DNS nopt 3anpoca» — HoMep nopTa An1a ncexoaawmnx DNS-3anpocos.

«Makc. kon-so apeHa DHCP apeHabl» — MakCUMasibHOe KO/IMYEeCTBO aKTUBHbIX apeHaoBaHHbIX DHCP-
agpecos.
«Makc.EDNSO pa3mep naketa» — MakCMMasibHO AonycTuMbli pasmep EDNS.0 UDP nakeTos.

«Makc. Kos1-BO OJHOBPEMEHHbIX 3aMpPOCOB» — MaKCUMaslbHO [JONYCTUMOE KO/IMUYECTBO OHOBPEMEHHbIX DNS-
3anpocoB.

«Pa3mep kawa DNS 3anpoca» — KO/M4ecTBO KalmpoBaHHbIX DNS 3anuceli. MakcMasibHO BO3MOXHOE 3Ha-
YyeHne — «10000». Mpu ykaszaHum 3HaveHus «0» kewwmposaHne DNS-3anpocoB 6yaeT OTK/IUEHO.

7.2.3 Hactpoiiku ¢aiinos «resolv.conf» n «hosts»

Bo Bknagke «®aiinbl resolv un hosts» ctpaHuubl «kDHCP 1 DNS» pacnosnioxeHbl HACTPOKK, Kacarowmecs gainnos
«resolv.conf» [16] n «hosts» [17]. BHewHnin BuA BkNagkm «daiinbl resolv n hosts» nokasaH Ha pucyHke 7-23.

Ha Bknagke «®aiinbl resolv n hosts» AOCTyMHbI cneayroliMe HacTPOKK:

«lcnonb3oBath /etc/ethers» — ykasaHue ncnosib3oBaTb KOHOUIypaumoHHbIA dhainn «/etc/ethers» [18] ans
HacTpoiikn DHCP-cepBepa.

«®dalin apeHa» — nyTb K dhaliny, rae xpaHmTcs nHdopmaumsa 06 apeHgosaHHbix DHCP-agpecax.
«U/rHopupoBatb haiin resolv» — ykasaHue cnyxb6e dnsmasq UrHopmpoBaTb AaHHble dhalina «resolv.conf».

«®aiin resolv» — nyTb K cpaiiny «resolv.conf». [JaHHas onuusa HeAOCTYMNHa, eC/n BKAKYeHa onums «rHopu-
poBatb haiin resolv».

«U/rHopupoBarthb /etc/hosts» — ykasaHue cnyx6e dnsmasq UrHopmpoBaTthb AaHHble dhalina «/etc/hosts».
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Daiinel resolv u hosts

OBLwe HacTpoiikn

Mogaeute NnorvpoeaHne

Brigenats IP-agpeca nocnegoeartensHo

Dun bTRPOBETE HACTHBIE

@unsTpoeats Gecnoneadsle

NokanuaoBwiBaTE 330 poCHl

PaclunpATe WMeHa yanos

OTKNHUWTE KaLw OTPWLATENEHEIX OTEBETOE

[NononHuTensHele Hainel cepeepos

Crporwil nopagok

Bece cepeepsl

MepeonpeseneHie nogaensHoro NX-gomeHa

DNS nopr cepeepa

Makc EDN

Makg. kon-eo OAHOBPEMEHHBIX 3anpocoB

Paamep kawa DNS aanpoca

[l ononHUTENEHEIE HACTPOIKK

O

MogaenTs NOMMPOBaHNE CTAHAAPTHOA pafoTel 3TMX NPOTOKONOE

BbloenAts |P-agpeca NocneqoBaTensHo, HaUMHAaTL C MEHbLIErD AOCTYNHOMD afpeca
He nepeHanpaenaTe ofpaTHele DMNS-3anpockl ANA NOKankHLIX CeTeil

O

He nepeHanpaBnATe 3anpockl, KOTOPLIE HE MOMyT BeiTe 0GpaboTaHel NyGNUYHEIMKT
DMNS-cepeepanmu

NoKanWanpoeaTs MMA X0CTA B 33BUCMMOCTI OT 3anpawveaEmoi NogceTh, ecnu
LOCTYNHO HecKkoneKo IP-agpecoe

[oGasuTe NOKaNbHLIA cyddWKEC OoMeHa ANA MMEeH W3 gainna xoctoe (fetc/hosts)

O

He KewnpoeaTe OTPULATENbHLIE OTBETHI, B TY. ANA HECYWECTEYOUMY AOMEHOB

3T0T hain MOM¥EeT COOep¥aTh TaKKe CTPOKN, Kak 'servers/domain/1.2.3.4" unu
server=1.2.3. 4" fordomain-specific UNW NOMHLIA cNMCoK BHEWHEeN ceT DNS servers.

O

cepeepa ByaOyT oNpolleHsl B NOpAAKE, oNpedeneHHomM & resolviile daiine

O

Onpawweate Bce MMEKWWeCA BHeWHEe DNS-cepeeprl

CNWCOK XOCTOB, NOCTAENAWMY NOL0eNbHBIE Pe3ynETaThl JoMeHa MX
MopT gnA exogawwx DNS-3anpocos

CUKCMPOBAHHBIA NOPT ANA WcxogAwMx DNS-3anpocos
MakcuManbHOe KONUYeCTED aKTWBHLIX apeHOoBaHHbX DHCP-agpecos
MakcuMansHo 0onycTHMLI paamep UDP naketos EDNS.0

MaKcuMansHo QonyCTUMOE KONMYECTEO OOHOBPEMEHHbIX DNS-3anpocos

KonuyecTeo K3wKpoBaHHelx DNS sanuced (Makcumym — 10000, 0 — oTKNOYUTL
K3 WKMpOBaHKNE)

PuvicyHok 7-22: [lononHWTebHbIe HACTPOIKKN CryX6bl dnsmasq
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Obuwne HacTpoiikn | Daiink resolv u hosts | [ononHuTensHele HACTPOMKK

Mcnoneaoeats /etc/ethers

Yutate /etc/ethers gnA HacTpoiikn DHC

Dain apeHs  Jtmp/dhcp.leases

MrHopuposate gain resolv [

Daiin resolv | /tmp/resolv.conf.auto

NokaneHeln DNS-bain

WrHopupoeats fetc/hosts [

JNononHuTtenkHeil hosts daiin

PucyHok 7-23: HacTpoiiku chaiinos resolv.conf n hosts cnyx6bl dnsmasq

e «JlononHuTenbHblii hosts thaiin» — NO3BONSAET yKa3aTb OAUH UM HECKONBKO AOMOSHUTEbHBIX halifio
«hosts». YkasaHHble thaiiibl 6yayT Mcnonb3oBaTbCs BMECTE CO CTaHAapTHLIM doaiisiom «/etc/hosts». JaHHas
onumMs HeJOCTyMHa, ecnn BK/IYeHa onuus «MrHopmpoBaTs /etc/hosts».

7.2.4 HacTtpolika nocTosiHHbIX apeHg DHCP-cepBepa

lMocTosiHHasA apeHaa ucnonb3yeTcs Ans NPMCcBoOeHNss PUKCUPOBaHHbIX IP-agpecoB n méH DHCP-knneHTam. MNo-
CTOSIHHas apeHa Takke Heobxoguma A5 CTaTnyeckux MHTepdencoB, B KOTOPLIX 0OC/TYXXMBAKTCH TO/IbKO KINEH-
Thbl C MPUCBOEHHBIMW aZpecamu.

YnpasneHve NoCTOSAHHbIMU apeHjamn pasMeLleHo B nogpasgene «MocTtosHHble apeHbl» cTpaHuusl «<DHCP
n DNS». BHeluHwWii Bug nogpasgena «MNocTosiHHble apeHabl» NokasaH Ha pUCyHke 7-24.

MocToAHHBbIE apeHabl

MocToAHHaA apeHaa MCcnonb3ayeTcA AnA npucBoeHnA gukcuposanHerx IP-agpecos u nméH DHCP-knuenTam. MocToAHHan apexaa Takse Heob
YHMBAHTCA TOMBKO KNWEHTH C MPUCBOEHHEIMK 34 pacami

XOgUMa Ans
CTATUUECKNX WHTE icoB, B KOTOpLIX 06

HasmuTe KHonky MAC-adpec’ ngeHTnhuUMpyeT X yKa3clBaeT PUKCHPOBaHHEIR agpec, a
Mma xocma' NpUCEaNEAETCA B KAYECTBE CUMEONEHOMO MMEHN 4NA 3anpallneakollero xocTa. Heo adpeca’ MoxeT OkiTs
MCMONB30BaHO ANA TOro, YTobbl YCTaHOBWTE MHAWBWAYANEHOE BpemMA aperakl, Hanpumep 12h, 3d unn GeckoHeuHoe
Bpemna apeHabl 1Pw6- HEKC
Wma xocta MAC aspec IPv4-agpec e pup P b
agpeca (hex)

hostname :85:53:42 (hostname) ~ 172.16.0.233 ~ YaanuTe

gateway AC:82:5F (gateway) - 192.168.01 -

PucyHok 7-24: HacTpoiika nocTosiHHbIX apeHg DHCP-cepsepa

[Jo6aBneHne HOBOI MOCTOSHHOW apeHbl OCYLLECTBISAETCS HaXaTUEM KHOMKU «[06aBnTb» C NOC/eayoLWwmnm ykasa-
HMEM NapaMeTPOoB NOCTOSHHON apeHdbl B 406aB/IEHHOR CTPOKe Tabnuubl (CM. PUCYHOK 7-25).

YaanuTb CyLecTBYIOLLYIO NOCTOSIHHYIO apeHay MOXHO Npy MOMOLLY KHOMKM «YAasuTb», PacrofiIOXeHHO B CTPOKe
COOTBETCTBYIOLLIEN 3anucm.
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MocTosAHHBIE apeHab!

MocToAHHAA apeHfa NCnonkayeTcA ANA NpWcBoeHuA dukcpoBanHex |P-agpecos u nmén DHCP-knnentam. MocToAHHaA apenaa Takcke Heobxoguma ana
CTaTUUeCKUX MHTephelicoB, B KOTOPLIX 0BCNYHWBAKITCA TONEKO KNMEHTH © NPUCBOSHHLIMI 34pecami

Hasmure kHonky Lobasums’, utobbl JobaBnTs HOBYK 3anuck apenabl. MAC-adpec’ noentunumnpyet xocT, 1Pv4-adpec’ ykaseiBaeT MKCMPOBaHHLIR agpec, a
Wnva xocma' npucBauBaeTCA B KAYECTEE CHMBONBHOTO UMEHM ANA 3anpalluBakwlyero xocta. HeobAaatensHo ‘Bpemsa apexdsl adpeca’ MoxeT ObiTh
NCMONL30BAHO ANA Toro, YTobel YCTaHOBWTE MHAMBWAYANEHOE BpeMA apeHasl, HanpuMep 12h, 3d unu BeckoHedHoe

Wusxocra  MAC-ampec 1Pvd agpec pona puID oy Yo
anpeca
hostname 55:53:42 (hostname) v 172.16.0.233
gateway :4C:82:5F (gateway) - 192.168.01 -
- -

NobaBnTh

PucyHok 7-25: [lo6aBneHwe 3anvcu NocTosiHHoN apeHasl DHCP-cepBepa
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7.3 NImeHa xocTtoB

Ha cTpaHuue «MmeHa XocToB» pasgena «CeTb» MOXHO OnpeaennTb Nob30BaTe/IbCKuii CMCOK XOCTOB U COOTBET-
cTByowmne um IP-agpeca. BHelwHWn Bug, ctpaHuLbl «/iMeHa XO0CcTOB» NokasaH Ha pucyHke 7-26.

& plc210 - Vmena xoctos - LuCl X | + T oo E
&« ¢ o ® 172.16.0.1/cgi-bin/luci/admin/network/hosts see i*d v In D ® & =
~
(V) [1B 1
-
CocToaHue b plc2l0
Cuctema »
MmeHa xocToB
MK »
CriyBbl ¥ Cnucok XxocToB
Cets » Hus xocra IP-appec
WHTephelickl gateway 192.168.0.1 (gateway) =
DHCP u DNS workstation 192.168.0.58 ( 426C4D) v

MmeHa xocTos

Cratnyeckne MapL PyTBI

NobaenTs

OunarHocTuka

COXPaHUTE W NpUMeHnTE | CoxpanuTe S

MexceTeBoid akpan

PucyHok 7-26: CtpaHuua «/iMeHa XocToB»

[lo6aBneHne HOBOrO MMEHMN XOCTa OCYLLIECTB/ISIETCS HaXKaTMeM KHOMKU «06aBuTb» C NOCNeAyoWMUM yKazaHuem
VMEHW XOCTa 1 COOTBETCTBYIOLLETO eMy |P-afpeca B 106aB/IeHHO CTpoke TabuLbl (CM. PUCYHOK 7-27).

Cnucok xocToB

Hma xocta |P-agpec
gateway 192.168.0.1 (gateway) -
workstation 192.168.0.58 ( A2:6C:40) -

YaannTe
M YOanuTE

LoB3enTe

PucyHok 7-27: CtpaHuua «/meHa xoctoB». [lobaBneHne HOBOIM 3anvcu

YaanuTb CyLEecTBYHLLYIO 3aN1cb UMEHW XOCTa MOXHO NPY NOMOLLY KHOMKN «YAauTb», PacrnofoXeHHol B COOT-
BETCTBYIOLLIEN CTPOKE.
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7.4 CtaTnyeckue mMapLipyThbl

HacTtpoliiku ctatnyeckmnx IPv4 n IPv6 MapLUpyTOB pacrnosioXeHbl Ha cTpaHuue «CTaTuyeckme MapLupyThi» pasgena
«CeTb». [laHHble HaCTPOIKM NO3BONSAKT [06aBNATL B IPV4 1 IPV6 Tabnuubl MapLipyTU3aLmm nonb30BaTebCckue
MapLUpyThl (CTaTMYeckme MapLupyThbl).

BHewwHWi BUA cTpaHuLbl «CTaTnyeckme MapLupyThi» NokasaH Ha pucyHke 7-28.

& plc210 - Cratuueckme mapwp, X | + - -
&« c ‘Q 0] 172.16.0.1/cgi-bin/luci/admin/network/routes e ﬁ i I @O ® 1 =
~
]
(V) [10 [
u
CocToAHue P plc2l0
Cuctema b
MapuwpyTbl
MK »
MaplLupyTH3aUnA cAyKUT ANA ONpejeneHiA Yepea, Kakoi WHTepdeic U LN MOKHO 4O0CTHYE ONpedeneHHoro XocTa Wi ceth
Cryubel b
Cratmyeckue mapwpyTsl IPv4
Cete *
WHreptelickl Wutepdreiic  Haznavenue IPv4-macka cetn 1Pv4-wnioz MeTpuka MTU iz
mapupyrta
DHCP u DNS IP-agpec unu ceTs ecni ceTe
Wmena xocTos n v 192.168.20.0 255.255.255.0 192.168.0.1 unicast v

Crathyeckne MapLUpyThl

NnarHoctika Jobaents

MexceTeB0il 3KpaH
Cratnyeckue mapwpyTthl IPv6

Cratuctuka b

WnTtepdrenc Hazna4eHne IPv6-wnioz MeTpuka MTU Tun mapupyta
=T
|Pv6-agpec unu cete (CIDR)

Sdece He codepxamca HeobxoduMbLIe 3HAUEHUR

LobaeuTe
CoxpaHnTk W npuMennTe | COXpaHuTE C]

PucyHok 7-28: CtpaHuua «CTtatmyeckme mapLipyTbi»

[o6aBneHne HOBOTO CTaTMUYECKOro MapLLIpyTa OCYLLECTB/ISETCS HaKaTMeM KHOMKM «[106aBnTb» C Noc/eyoLmm
yKasaHvWeM napaMeTpoB MapLUpyTa B Ao06aBNeHHOl cTpoke Tabnuupbl (CM. PUCYHOK 7-29).

Cratn4eckme mapwpyTel IPv4

. Ti
Wurepdeiic  Haznauvenne 1Pvd-macka cetn 1Py4-wmnio3 MeTpuka MTU i
Mapupyra
IP-agpec unu ceTb ecnu ceTb
lan w 192.168.20.0 255.255.255.0 192.168.0.1 unicast

PucyHok 7-29: CTpaHuua «Ctatuyeckme MapLupyTbi». Jo6aBneHme HOBOro MapLupyTa

YaanuTb CyLeCTBYHOLLMIA MapLLPYT MOXHO MPU MOMOLLIM KHOMKN «YAa/nTby», PACMOMIOKEHHON! B CTPOKE COOTBET-
CTBYIOLLEro MapLupyTa.
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7.5 MexceTeBOW 3KpaH
HacTpolikn mexceTeBoro akpaHa (bpaHamayapa) pacnonoXeHbl Ha CTpaHuLe «MeXCceTeBoii akpaH» pasgena
«CeTb» 1 pasfeneHbl Ha BKIaaKu:

» «O6LMe HaCTPOIiKMN» — OCHOBHbIE HACTPOIKN MEXCETEBOTO 3KpaHa (CM. pasgen 7.5.1) n HacTpolika 30H
(cm. pazgen 7.5.2).

» «[NepeHanpaBneHve NOPTOB» — HACTPOViKa NpaBw/ NepeHanpas/ieHnst NOpToB (CM. pasgen 7.5.3)

* «MpasBwna ans Tpaumka» — HacTpoKa nNpasBul MEXCETEBOIO 3KpaHa [/19 BXOAALLEr0, UCXOAALLEro U nepe-
Hanpasnsemoro Tpaduka (cMm. pasgen 7.5.4).

* «[Monb3oBartesibCkMe npasuia» — HaCTPOKa No/b30BAaTENbCKUX MPAaBW/T MEXCETEBOr0O 3KpaHa (CM. pas-
Aen 7.5.5).

7.5.1 OGLme HaCTPOKU

BHewWwHWi1 BUA CTpaHWLbl «MeXCETEBOW 3KpaH» C OTKPLITOW BKNaAKon «O6LIMe HACTPOKN» NoKa3aH Ha PUCYH-
ke 7-30.

-
& plc210 - O6ume HacTpoiikn - | X | + =
&« c @ @ 172.16.0.1/cgi-bin/luci/admin/network/firewall ses 4 + In @D & B =
V) 11 B 8
Vii:
-
CocTtoAHue b plc2lo
Cuctema b
OBuwime HacTpoiiku [MepeHanpaeneHne nopros Mpaeuna anA Tpagmka MNonezosatensckue npaeuna
MK »
Crybel b MexceTteBOM 3KpaH - HﬂCTpDHKﬂ 30H
Cete * MesceTeB0il 3KpaH CO3AAET 30HE B BalLel CETW ANA KOHTPONA Tpaduka
WHTepdeice OBme HACTPOMKK
DHCP u DNS
Brntounte 2awuty ot SYN-flood arak
Mmena xocTon
S —— Orpackigars HekoppekTHele naketsl [
BCcKUe M y
NuarHocTuka BxogAwmnii Tpauk  NpUHUMATE he
MesxceTesoil 3kpaH Mcxoaawui Tpadmk  NpUHUMATL v
Cratuctuka b MNepexanpaeneHne  oTeeprate v
BTt
3oHbI
3ona Bxogawmit Hexogammi Orpannyenne
Hua = i o Mepenanpaenenue Mackapaguur P
Mepenanpaenenun Tpadhuk Tpadpuk
lan lan = |wan NpuHUMET |v NpHHUMETI | ¥ NpPUHUMATE v O O
wan | wan = REJECT OTBEPraTl | ¥ NPUHUMAETI | ¥ 0TBEPraTh v
T s
v

PurcyHok 7-30: O6Lupe HaCTPOIKN MEXCETEBOTO 3KpaHa

Ha aaHHo BKkNagke cogepxarcs crefytoLime HacTPONKN MEeXCETEBOIO akpaHa:
* «Bknountb 3awmty ot SYN-flood atak» — ynpasnenune dyHkumein 3awmutbl oT SYN-flood aTak [19].

» «OT6pacbIBaTb HEKOPPEKTHbIE NaKETb» — yNpae/eHne yHKLUMel oT6pacbiBaHns HEKOPPEKTHbIX BXOAALLMX
MaKkeToB.

* «Bxoaswumii Tpadink» — ycTaHaBNMBAET NOMUTUKY «MO YMOMYaHMIO» ANs BCEro Bxoasiero Tpadmka (MpuHn-
MaTb, OTBepraTb Wi He obpabatbiBaTb).
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* «lcxogawmii Tpadonk» — ycTaHaBAMBaET MOMUTUKY «MO YMOTHaHMIO» A/1s1 BCEro ncxoasiero Tpadvka (npu-
HUMaTb, OTBepraTb UM He obpabatbiBaTh).

» «[MepeHanpasneHne» — ycTaHaBNMBAET NOMUTUKY «MO YMOIYaHWIO» [1/151 BCEro nepeHanpaensemMoro Tpadgu-
Ka (NpuHUMmaTh, OTBepraTb UM He obpabaTtbiBaTb).

7.5.2 HacTtpolika 30H

B nogpasgene «30Hbl» (Bknagka «O6Lme napaMmeTpbl» CTpaHnLbl «MeXCceTeBoi aKkpaH») nepeuncrieHb cylle-
CTBYHOLLME 30HbI B BUAE TabNuLbl C MX OCHOBHLIMM NapaMeTpamMu B cTon6Lax (CM. pUcyHok 7-31).

30HBI

JoHa = Bxopawmni Wexonammi OrpaHnieHune
Mepenanpaenexnuna Tpadmk Tpagmk Mepexanpagnene  Mackapapuur MSS

lan lan = [wan npuHKMal | v MPMHAMAT |V MPUHAMAETE vl O O WamenuTs | Yoanute
wan |[wan = REJECT OTBEPraTI | ¥ MPMHAMAT | % OTBEpPraTh v WamenuTs | Yoanute

NobaenTe

Nms

PucyHok 7-31: HacTpoliika 30H MeXceTeBoro akpaHa. Tabnumua 30H

K OCHOBHbIM NapameTpam 30Hbl OTHOCSITCA CrieaytoLye HacTPOKK (CTONGLbI Tab/nLbl):

* «Bxopaswwii Tpacdmk» — ycTaHaBIMBAET NOSIUTUKY «MO YMOMUYaHMWIO» A1 BCEIO BXOASLLEIO Tpadmka 30HbI
(MpMHUMAaTL, OTKIOHATL UK HEe obpabaTbiBaTh).

* «Mcxoaaimin Tpadomk» — ycTaHaBMBAET NOSIMTUKY «MO YMOMYAHUIO» AJ1s1 BCEro UCXOASLLEro Tpadmka 30HbI
(MpMHUMAaTL, OTKIOHATL UK He o6pabaTbiBaTh).

» «[lepeHanpaBneHne» — ycTaHaB/IMBaET NOINTUKY «MO YMO/TYAHMIO» [/1s1 BCEro NepeHanpaBnsiemMoro Tpagm-
Ka 30Hbl (MPUHUMAaTL, OTK/IOHATbL WK He obpabaTbiBaTh).

» «MackapaguHr» — BK/IOYAET UM OTK/THOUAET TpaHCAAUmMio IP-aipecoB A5t yKa3aHHOI 30HbI.
» «OrpaHuuyeHre MSS» — BK/IOYAET U/ OTK/THOUAET OorpaHuyeHe MSS npu nepegade st AaHHON 30HbI.

LononHutensHo, B Tabnuue NpuBeaeHbl creayoLye napameTpbl 30H:
* «/IMA» — YHUKaNbHOE CUMBOJ/IbHOE MMSI 30HbI;

* «30Ha => [NepeHanpaBneHnsi» — 30Ha UCTOYHVK 1 30HbI HA3HAYEHWS], B KOTOpbIE pa3peLLeHo nepeHanpasse-
Hune Tpadunka (cm. pasgen 7.5.2.1).

7.5.2.1 PepakTupoBaHue 30H

OCHOBHble napamMeTpbl 30HbI MOXHO U3MEHUTb B CTPOKE Tab/MLbl 30H MPY NOMOLLM COOTBETCTBYHOLUNX 3/1IEMEH-
TOB ynpasneHns (CM. pUCyHoK 7-31). /19 n3MeHeHUs fONOMHUTENbHbLIX NapamMeTpPoB 30Hbl HEOOXOAUMO HaXaTb
KHOMKY «/13MEeHUTb» B CTPOKE COOTBETCTBYHOLLIEN 30HbI. [pK 3TOM OTKPOETCA CTpaHuLa peaakTupoBaHusl napamMert-
POB 30HbI C ABYMS BKNagkamu: «O6LLmne HacTporikn» N «onosHUTENbHbIE HACTPOMKM», KakK MoKa3aHo Ha PUCYH-
Kax 7-32 n 7-33.

Ha Bknagke «O6Lue HacTPOIiKM», B AONO/THEHUE K Y)XKE€ NePEeYNC/IEHHbIM PaHeE OCHOBHbIM HAaCTPOIiKam 30H (pas-
Aen 7.5.2) AoCTynHbI criegyroLme HacTPOKK:
¢ «MA» — YHUKa/IbHOE CUMBOJ/IbHOE VMS 30HblI.

* «/Icnonb3oBaTh CETU» — BbIGOP CETEBLIX NHTEPENCOB, BXOAALLMX B YKA3AHHYIO 30HY.

Ha Bknagke «[lono/iHMTE bHbIE HACTPOIKM» AOCTYMHbI CEAYIOLLNE HACTPOKM:

* «lcnonb3oBaTb NPOTOKO/» — BbIGOP BEPCUM UCMO/Ib3yeMOoro IP-npoTokona B ykasaHHo 30He. Bo3moxeH
BbIOOP 13 BapuaHTOB:

° TONbKo IPv4;
o TONbKO IPV6;
o |Pv4 un IPv6.

http://owen.ua 121 /157


http://www.owen.ua

Kpartkoe onncaHue oCHOBHbIX chyHKUMIF Web-nHTepdielica ynpasnexus MK210 TN-UG-OWRT-LUCI-R2

Obwuea I—ECTp-Cl.-He'.-I |—6|JEI-E|'|JEIBJ'IE-ME nopToe anBzL'E ANA TpapuKa Monez0BaTenbCckMe Npaguna

MexxceTeBOM 3KpaH - HacTpomka 30H - 3oHa "lan”

3oHa "lan”

OBwme HacTpoikn | [ononHMTENEHEIE HACTPOIKKM
Mma | lan
BxogAwmii Tpadbue  npuHMMaTE v
WMexoaawmia Tpadme NpHHAMAETE T
[epeHanpaeneHie npusvMars v

MacxapaguHr
Orpanuyerne M3S

Wcnonezoeate cet lan: =R = = "

MepeHanpasneHne Mexay 30HaMH

HE3HAYEHLUA ABNASTCA

Me pEHaNpaeneHWe ABMAETCA

PEISpELIJA_b nepeHanpaeneHye g '30HE! HAZHAYEHLA . wan: wan: "

PazpeluTs NepeHanpaEneHue U3 30 UCMOUHUKOE"

PucyHok 7-32: HacTpoiika 30H MexceTeBoro akpaHa. O6Luue HacTpoiiku

¢ «llcnonb3oBaTtb MackapaguHr To/IbKO 415 YKa3aHHbIX I'IO,CI,CSTEI\/’I-OTI'IpaBI/ITeerI\/'I» — NO3BOMAET OrpaHN4ynNTb
Mcnosib3oBaHMe TpaHCcIAaAUnnM agpecoB yKadaHHbIMU NOACETAMU-0TNPaBUTENAMN.

¢ «llcnonb3oBaTtb MackapaguHr To/IbKO A1 YKa3aHHbIX nop,ceTeVl-nonyaneneﬁ» — NO3BOJIAET OrpaHN4ynTb
Mcnosib3oBaHMe TpaHCcAUMM agpecoB yKadaHHbIMU noAceTaMU-nosydyaresiamMmu.

e «BKNOUUTL OTCNEXMBaHNe COQCI,VIHGHI/]VI» — BK/TOYaET WK OTK/HOHaeT MeXaHU3M OTC/iIEXXNBaHUA COGAI/IHGHI/IVI

(conntrack) onst AaHHOW 30HbI.

e «BKNOUNTL XXypHanupoBaHue B 3TOl 30HE» — BK/IOHAET UMM OTK/IOYAET 3annch Cpa6aTbIBaHI/IFI npaBu1 Mex-

CeTeBOro akpaHa A/15 AaHHOl 30Hbl B CUCTEMHbIN XYpHaU

[ns Kaxpoii 30HbI yKa3bIBAKTCA HACTPOWKM NepeHanpasieHnss Mexay 3oHamu B nogpasgene «lepeHanpasnexue
MeXxay 30HamMm» (CM. PUCYHOK 7-32).

[aHHble HAacTpoliky ynpaBnsiloT NoAMTUKaMK NepeHanpaBneHunst Tpadmka Mmexay pefaktupyemoli 30Hol 1 apyru-
MW 30HaMU:

» «Pa3pelunTb NepeHanpaB/eHne B 30Hbl HA3HAYEHUs» — paspeLlaeT nepeHanpasneHne Tpaguka U3 peaakTu-

pyeM0|‘/'| 30HbI B Bbl6paHHbIe 30HbI-Ha3Ha4YeHUA.

+ «PaspelunTb NepeHanpasieHne 13 30H UCTOUYHNKOB» — pa3pellaeT nepeHanpasfieHne Tpaduka us BbiopaH-
HbIX 30H-UCTOYHVKOB B PEAAKTUPYEMYIO 30HY.
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Ofwwue HacTpoikk | JononHWUTENEHEIE HACTPOKW

WMcnonszoeate npoTokon IPvd w IPvG v

Mcnone30EaTs MacxapalMHr TONBKO ANA YEa3aHHEIX
noAceTeR-oTnpaeuTensi

Mcnone3oeaTs MackapaguHr TONkXO ANA YEaIaHHEX
nogceTeii-nonyyartensi

BrNHOuUUTE OTCNERWBAHUE COROMHEHN

BrrmounTh #ypHANMPOEaHME B 3TOH 30HE

MepeHanpaBneHWe Mexay 30HaMU

[aHHLIE HACTPOAKN YNPaBNAKT NONMTUKAEMM NepeH ¢ 310 (lan) u apymamu soHamMK. TpadbuKoM 30H-Ha3HaYeHUA' ABNAGTCA
nepeHanpaeneHHEIR Tpauk "nexoaaLwmi us “lan™. T ! ¢’ ABNAETCA Tpaduk ‘'HanpaeneHbld B “lan™. lNepeHanpaeneHue ABNARETCA
[ 3aMeHHLIM, TO 8CTh NEpeHanpasneHye W3 lan B wan ‘He' fonyckaeT nepeHanpaenexue Tpaduka W3 wan E lan

PaspelumTe NepeHanpaEneHne B 30Hs! Ha3HaYeRUA" wan: wan: L° .

PazpelunTe NepeHanpaEneHte us 50K UCToUHUKOE" .

PurcyHok 7-33: HacTpoiika 30H MeXCceTeBOro akpaHa. [JonosiHUTeIbHbIe HACTPONKN

TpadhKoM 30H-UCTOUHVKOB SBASIETCS TPAUK, HANPABEHHbIV B PEAAKTUPYEMYIO 30HY.

MepeHanpaBeHne ABASETCH OAHOHANPaB/IeHHbIM, TO ECTb NepeHanpaBeHe N3 OAHON 30HbI B APYryi0 30HY He A0-
nyckaeT nepeHanpasneHve Tpacurka B 06paTHy0 CTOPOHY.

I ﬂ i TpadMkoM 30H-Ha3HaUYeHUs SBAETCA NepeHanpas/eHHblii Tpaduk, UCXOAALLMIA N3 peakTMPYEeMOii 30HbI.

7.5.2.2 [lo6aBneHune 30H
[nsa nobasneHnsa HOBOI 30HbI NpeAHa3HavYeHa kHomnka «/106aBnTb», PacnofioKeHHast CHU3Y TabsmLpbl 30H (CM. pu-

CYHOK 7-31). [py 3TOM OTKPbIBAETCA Takas e CTpaHuua pefakTupoBaHus napameTpoB 30Hbl, Kak U Mpu n3MeHe-
HUK CyLLecTBytoLLel 30HbI (CM. pasgen 7.5.2.1).

7.5.2.3 YpaneHue 30H

YpnaneHuve cyLlecTBytoLLed 30HbI BbINOMHAETCA NPy NOMOLLY KHOMKN «YAaNuUTb», PacnosIoKeHHOR B CTPOke CcOoT-
BETCTBYIOLLEN 30HbI (CM. PUCYHOK 7-31).
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7.5.3 MNepeHanpaBneHve NopTos
MepeHanpasieHye NOPTOB — 3TO COMOCTaB/IEHNE ONpefenéHHOro nopTa Ha BHeLLHeM NHTepdeiice ycTpoincTea
C onpefenéHHbIM NOPTOM HYXXHOTO YCTPOICTBA B JIOK&UTbHOW ceTu. MNepeHanpasiieHne NopToB NO3BOJSAET, HaNpu-

Mep, yAa/1EHHbIM KOMMNbIOTEPaM U3 CETU MHTEPHET COEANHATLCA C YCTPONCTBOM MK CNYXO0M BHYTPWN YaCTHOM
nokasnbHoi ceTu.

BHeluHwWii BuA Bknaaku «MepeHanpasneHne noptoB» CTpaHuLbl «<MeXceTeBoii akpaH» nokasaH Ha pucyHke 7-34.

Obwme HacTpoiikn MNepenanpaeneHne NopToE Mpaewna ana Tpaduka MoneaoBarensckue npaewna

MexceTeBoM 3KkpaH - lNepeHanpaBneHue NopToB

MepeHanpaBneHWe NoOpToB

Wma Bxogawui Tpaduk MNepeHanpaEnATE Ha Brnwunte
IPvd-TCF, UDP
W3 nobozo xocma B wan IP- 192.168.0.1, 50

Forwardg0g) . /0000 ¥ocmas ; aapec nopr 5v8 Beepx  BHuz
Yepea moboil IP-adpec mMapuwpymuzamaopa, nopt lan

5080

HoBoe nepeHanpasneHne nopra

BuHewHnan . BuyTpenuan
(LITE] Mpotokon BHewHwui nopt TP
20Ha 30Ha

TCP+UL | v wan v lan v "
comanr s oo | coenrs [

PucyHok 7-34: Bknagka «lepeHanpasneHyie NopToB» CTpaHuLbl «MexXceTeBoi aKpaH»

Buytpennui IP-agpec BHyTpeHHHA nopT

B camoMm Hauasie CTpaHuLibl NpuBeaeHa Tabnuua «MepeHanpasneHme NopToB» ¢ Nepeunc/ieHNEM YxXe Co3AaHHbIX
npasu/ NepeHanpaeneHunii NopTos. Tabnuua UMeeT crefyroLime CToNGLbI:

e «/MA» — yHUKa/IbHOE CUMBOJ/IbHOE UMSA NpaBuia nepeHanpasneHuns.

» «BxogsLmii Tpadmk» — B JaHHOM CTo/16L,e NPUBEAEHbI YCNOBUS /18 BXOASLLErO Tpadmka, npy coBnageHnm
KOTOpbIX JaHHOE NpaBusio ByaeT NPUMEHSTLCS.

 «[epeHanpaBnsiTb Ha» — B fJaHHOM cToN6LUe NpPVMBEAEH aApec U NopT YCTPoiicTBa, Kyaa 6yaeT nepeHanpas-
NATLCA TpagOUK NpY NPUMEHEeHUN AaHHOTo NpaBua.

* «BKOUNTE» — NO3BOSAET BK/IOUNTL UM OTK/IHOUNTL AaHHOE NPaBu/io. EC/in NpaBuio BbIK/IHOYEHO, TO OHO
He 6yaeT NPUMEHSTLCA K BXOoAsLLEMY Tpadviky.

7.5.3.1 MNMopaaok npumMeHeHUA NpaBun nepeHanpasfeHUs NOPTOB

MpaBuia nepeHanpas/ieHnst IPUMEHSIOTCS B TOM nopsigke (CBEPXY BHW3), B KOTOPOM OHM yKasaHbl B TabnuLe.
[nsi smeHeHus nopaaka npasun npeaHasHadeHbl KHOMKU «BBepx» 1 «BHM3» (CM. PUCYHOK 7-34), no3sonsioLme
nepeMecTUTb COOTBETCTBYOLLEE NPABWIO BBEPX WV BHU3 COOTBETCTBEHHO.

7.5.3.2 PepgaKkTMpoBaHue NpaBu nepeHanpassieHus NopToB

[na pegakTpoBaHus Npasu nepeHanpasneHns NopToB HE0OX0AMMO HaXKaTb KHOMKY «/3MeHUTb» (CM. pucy-
HOK 7-34), pacnosioXeHHyto B CTPOKe COOTBETCTBYHOLLEro npasuna. NMpu aToM OTKPOETCHA CTpaHuLa pefaktMposa-
HWA Npasuia nepeHanpasieHnsi NOPTOB, KakK NnokasaHo Ha pUCyHke 7-35.
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OBl e HACTpoKK MepeHanpaeneHne NopToE MNpaeuna gnA Tpagwka MNonezoEatensckle Npasuna

MexceTeBoun 3KpaH - MepeHanpaBnenue noprtos - Forward8080

Ha atoil CTPaHWUe MOMHHO M3MEHWTE paCLlUWPEHHBIE HacTpoiKK NepeHanpaeneHuA noproe.B bonswwHcTEE Cny4yaee Het HEO'SZ’{O,'J,III’-JCCTH W3IMEHATE 3TH NapameTpel

[NpaBMND BKNHUYEHD
Wma
MpoTokon

30Ha ncToUHWKA

MAC-appec wcTouHMKE

IP-appec wcTouHuKa

Forward8080
TCP+UDP v
wan: wan: & v

v
MpUMEHATE NPABNo TONEKD ONA BXOOAWEr0 Tpaguka oT 3Tux MAC-agpecos.

v

MpUMEHATE NPABUNO TOMBKO ANA BXOOAWEro Tpaguka 0T 37oro IP-agpeca unn QnanasoHa agpecos.

MopT UCToYHKKS

MPUMEHATL NPABUNO TONLKO ANA BXOQAWEro Tpaguka 0T YKa3aHHOro NopTa uiv OuanasoHa noproe
KM EHTCKOTO X0CTa

Brewnwi IP-agpec -
MpUMEHATE NPABWMN0 TONBKD ONA BXOOAWMY NOOKMNKYEHMI HA YKa3aHHBIW IP-agpec

8080

MopT AW AMaNa30H NOPTOE, BXOOAWME NOGKMKYEHWA Ha KoTopkIA GyAyT NepeHanpaBnATECA Ha BHYTPEHHKUA
NopT BHYTPEHHeTo IP-agpeca (cM. HItKE)

lan: lan: gb' gt g v

BHeLwHwi nopt

BHyTpeHHAR 30Ha

BryTpeHHni IP-agpec  192.168.0.1 (gateway) v
MNepeHanpaenATe TPAMWK HA YKa3aHHEIR IP-agpec

BHyTpeHHuid nopT | 80

IMNepeHanpaenATe TPadHK Ha YKA3aHHLIA NOPT MM ManazoH NOPTOE BHYTPEHHEro IP-agpeca

Brntounte MAT Loopback

[JononHUTENEHEIE apryMeHTEl

Mepegaét QoNoNHUTENEHEIE AapryMeHTel Tadnuue iptables. IcNonNe3ydTe C OCTOPOMHOCTER!

Hazan k obzopy COXpaHWTk ¥ NPUMEHWTE CoXpaHTk

PucyHok 7-35: HacTpolika npaBvna nepeHanpasieHnsi TOPTOB MEXCETEBOro aKpaHa

Ha AaHHOﬁ CTpaHuue OOCTYyNHbI AN1A pefakTuposaHuAa cnegyroume HaCTpOﬁKM npasuna nepeHanpaBieHnsa nop-
TOB:

* «[lMpaBnno BKNHYEHO» — KHOMNKa-NepeksyaTe b, N03BONAILWAA BKIOYUTL UK OTK/TIOUNTL NPUMEHEHNE
pegakTnpyemoro npaeuna.

e «/IMsI» — YHUKa/IbHOE CMMBOJILHOE MS NpaBuna.

 «[MpoToKOoI» — BbLIGOP NPOTOKONA NpaBwia. Bo3moxeH BbIGOp U3 BapuaHTOB:
> UDP;
o TCP;
o UDP +
o |ICMP;
° M0Nb30BaTeNbCKN (MPOU3BONIBHOE UMS NPOTOKONA).

B 3aBucumocTu ot Bbl6paHHOFO NpoToKOa Ha6op HaCTPOEK MOXET HeCyLLEeCTBEHHO MEHATLCA.
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* «30Ha NCTOYHMKA» — BbIGOP 30HbI UCTOYHKKA Tpadinka Ans npasuna.

* «MAC-afpec NCTOUYHNKa» — MO3BO/ISET yKasaTb OA4MH WU Heckosibko MAC-apecoB UCTOYHKKA Tpaduka
ansa npasuna. Ecnm MAC-agpeca 3agaHbl, TO NpaBuio dyaeT NPUMEHATLCS TOMbKO 4715 BXOAALWEro Tpaduka
OT ykasaHHbIXx MAC-afpecos.

* «IP-agpec ncTo4HuKa» — No3BOMIAET yKasaTb OAVH UM HECKOSbKO IP-afipecoB MCTOYHMKA Tpadmka ons npa-
Buna. Ecnu IP-agpeca 3afaHbl, TO NpaBuio 6yaeT NPUMEHATLCSA TONbKO A1 BXOASLLero Tpaduvka oT ykasaH-
HbIX IP-agpecos.

* «opT UCTOYHMKa» — MO3BOJIAAET YKa3aTb NOPT WU Ananas3oH NopTOB UCTOYHMKa Tpadvka ansa npasuna. Ec-
11 3TOT NapameTp 3afaH, To NPaBu/Io ByAeT NPUMEHATLCA TOMbKO A1 BXOAALLEro Tpadmka oT yKa3aHHOro
nopra uaun gvanasoHa nopToB YCTPONCTBA UCTOYHMKA Tpadmka. JaHHasa HacTpolika fOoCTyMnHa TOMbKO A1
UDP 1 TCP npoTOKO/OB.

* «BHelLHWi1 IP-aapec» — NO3BO/ISIET OrpaHNUNTL NPUMEHEHWE NpaBu/a 418 BXOAALMX NOAKIHUYEHUIA Ha yKa-
3aHHbIN IP-agpec. Ecnu He 3a4aH (3HayeHne «1t060ii»), TO NpaBuI0 NPUMEHSETCA K BXOAALLMM NOAKIYEHN-
sIM Ha Bce |IP-agpeca ycTpolicTBa.

* «BHeLWwHW1 NopT» — NO3BONSET OrpaHMUNTb NPUMEHEHUE NpaBuna 4718 BXOAALWMX NOAKIHOYEHUA Ha YKa3aH-
HbIV NOPT WK Ananas3oH NopToB. JJaHHas HacTpoiika focTynHa Tonbko Ans UDP n TCP npoToKosos.

* «BHYTpPEHHSA 30Ha» — BbIGOP 30HbI HA3HaYeHWs (NepeHanpasneHuns) Tpaduka 41 npasuia.

» «BHyTpeHHWii IP-agpec» — Bblbop IP-afpeca Ans nepeHanpasnieHns Tpadguka. Tpaduk npasuna dyaet ne-
peHanpaBAsATLCA Ha ykalaHHbIl IP-agpec.

* «BHyTpeHHMW nopT» — BbIGOP NopTa 418 nepeHanpasieHus Tpadmka. Tpadmk npasuna 6yget nepeHanpas-
NATLCA Ha yKasaHHbI NopT BHYTPeHHero IP-agpeca. [lJaHHasa HacTpolika A4ocTynHa Tonbko ans UDP n TCP
NPOTOKO/10B.

* «Bknountb NAT Loopback» — BkIOUUTL 418 faHHoro npasuna texHonornio NAT Loopback [20].

JaHHasa TeXHON0rvA NO3BOMIAET CUATATL NaKeT, NpULLeALni N3 BHYTPEHHEN CeTU Ha BHeLWHWi IP-aapec
YCTPOICTBA, Kak NakeT npuLieawmnii nssHe. TakuMm 06pas3om, A1 Takoro naketa paboTatoT npasuia bpaHa-
Mayapa, OTHOCALIMEeCA K BHELUHUM COegUHEHUAM.

* «JloNoNHUTENbHbIE apryMeHTbI» — MO3BOJIAET yKa3aTb AOMONHUTENbHbIE apryMeHThl 418 KoMaHbl iptables.
7.5.3.3 [lo6aBneHne npaBun nepeHanpas/ieHNUA NOPTOB
[na no6asneHns HOBOro Npasuna nepeHanpasneHns NOPTOB HEOOGXOAMMO 3ano/THNTL OCHOBHbIE NapaMeTpbl HO-

BOrO Mpasusia nepeHanpasneHns B Tabnuue nogpasaena «Hosoe nepeHanpasneHue nopra» (CM. pUcyHoK 7-36)
1 HakaTb KHOMKY «J06aBUTb>».

HoBoe nepeHanpaeneHWe NopTa

B B
Wmn NpoTokon 3:::‘“““ BHewHui nopt 3:::39""““ BuyTpennuii IP-agpec BHyTpeHHui nopt

TCP+UL | v wan v lan b4 M

PucyHok 7-36: [lo6aBneHue npaBuia nepeHanpassieHnsi NOPTOB MEXCETEBOTO 3KpaHa

3HayeHusi napamMeTpoB 4o6aBNsieMOro NpaBw/ia On1caHbl B pasgerne pefakTMpoBaHusi napaMeTpoB npasus nepe-
HanpaBneHns noptos (pasgen 7.5.3.2).

7.5.3.4 YpaneHune npaBus nepeHanpassieHUs1 NOPTOB

[na ynaneHua npasuia nepeHanpasneHns nopToB NpefHasHavyeHa KHonka «Yaanutb» (CM. PUCYHOK 7-34), pacno-
NoXeHHasn B CTPOKe COOTBETCTBYIOLLEro npasua.

http://owen.ua 126 / 157


http://www.owen.ua

Kpartkoe onncaHue oCHOBHbIX chyHKUMIF Web-nHTepdielica ynpasnexus MK210

TN-UG-OWRT-LUCI-R2

7.5.4 MpaBuna ana Tpacpuka

YnpaeneHue npasunamu gns Tpadvika MeXCETEBOrO 3kpaHa OCyLecTBAseTCa Ha Bknagke «MNpasuna ansa tpadgu-
Ka» cTpaHuubl «MexceTeBoi akpaH» (CM. pUCYHOK 7-37).

& plc210 - NMpasuna gna tpadme- X | +

&«

Mmena xocTon

CraTuueckue MapLUpyThl

Nuarnoctuka

MexceTesoil sKpaH
Cratuctuka #

BTt

c o @ 172.16.0.1/cgi-bin/lud/admin/network/firewall/rules w @ o + IN @D ® B =
] ~
UBEH
-
CocTtoAHue b plc2lo
Cuctema b
QBLyMe HACTPOIKK [NepeHanpaEneHue NOpToE Mpaenna anr Tpaduka MNonezoBarenkckue Npaguna
MK »
Cryxber b MexceTeBoW 3KpaH - MpaBuna gna Tpacuka
Cete * Mpaeuna Ans Tpatika onpejenAkT NOMMTUKY NPOXOMAEHHA NAKETOB MEXLY PasHEIMI 30HAMW, HANPUMED, 3aNpET TPAMHKA MEXIY HEKOTOPEIMU XOCTMU WITH
oTkpeimie YWAN-noproe MapLupyTuaaropa
WuTeptheiickl
OHCP w DS Mpaewnna ona Tpaduka

Allow-DHCP-Renew

Allow-Ping

Allow-Modbus-TCP

Allow-CODESYS-
GATEWAY-TCP

Allow-CODESYS-
GATEWAY-UDP

Allow-CODESYS-
OPCUA

Allow-CODESYS-
WEBVISU

Allow-CODESYS-
SWEBVISU

Allow-HTTP-Luci

Bxogawwni Tpadmk

|Pv4-UDP
W3 mobozo xocma B wan

K moboll |P-adpec Mapuwpymuzamaopa, nopt 68

Ha amom }-cmpo.‘]cm ee

IPV4-ICMP ¢ Tun echo-request

W3 mobozo xocma B wan

K moboll |P-adpec MapLipymuzamapa Ha
amoM ycmpolcmae

NioGoit TCP

W3 mobiozo xocma B wan

K mobodl |P-adpec MapLwpymuzamaopa, nopt
502 Ha amom yompolcmes

NioGoit TCP
W3 mobozo xocma B wan
K mobozo xocma, nopt 11740 B lan

Niofoin UDP

W3 mobiozo xocma B wan

K mobod IP-adpec Maplupymuzamopa, nopt
1740 na amom yempoicmee

IMoboi Tpadmi

W3 mobozo xocma B wan

K mobod IP-adpec Maplipymuzamopa, nopt
4840 va smom ycmpodcmee

NioGoi TCP

Wa mobozo xocma B wan

K mobod IP-adpec Maplupymuzamopa, nopt
8080 Ha smom ycmpodcmee

NioBoii TCP

Wa mobozo xocma B wan

K mobod IP-adpec Mapwpymu3zamopa, nopt
8443 va smom ycmpodcmee

INroboi TCP
Wa moboze xocma B wan

K moboll |P-adpec mapuwipymuzamopa, nopt 80

Ha amom ycmpo.‘l‘cm B8E

Henctene

mpagbuk

Mpi amb exodatull

mpadhuk

Brnounte

Beepx

Beepx

Beepx

Beepx

Beepx

Beepx

Beepx

Beepx

Beepx

Bhnz

Bhnz

Bhnz

BHuz

Bunz

Bunz

Bunz

Bunz

Bunz

Vamennte | Yaanute
Vamennte | Yaanute

Vamennte | Yaanute
WzMeHuTe | Yoanute
Wamennte | Yoanute

Wamenuts | Yosnute
Wamenute | Yasnute
Wamenuts | Yoanute

Vamenuts | Yaanute
v

PucyHok 7-37: MpaBuna an1sa Tpadirka MexceTeBoro akpaHa

B camoMm Hauasie CTpaHuLibl NpuBeaeHa Tabnuua «Mpaeuna ans Tpaguka» ¢ NnepeUncIeHHbLIMA YXXe CO34aHHbIMM
npaBuiamn ans Tpadmka. Tabnuua uveet ceaytowme cTon6LbI:

¢ «/IMA» — yHMKa/IbHOE CMMBOJIbLHOE UMSA Npasua.

» «Bxogsmii Tpacdhmk» — B JaHHOM CTO/6LEe NPUBEAEHbI YCI0BUS 711 BXOASLLErO Tpadhvka, Npy CoBnageHnm
KOTOpbIX flaHHOe MpaBuo ByAeT NPUMEHSATLCS.

» «[leiicTBue» — felicTBue, NPUMEHsiEMoe A/ Tpadmka JaHHOro NpaBuna.

* «BKOUNTb» — MO3BOJSIET BK/IUUTL MW OTK/IIOUUTL AaHHOE npaBuio. Ecav npaBnio BbIKIHOYEHO, TO OHO
He ByAeT NPUMEHATLCA K BXO4ALEMY Tpaduky.
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7.5.4.1 MopAaaoK NpMMeHeHNA npaBua ANA Tpaguka
Mpasuna gnsa Tpadurka NpUMEHSIOTCS B TOM Nopsike (CBepXy BHWU3), B KOTOPOM OHY YKasaHbl B Tabnuue. Ans

M3MeHeHUa nopaaka npasua npegHasHadeHbl KHOMKN «BBepx» 1 «BHU3» (CM. pUCYHOK 7-37), MO3BOMSIOLWME nepe-
MeCTUTb COOTBETCTBYIOLLIEE NPABU/IO BBEPX U/IN BHN3 COOTBETCTBEHHO.

7.5.4.2 PepakTupoBaHue npasun ana tpacpuka
[na pefakTnpoBaHus npasuna ans Tpagmnka HeobxoANMO HaxXaTb KHONKY «3MeHUTb» (CM. pucyHok 7-37), pacno-

NNOXXEHHYI0 B CTPOKE COOTBETCTBYIOLLEro npaswia. [pn aToOM OTKPOETCA CTpaHuLa pefakTupoBaHus npasuna ans
Tpadmka, Kak nokasaHo Ha pucyHke 7-38.

OBwme HacTpoiikn MepeHanpaeneHne NopToB MNpaewna gna Tpadmka Mone3oBarensckne npaenna

MexceTeBon 3kpaH - MpaBuna gnsa Tpadcduka - Allow-Ping

Ha atoii CTpaHWLE MOXHO W3MEHWTE PaCcLUWPEHHEIE HACTPOWKKM Npaeun 4na T',‘Eil)IIKE B BonblwmHcTEE cny4yaee Het HE0BX04MMOCTY W3MEHATE 3TH NapaMeTphl

anEIHJ'ID BEMHYEHD :]

Mma  Allow-Ping

Mecnoneaoeate npoTokon Toneko IPv4 hd
Mpotoken  ICMP v

Cooteercteoeate ICMP Tuny  echo-request v
30Ha UCTOYHUKA | wyan: wan: n v
MAC-agpec WCTOMHNKE "
Anpec MCTOMHIKA u

30Ha HaaHaveHws  YcTpoWcTeo (BBOA) v

Anpec HasHadeHna "
Heictene NPHHUMETE J

[ ononHuTenEHbIE aprymMeHThbl

es. Mcnone3yiTe c

OHW Hegenn "

IHn mecAla "
Bpema Hayana (Yu:mm:icc)
Bpema okoHuanuA (yuimmicc)
[ara Hauana (rog-mec-aeHs)
[aTa oKoHYaHWA (rof-Mec-LeHs)

Bpema UTC []

PucyHok 7-38: HacTpoiika npaBuna assi Tpachmka MEeXceTeBoro akpaHa

Ha gaHHol cTpaHuue A0CTYNHbI 419 peAakTUPOBaHUs criefyiolime HacTpoiikv npaBuna ans Tpaduka:

* «[MpaBusIo BKIOYEHO» — KHOMKa-Nepek/oyaTesib, NO3BO/IAIOWASA BK/IHOUNTb UM OTK/TIHOUNTL NMPUMEHEHWE
pefakTMpyemMoro npasuna.

e «/IMA» — YHUKa/IbHOE CUMBOJ/IbHOE UMSA npasuia.
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* «lIcnonb3oBaTb NPOTOKO» — BbIGOP Bepcuid IP-npoTokona A5 AaHHOro npasuia. Bo3moxeH BbiIGop 13 Ba-
pVaHTOB:

o TONbKO IPVv4;
o TOMbKo IPV6;
o |IPv4 n IPv6.

» «[1poToKon» — BbIOOP NPOTOKO/A BXOAALLEro Tpaduka npasuna. Bo3amMoxeH BbIGOP U3 BapuaHTOB:
o JToboif;
o UDP;
o TCP;
o UDP + TCP;
o ICMP;
° M0Nb30BaTeNbCKuii (MPOU3BONBHOE UMS NPOTOKONA).

B 3aBMCMMOCTM OT BbIGPAHHOTO NPOTOKO/A HAOOP HACTPOEK MOXET HECYLLLECTBEHHO MEHATbLCS.

» «CootBeTtcTBOBaTh ICMP THny» — BbIGOP TMNOB ICMP nakeToB, A/151 KOTOPbIX AaHHOe npaBuao byaeT npume-
HATbCA. HacTpolika focTynHa TObKo B c/lyyae Bbibopa ICMP npoTokona.

* «30Ha UCTOYHMKA» — BbI6GOP UCTOUHKKA TpadomKka Ans npaBuia. Kpome KOHKPETHOI 30HbI BO3MOXHO yKas3aTb
cneayloLe BapuaHThl:

o YcTpoiicTBO — Nt060i ncxoaswmii Tpaduk Ha nbom IP-agpece ycTpoincTea,;

o JTlobas 30Ha — NCTOYHMKOM Tpadinka Ansa AaHHOro npaBuna ABnsieTcs 6o Bxogdawmii Tpadmk oT nto-
60ro xocTa Nto60oI 30HbI MEXCETEBOIO 3KPaHa.

* «MAC-afpec UCTOUYHMKa» — MO3BOMSET YKa3aTb OAUH WU HeCckoNbko MAC-aapecoB UCTOYHMKA Tpaduka
Ans npaesuna. Ecnm MAC-agpeca 3afiaHbl, TO NpaBuio ByaeT NPYMEHATLCS TOMbKO A5 BXOAsALLEro Tpaduka
OT yKasaHHbIXx MAC-afpecos.

o «Afpec NCTOYHUKa» — NO3BOJIAET yKasaTb OfMH U HECKO/LKO IP-afapecoB UCTOYHMKA Tpadmka ans npa-
Buna. Ecnu IP-agpeca 3afaHbl, TO NpaBuio 6yaeT NPUMEHATLCA TONbKO A1 BXOASALLEro Tpadurka oT ykasaH-
HbIX IP-agpecos.

¢ «[lopT UCTOYHMKA» — MO3BOJISAET YKa3aTb NOpT WX AManas3oH NOPTOB UCTOYHMKA Tpadmka ansa npasuna. Ec-
N 3TOT NapameTp 3a4aH, To NpaBuio ByaeT NPUMEHATLCA TONbKO A5 BXOAALWEro Tpadiuka OT ykasaHHOro
nopTa Wi gvanasoHa NnopToB YCTPONCTBa UCTOYHMKA Tpadinka. JaHHas HacTpolika 4OCTynHa TO/bKO 415
UDP n TCP npOoTOKONOB.

» «30Ha HasHa4YeHVs» — BbIGOP Ha3HauUeHus Tpadvka Ans npaBuia. Kpome KOHKPETHO 30HbI BO3MOXHO YKa-
3aTb cneayloLye BapuaHThbl:

> He onpeaeneHo — 6o Tpaduk;
> YcTpoiicTBo — Nto6oit ncxoaswmii Tpaduk Ha 6ot IP-agpec yCTpoincTea,;
o Jltobas 30Ha — N60oI ncxoasawmii Tpaduk Ha Nto6oI XOCT B NHO60I 30HE MEXCETEBONO 3KpPaHa.

* «Afpec HasHaveHus» — A4 Npasu/ NepeHanpaseHns ykasbisaetca IP-agpec ana nepeHanpasneHuns. Tpa-
vk npaBuna byaeT nepeHanpasAsaTbCA Ha ykasaHHbI IP-aapec.

¢ «[opT Ha3Ha4yeHUs» — O/19 NpaBu NepeHanpas/ieHNs yKa3blBaeTCa NOPT A4J/18 nepeHanpasieHuns Tpaduka.
Tpachuk npaBuna 6yaet nepeHanpaBiATbCA Ha yKasaHHbI MOPT agpeca HasHavyeHus. [JaHHas HacTpolika
poctynHa Tonebko ana UDP n TCP npoToKonoB.

» «[leiicTBue» — BbIGOP AENCTBUSA, NPUMEHSIEMOTO AJ1s BXOASALEro (Mnu nepeHanpaeisiemMoro) Tpaduka aaH-
HOro npaBu/ia. Bo3MoXeH BbIGOP U3 BapUaHTOB:

° MPUHMMAT;
o QTBeprarb;
> He 0bpabaTbiBaTh;
o He OTCNexunBartb.

* «[lONONHNUTENbHbIE apryMeHTbI» — MO3BOMSET YKa3aTb AONOMHUTENbHbIE apryMeHTbI 418 KoMaHAb! iptables.

* «[IHN Hefenn», «AHU MecsiLla» — M03BOJISIET yKasaTb AHW HEeAeNnu Wuam Hn Mecsua, B KoTopble AaHHoe
NPaBUIO JO/MKHO NPUMEHSTLCA. EC/IM AaHHble HACTPOIKM yKa3aHbl, TO NPaBuio 6yAeT NPUMEHATLCS TOMbKO
B YKa3aHHble AHM.

http://owen.ua 129 /157


http://www.owen.ua

KpaTkoe onncaHne 0CHOBHbIX QyHKLMI Web-nHTepdelica ynpaenenus MK210 TN-UG-OWRT-LUCI-R2

» «Bpewmsi Hauana», «BpeMsi OKOHUaHWS» — MO3BOJISIET YKa3aTb BPEMSI HaYas1a U OKOHYaHWS AeCTBUS NpaBu-
na. Ecnv aaHHble HAaCTPOIKK yKasaHbl, TO NpaBusio GyaeT NPUMEeHSITLCS TO/IbKO B YKa3aHHbI nepuog, BpemMe-
HW.

» «[lata Hauana», «AaTa OKOHYaHWsI» — MO3BOJISIET YKasaTb AATbl HAYasla M OKOHYaHWUA AelicTBMS MpaBua.
Ecnu AaHHble HACTPOIiKM yKasaHbl, To NPaBuIo GyaeT NPUMEHSTLCS TOMBKO B YKazaHHbIi nepuog Aar.

» «Bpemsi UTC» — ecnv gaHHas HacTpolika BK/HOYeHa, TO BpeMsi AeincTBus npaBuna ykasbiBaeTcs B UTC.
B npoTMBHOM Cc/lyyae BpeMs YKa3blBaeTCs B JIOKa/IbHOW BPEMEHHO 30HeE.

7.5.4.3 [lo6aBneHune npaBun gnsa tTpadumka

[nsa nobasneHnsa HOBOro Npasua AN Tpaduka npeaHasHavyeHsbl nogpasaesns! «OTKPbITb NOPThbl HA MapLUPYTU-
3aTtope» 1 «HoBoe NpaBw/I0 NepeHanpas/ieHnsi» (CM. PUCYHOK 7-39), KOTopble CneayT cpasy Xe 3a Tabnuuei
«[MpaBnna gnsa Tpadmka» Ha Bkiagke «lMpaBuna ansa Tpadumka» CTpaHnlbl «MeXceTeBOoin aKpaH».

OTKpPbITE NOPTHI HA MAPLIPYTU3aTOpe

Wmn Mpotokon BHewHui nopt

Hoeoe npaBvno nepeHanpaeneHUA
Wma JoHa UCTOYHHEKa JoHa HazHa4YeHHA

wan v lan v [obaBuTEL U PeaaKTUPOEaTE. ..

PucyHok 7-39: [lob6asneHve npasun Ans Tpadrka MeXCceTeBoro akpaHa

B pasgene «OTKPbITb NOPTbI HA MapLLPYTU3aTOPE» HEOBXOAMMO YKa3aTh CUMBOJILHOE MMSI CO3/1aBaeMOoro npasu-
Na, NPOTOKO/1 1 HOMEP BHELLIHEro NopTa, Noc/e Yero HaxaTb KHOMKY «[06aBnTb». B aToM cnydae 6yaeT co3naHo
HOBOE NpaBw/o Af1a Tpadmka C ykazaHHbIM MMeHEM, B KOTOPOM B KaueCTBe 30Hbl UCTOUYHMKA GYAET BbICTyNaTb
30Ha «wan», a B Ka4ecTBe 30Hbl HasHaueHus GyeT BbICTynaTb YCTPOWCTBO (T.€. Nto6oi IP-aapec ycTpoiicTea).

B pasgene «HoBoe NpaBusio NepeHanpae/eHs» HeoGXo0AMMO YKas3aTk CUMBO/ILHOE UMSI CO3aBaemMoro nNpaeuna,
30HY UCTOYHMKA U 30HY HA3HAYEeHUs!, NOC/Ie Yero HaxaTb KHOMKY «[06aBUTb U pefakTMpoBaTh...». B aTom cyyae
6YOEeT OTKPbITO OKHO peflakTMpoBaHus npaBua ans Tpadmka (CMm. pasgen 7.5.4.2), rae B KauecTBe VMEHW 30Hbl,
30HbI MICTOYHMKA U 30HbI HA3HaYeHWs ByOyT yKasaHbl Bbl6paHHble 3HAUEHNSI.

7.5.4.4 YpaneHue npaBun gnsa Tpacduka

[na ynaneHns npasuna gnsa tpaguka npegHasHadeHa KHomka «YaanuTe» (CM. pUCYHOK 7-37), pacnosioxkeHHas
B CTPOKE COOTBETCTBYIOLLEro rnpasusa.
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7.5.5 MNMonb3oBaTenbCKUe npasuia

Ha Bknaake «[Mofib3oBaTefbCKre NpaBuna» HaCTPOEK MEeXCETEBOro akpaHa (CM. PUCYHOK 7-40) pacnofoXeHo
nosie BBOAA, B KOTOPOM MOXHO YKa3blBaTb NPOM3BO/bHbIE KOMaH b iptables [5]. JaHHble KoMaHAbl 6yayT aBToMa-
TUYECKM BbINOMHATLCS NOC/e KXol Nnepesarpy3ku cyx6bl MEXCETEBOrO 3KpaHa C/Ie40M 3a 3arpy3Koii npasun

Mo YMO/YaHMIO.

o - O S
& plc210 - Nonssosatensckue np X + -
&« o @ 172.16.0.1/cgi-bin/lud/admin/network/firewall/custom o [xd + IN D ® § =

V) 11 B .
L]
-
CocTtoAHue b plc2lo
Cuctema b
QBLyMe HACTPOIKK [NepeHanpaEneHue NOpToE Mpaeuna ans Tpafka MNonbaoBarenkckue Npaeuna
MK »
Crybel b MexceTteBOM 3KpaH - Monb3oBaTenbcKkue npaeuna
Cete * Mone30BaTenbCKUe NPABUNA NO3BONAKT BLINOMHATE NPOM3BONEHEIE KOMaHAE iptables, koTopele He OXBaUSHsl PAMKEMU MEMCETEBOr0 3KpaHa. KomaHak!
BHINOMHAKITCA NOCNE KAXL0I NEPE3arpy3kn MeXCETEBOM0 3KPaHa, CPa3y Nocne 3arpy3ku Halopa Npaenn no YMonYaHuo
WHTepdeice
DHCP n DNS # This file is interpreted as shell script.

lAmena xocTos

Cratnyeckne MapLupyThl

Ouartoctvka

MexceTesoil sKpaH
Cratuctuka #

BTt

# Put your custom iptables rules here, they will
# be executed with each firewall (re-)start.

# Internal uci firewall chaina are flushed and recreated on reload, 3o
# put custom rules intoc the root chains e.g. INPUT or FORWARD or into the
# special user chaina, e.g. input_wan rule or poatrouting lan rule.

TMepesanycTuTe MEXCETEBOI SKpaH D

PucyHok 7-40: lNMonb3oBaTesbCkme npasuia MexXceTeBoro akpaHa

34€ech e UMeeTcs KHomnKka «lepe3anycTuTb MEeXCETEBOI 3KpaH», NM03BO/ISOLWAS BbINOMHUTL NEpe3anyck Cyxobl
MEXCETEBOro aKpaHa C NPUMEHEHNEM Mos1b30BaTe IbCKUX NPaBuIl.
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7.6 AwnarHoctuka

Ha cTpaHuue «[uarHocTuka» pasgena «CeTb» peann3oBaH MHTEPdEc K HeKOTOPbIM ANarHoCTUYECKUM CETEBbIM

yTunmtam:

e «[MuHr-3anpoc» (cM. pasgen 7.6.1) — BbINOIHEHWE NUHT-3anpoca ykaszaHHoro IPv4 nnu IPv6-agpeca (IP-

afipec U OMEHHOEe UMS).

» «TpaccupoBKa» (CM. pasgen 7.6.2) — BbinonHeHne 1Pv4 nnu IPv6 TpaccupoBkM ykasaHHoro agpeca (I1P-

afipec Unn OMeHHOe UMs).

» «DNS-3anpoc» (cM. pasgen 7.6.3) — BbinonHeHne DNS-3anpoca ykasaHHoro agpeca (IP-agpec niv omeH-

HOoe nms).

BHewwHwuii BUg, cTpaHmnubl «narHocTrka» nokasaH Ha pucyHke 7-41.

[V] plc210 - AuarnocTuka - LuCl X ‘ + = - O
<« c @ ® 172.16.0.1/cgi-bin/luci/admin/network/diagnostics e Ty N @D @ B =
Ll
]
VBN
|
CoctoAnne b plc2ilo
Cucrema b
OuarHocTuka
NnK »
CryxbBsl b CeTeBble YTUINUTBI
Cete =
¥a.ru ya.ru ya.ru
DHCP w DNS
MmeHa xocToe
Cratyeckue MapLIpyThl
AuarHoctika
MezxceTeBoil akpaH
v

PucyHok 7-41: CtpaHuua «narHoctnka»

Mpwv BbINOMHEHWUN KaKo-TM6B0 13 AMArHOCTYK, pe3ynbTaT 6yAeT BbiBEAEH B TEKCTOBOM BUAE, Kak NOKa3aHo Ha pu-

CYHKe 7-42.

CeTeBble YTUNAUTBI

ya.ru ya.ru ya.ru

PING va.ru (87.250.250.242): 56 data bytes

64 bytes from B87.250.250.242: segq=0 ttl=48 time=16.907 ms
64 bytes from 87.250.250.242: seg=1 ttl=48 time=17.754 ms
64 bytes from B87.250.250.242: seg=2 ttl=48 time=16.685 ms
64 bytes from 87.250.250.242: seg—=3 ttl=48 tCime=17.263 ms
64 bytes from B87.250.250.242: segq=4 ttl=48 time=17.415 ms

——— ¥a.ru ping statistics —-—
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 16.685/17.204/17.754 ms

PucyHok 7-42: CTpaHuua «[marHoctuka». BeiBog pesynsrara gnarHoCTuku
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7.6.1 MuHr-sanpoc

BbINOSHEHVE ANArHOCTMKM NUHr-3anpoca ans IPv4-agpeca COOTBETCTBYET BbINO/IHEHUIO KOMAHABI:

ping -c 5 -W 1 <agpec>

wnn ana IPv6-aapeca:

ping6 -c 5 <agpec>

Hvxe npuBeaéH nprmep BbIBOAA YCMNELIHOro NuHr-3anpoca Ans agpeca ya.ru:

PING ya.ru (87.250.250.242): 56 data bytes

64 bytes from 87.250.250.242: seq=0 ttl=48 time=16.959 ms
64 bytes from 87.250.250.242: seq=1 ttl=48 time=17.029 ms
64 bytes from 87.250.250.242: seq=2 ttl=48 time=17.197 ms
64 bytes from 87.250.250.242: seq=3 ttl=48 time=17.338 ms
64 bytes from 87.250.250.242: seq=4 ttl=48 time=16.608 ms

--- ya.ru ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 16.608/17.026/17.338 ms

7.6.2 TpaccupoBka

BbinonHeHve TpaccnpoBku ans IPv4-agpeca COOTBETCTBYET BbINOMHEHUIO KOMaHAbI:

traceroute -q 1 -w 1 -n <agpec>

wnu ansa IPv6-agpeca:

traceroute6 -q 1 -w 2 -n <agpec>

Hwxe npvBea&H npumMep BbIBOAA YCMELLIHON TPACCMPOBKU A5 agpeca ya.ru:

traceroute to ya.ru (87.250.250.242), 30 hops max, 38 byte packets
1 192.168.0.1 0.598 ms
10.82.190.5 2.009 ms
212.232.64.221 2.274 ms
212.232.64.209 0.857 ms
212.232.64.85 0.980 ms
212.232.67.218 1.172 ms
188.65.69.56 0.823 ms
188.65.69.65 1.152 ms
46.19.184.17 1.225 ms
46.19.184.5 1.090 ms
194.226.100.90 1.319 ms

*

87.250.250.242 17.069 ms

© 00 N O 0~ WN

B R R
w N R o

7.6.3 DNS-3anpoc

BbinonHeHne DNS-3anpoca afpeca COOTBETCTBYET BbINO/IHEHWIO KOMaHAbI:

nslookup <agpec>

Hwxe nprBeagH npumMep BbiBoga ycnelwHoro DNS-3anpoca Ans agpeca ya.ru:

Server: 127.0.0.1
Address: 127.0.0.1#53
Name: ya.ru

Address 1: 87.250.250.242
Address 2: 2a02:6b8::2:242
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n Cratucrtuka

B pasgene rnaBHOro MeH «CTaTUCTUKa» CofepXaTcs CTpaHuubl yNpasieHns 1 MpocMoTpa rpacmkoB CTaTUCTUKK,
NO/YYEHHbIX NPV NOMOLLM CryXo6ebl collectd [21].

Collectd — 3710 HebonbLIas cnyxba, KoTopas C 3afaHHbIM UHTEPBA/IOM COBUPAET CTAaTUCTUKY 06 UCMO/Ib30BaHUN
pecypcoB cuctembl. O6bEM COBMpPaEMbIX AaHHbIX ONPeaenseTcs HabopoMm MIarvHoB (MOAKYaEMbIX MOAYNEN).

Ha pucyHke 8-1 npuBefeHa cTpaHuua npocMoTpa rpadvkos CTaTUCTUKU. MpocMoTp rpadinkoB OCyLLECTBSETCA
B pasgene «Ipadukun» pasgena «CtaTtucTmka» rnasHoro MeHio.

& plc210 - Whtepdeiicer - LuCl X | &8 plc210 - MkTepdericer - LuCl X ‘ + - =
&« & @ @ 172.16.0.1/cgi-bin/luci/admin/statistics/graph/interface see o + INnDO @ B =
V) 110}
1
CocTtoAnue » plc2i0
Cuctema b
CPU WHTepheice 3arpyaka cucTemel Onepatedan namaTe (RAM)
MK ¥
Cryxer » CraTucTtuka

Cratuctika 1hour v MoKaZaTk 33 NPOMERYTOK *

Mpatmin
Hactpoiika
plc210: Transfer on br-lan
Brliitin 120
lee
ae
L 50
w
o
= 40
o
20
8
. Wﬂ_ﬂ_ﬂ_ﬂ_ﬂ_ﬂ_ﬂma—\w
B:40 18:50 19:08 19:10 19:28 19:30
H Bytes (TX) Avg: 111.4 (ca. 397.6k Total)
M Bytes (RX) Avg: 5.1 {ca. 18.1k Total)
plc21e: Packets on br-lan
400 m
300 = I O oL e e O . o i O oo
200 m
Soeem
-
o
o 8
v
£ 100 m
-200 m
-308 m
-400 m *
B:408 18:58 19:88 19:18 19:28 19:38
M Errors (TX) Avg: 8.8 (ca. 0.8 Total)
B Processed (TX) Avg: 0.3 (ca. 1.2k Total)
B Processed (RX) Avg: 6.1 (ca. 476.6 Total)
M Errors (RX) Avg: 6.8 (ca. 0.8 Total)

Powered by LuCl (Owen) / 2018.07

PucyHok 8-1: CTpaHuua npocMoTpa rpadvkos CTaTUCTUKN

8.1 HacTtpoliku c6opa 1 oTOGpPaXKEeHNA CTaTUCTUKKN

CTpaHuua HacTpoek c6opa 1 0ToGpaxkeHNs CTaTUCTUKM pacno/ioxeHa B nogpasaene «HacTpoiika» pasgena «CTa-
TUCTVK@» [/TABHOMO MEHIO (CM. PUCYHOK 8-2).
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a-
(V] plc210 - Hacrpoiika - LuCl X ‘ + =
&« a @ @ 172.16.0.1/cgi-bin/luci/admin/statistics/collectd ver P4 ¥ InDO @ b =
-~
u
V) 15
1
CocToAHue » plcz2io
Cucrema b
OCHOBHBIE MNAETMHEI CeTeBble NNaruHsl [narvHel BEIBOAA
MK »
Crysxbel b HacTpownku ctaTUCTHUKK
Cets » ~
Hactponku collectd
Cratuctika v
colle epEUC ANA cHopa AaHHBIX U3 PA3HEIX CTOUHWKOE NP NOMOLLW NNArMHOE. Ha 3T0il CTPaHWLE Bbl MOMETE MIMEHUTL HACTPOIKK

Mpadmkn
Hactpoiika

Briiitn

[x BN o]

OcHoBHaA nanka npunoxeHnA
Manka ¢ config diaiinom

Manka ¢ nnaruHamu collectd

Jarfrun/collectd

Jetc/collectd/conf.d

Jusr/libf collectd

Wecnoneayemenit PID-gaiin - fvar/run/collectd.pid

®aiin ¢ onpegeneHneM Habopa AaHHex | Jusr/share/collectd/types.db

WHtepean cbopa fanHex | 30

CeryHa(bl
Konuuecteo notokoe cbopa AanHex | 2

MeTaTecA onpejenATe NOAHOE WMA X0CTa O

- DonoAHWTENEHD — v | NobaenTe

Hactpoinkn RRDtool

WwpnHa rpadmkoe 700
Mukcenn

Buicota rpatmkoe | 200

Mukcenw

COXPaHWTE U NpuMetnTs | CoXpaHWTe :]

PucyHok 8-2: HacTpoiiku c6opa 1 0TOGpaXKEeHWsI CTaTUCTUKN

Ha paHHOI cTpaHuue pacnonoXxeHbl cregytoLime HacTPOoKN coopa 1 0ToObpakeHnss CTaTuCTMkK cnyx6bl collectd:
» «OCHOBHas narka rnpuaoxeHns» — MyTb K OCHOBHOM paboyeii narnke ciyx6bl collectd;
 «Manka ¢ config dannom» — NyTb K Nanke KOHPUIrypaunoHHbIX haiios ciyx6bbl collectd;
* «Manka ¢ nnarmHamu collectd» — nNyTb K Nanke ¢ naarnHamu cnyxo6el collectd;
* «Mcnonb3yemslii PID-haitn» — nyTb K PID-thaliny cnyxo6sbl collectd;

* «dalin c onpegeneHnem Habopa AaHHbIX» — NyTb K dainny onpeaeneHunin HabopoB AaHHbLIX CNYXObl
collectd [22];

* «/HTepBan cbopa gaHHbIX» — MHTEpPBaN cbopa AaHHbIX cnyx6oi collectd (B cekyHaax);
» «KonunuyecTBo NoTOKOB cH60opa AaHHbIX» — KO/IMYECTBO OAHOBPEMEHHO paboTatoLLMX NOTOKOB cbopa AaHHbIX;
» «M/ms xocTa» — nmMsa gaHHoro xocta. Ecim He 3agaHo, MMsa XocTa GyaeT onpefeneHo aBToMaTUYeCKN.

* «[MbITaTbCsA ONpeaensiTb NOJIHOE NMSA XOCTa» — HACTPOKa yKkasblBatollas TpeGyeTcs M NbITaTbCs onpese-
Tk nosiHoe umst xocta (FQDN) nnm ncnosib3oBaTth KOpoTkoe. [aHHasi HACTpoiika A0CTyrNHa TO/IbKO eCnv He
3a7aHo 3HauyeHve napamerTpy «/vs xocTa.

JononHntensHo B nogpasgene «HacTtpoiikn RRDtool» BO3MOXHO yka3aTb pasMepbl B MUKCENSX (LUMPUHA U BbICO-
Ta) oTo6paKaembIx rpagynKos.
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8.2 MnaruHbl (NogknovyaemMmblie Mmoaynun)

B camom Bepxy cTpaHuLpbl HacTpoek (cM. pasgen 8.1) pacnosioXeHbl BKNaAKM yNpaBaeHus naarmHamu (nogkova-
eMbIMU MogynsamMm) cnyx6bl collectd.

BONbLWNHCTBO NNarMHOB BO3MOXHO TOSIbKO BK/IOUNUTL, MO0 BbIKNHOYNTL. HO HEKOTOpbI€ U3 naarnHoB MMEKT CBOU
COBCTBEHHbIE AOMNOTHUTENbHbIE HaCTpOI7IKVI, BAndarLwmne Ha C60p n 0T06pa>KeH|/|e JaHHbIX. ECcnn y nnarvHa nMeroT-
CA Takme onoJ/IHNTE IbHblE HaCTpOVIKM, MX onncaHne nNpuBognTCA B pasaesie COOTBETCTBYHOLLENO nsiarmHa.

8.2.1 OCHOBHbI€ NarvuHbl

8.2.1.1 lNepekKsIIoYEeHNA KOHTEKCTa

ﬂ,aHHbIVI nnarnH co6mpaeT CTaTUCTUKY O Ko/sin4yectee I'IepeKl'IIO‘-IEHI/IVI KOHTEKCTa npoLeccopa.

Mpumep rpadvika AaHHbIX, NO/yYeHHbIX NPY NOMOLLM JAAHHOTO NarMHa, NokasaH Ha pucyHke 8-3.

220 |
2608
188
168
148
128
1loa
8e
60

Switches/s

48

openwrt: Context switches

17:28
B Context switches

8.2.1.2 CPU

17:38 17:48 17:58 18:88 18:18
Avg: BB Last: 174

PucyHok 8-3: CtatucTuka. Mpadhuk nepeknoyeHnii KOHTeKcTa npoleccopa

MnarvH «CPU» cobupaet cTatucTvky 06 1Crnosib30BaHUM NpoLeccopa.

Mpumep rpachmka faHHbIX, NOSyYEHHbIX NPW NOMOLLM JaHHOTO NaarMHa, NokasaH Ha puUcyHke 8-4.

openwrt: Processor usage on core #0

k
11
1a
9
8
= 7
o &
|
o 5
F
3 LL'L‘-J
2
1
B T -
18:18 18:28 18:38 18:48 18:58 19:84
W User Avg: B.8% Last: 0.3%
[ Mice Avg: B.0% Last: B.0%
W System Avg: 1.0% Last: 0.7%
B Softirg Avg: B.1% Last: 0.0%
B Interrupt Avg: B.0% Last: B.0%

PucyHok 8-4: CtatucTuka. Mpachuk ncnonb3osaHnsa npoteccopa
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8.2.1.3 Entropy

MnarvH «Entropy» cobupaeT CTaTUCTVKY O AOCTYNHOI 3HTPONUM.

Mpumep rpadomka JaHHbIX, NOMYYEHHbIX NPU NOMOLLM JAaHHOTO N/iarMHa, nokasaH Ha pucyHke 8-5.

L

aeo

760

600

bits

o6

4080

306

200

1e6

openwrt: Available entropy

17:28

B Entropy Avg:

8.2.1.4 lMpepbiBaHUA

17:

643

38 17:48 17:58 18:88 18:18
Last: 715

PucyHok 8-5: CtatucTuka. Mpadvik 4OCTYMNHOM 3HTponun

MnarvH «MpepbiBaHns» COGMPAET CTAaTMCTUKY MO BbIGPAHHBLIM NPepbIBAHUSAM.

[narnH umeet AONONHUTE/bHbIE HaCTpOVIKI/IZ

* «MOHUTOPUTL NPEPLIBAHUS» — CMMCOK HOMEPOB NPepbIBaHUA (pasaené&HHbIX CMMBOIOM Npo6ena), Af1s Ko-
TOpbIX TpebyeTcs cobupaTb CTaTUCTUKY. EC/IM HY OAHO NpepbiBaHKe He ykasaHo, c6op cTaTuCTUKU GyaeT
MPOBOAUTLCS MO BCEM NPEPbIBAHMSIM.

» «CobupaTb CTaTUCTUKY CO BCEX KPOME YKa3aHHbIX» — €C/I1 OMNLs BK/IloYeHa, To c6op CTaTuCTVKM 6yaeT npo-
M3BOANTLCS TOMBKO [/151 MPepbIBaHMiA, HOMepa KOTOPbIX He yKasaHbl B CNcke «MOHUTOPUTL NpepbiBaHNUS.

8.2.1.5 3arpyska cuctemMbl

MnarnH «3arpy3ka cMcTeMbl» COGMpaEeT CTAaTUCTUKY O cpefdHeli 3arpy3ke cuctemsl 3a 1, 5 1 15 MuHyT [3].

Mpumep rpadvika AaHHbIX, NO/TyYeHHbIX NPY NOMOLLM JAAHHOMO NarMHa, NokasaH Ha pucyHke 8-6.

openwrt: Load

=] 5.8
m
[=]
g s M
3.8
2.8
1.8
6.8 *
16:28 16:38 16:48 16:58 17:86 17:18
B 1 minute Avg:  2.37 Last: 1.87
E 5 minutes Avg: 2.43 Last: 1.46
O 15 minutes Avg: 2.44 Last: 2.82
PucyHok 8-6: CtatucTtuka. Mpadivik cpefiHeii 3arpysku cucTembl
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8.2.1.6 OnepatuBHaAa namaTb (RAM)

MnaruH «OnepaTtueHas namatb (RAM)» cobupaeT cTaTMcTUKy 06 UCMOMb30BAHWUN NAMSATH.

Mpumep rpadomka AaHHbIX, NOMYYEHHbIX NPU NOMOLLM JAaHHOTO N/iarMHa, nokasaH Ha pucyHke 8-7.

openwrt: Memory usage

248 M
2286 M
2868 M
186 M
168 M
148 M
2 1z mM
16 M
88 M T e—
68 M
48 M
28 M e S e e
g =
16:28 16:38 16:48 16:58 17:86 17:18
O Free Avg: 138.3M Last: 137.4M
B Buffered Avg: 4.1M Last: 4.2M
W cached Avg: 52.2M Last: 53.1M
W Used Avg: 24.2M Last: 23.9M

PucyHok 8-7: CtatucTuka. Mpachuk cnonb3oBaHnsa onepaTuBHO NaMaTn

8.2.1.7 lMpouecchbl

MnarvH «Mpouecckl» cobupaeTt MHPOPMAaLMIO, Takyto kak BpeMsi CPU, oLMGKM CTPaHMULIbl U MCMONb30BaHne nams-
TV AN BbI6PaHHbIX NPOLLECCOB.

MnarvH nMeeT HacTPOKy «MOHUTOPUTL NMPOLECCHI», KOTOpPas NpeAcTaBAseT cob0i CNMCOK NPOLLEeCcCcoB (pa3aenéH-
HbIX CMMBOJ/IOM Mpobena), 415 KOTOPbIX TPebyeTcs cobuparb CTaTUCTUKY.
[na kaxaoro BeIGpaHHOro npouecca CTPOUTCH HECKO/BLKO rpadivikoB:

» Bpems CPU oTBeféHHOe BbibpaHHOMY npoueccy. Mpumep rpadmka npuBenéH Ha pucyHke 8-8;

* MOTOKM 1 AOYepHME NpoLecchl NpuHagnexatie BbiopaHHoMy npoueccy. Mpumep rpacuka npuBeséH Ha pu-
CyHke 8-9;

 ownbkn cTpaHul, (page faults) BbiGpaHHoro npouecca. Mpumep rpadmka npuseséH Ha pucyHke 8-10;

* pasmep CTpaHuL, NaMATK, BblAe/IEHHbIX NPOLECCY OnepauyoHHON CUCTEMON U B HACTOSILLEE BPEMSA Haxoas-
Lmxcs B onepatusHoli namsAtn (RSS). Mpumep rpacuka npuBeaéH Ha pucyHke 8-11;

* pasmMep BUPTyasibHbIX CTPaHUL, NaMATU, BblAE/EHHbIX NPoLeccy onepaumnoHHol cuctemoi (VSZ). Mpumep
rpadvka npuBeiéH Ha pucyHke 8-12.

openwrt: CPU time used by uhttpd

Jiffies
{95
o
ol

2.8 k
1.8 k —r 11If F[L
. [L 1 el FH'\ 0,
17:28 17:38 17:48 17:58 18:86 18:18
B System Avg: 320.4 Last: 2822.2
B User Avg: 71.4 Last: 744.4

PucyHok 8-8: Ctatuctuka. Mpacpuk Bpemenn CPU ans npouecca
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openwrt: Threads and processes belonging to uhttpd %
28t =
1.3 -
=
1.8 i
1.7 ®
f
1.6 =
" 1.5 -
5 1.4
= .
= 1.3
1.2
1.1
]__g .
8.8
17:28 17:38 17:48 17:58 18:88 18:18
O Threads Avg: 1.0 Last: 1.8
B Processes Avg: 1.8 Last: 1.8
PucyHok 8-9: CtatucTuka. pachuk NoTOKOB npolecca
openwrt: Page faults in uhttpd %
6.8t &
N
5.8 &
R
=l
= 4.0 =
— El
=
Ll
= aeft o
o
=]
E z_a .......
l_a B .
17:28 17:38 17:48 17:58 18:88 18:18
W Minor Avig: a.4 Last: 4.8
W Major Avg 0.0 Last: 0.0
PucyHok 8-10: CtatucTuka. [padimk ombokK cTpaHuL, npouecca
openwrt: Resident segment size (RSS) of uhttpd %
semMt : : : =
.
"
=
5
[
o
)
S
=]
17:28 17:38 17:48 17:58 18:88 18:18
B Resident segment Avg: 4,9MB Last: 4, 89MB
PucyHok 8-11: CtatucTuka. Mpacuk RSS npouecca
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openwrt: Virtual memory size (V5Z) of uhttpd

48 M
39 M
38 M
T M
w 3EH
L)
£ 35w
o
34 M
33 M
2 M
1M
36 M .
17:20 17:38 17:48 17:58 18:88 18:18
B Virtual memory Avg: 31.1MB Last: 31.1MB
PucyHok 8-12: Ctatuctuka. Npadmk VSZ npouecca
8.2.1.8 Bpems pa6oTbl
MnarvH «Bpems paboTbi» cobupaeT CTaTUCTUKY O BPpEMEHN paboTbl CUCTEMBI.
Mpumep rpadmka AaHHbIX, NOYYEHHbIX MPX NOMOLLM AaHHOro MarnHa, nokasaH Ha pucyHke 8-13.
openwrt: Uptime
L
124 k
122 k
128 k
118 k
w 116 k
T 114 k
g 112 k
w110 k
108 k
186 k
104 k
102 k
1088 k .
17:20 17:38 17:48 17:58 18:88 18:18
E Uptime Avg: 107k Last: 1le8k
PucyHok 8-13: Ctatuctuka. 'pacdvk BpeMeHn paboThl
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8.2.2 CeTeBble NiarnHbl
8.2.2.1 OtcnexuBaHue nogkntoveHui (Conntrack)

MnaruH «OTcnexeaHne nogxnoyeHnin (Conntrack)» cobrupaeT CTaTUCTUKY O KOSIMYECTBE OTC/IEXMBAEMbIX COeAM-
HEHWIA.

Mpumep rpadvka AaHHbIX, MO/TyYeHHbIX MPW NOMOLLM AaHHOTO NaarMHa, NokasaH Ha pucyHke 8-14.

openwrt: Conntrack entries
28

18
16

14

= 12

=}

a 18
8
g
) Jﬂﬁh'—ﬁ J
2 -

17:20 17:30 17:48 17:50 18:60 18:16
Bl Tracked connections Avg: 4 Last: 15

PucyHok 8-14: Ctatuctuka. Mpadhuk oTcnexmBaembix NOAKIHEHNA (conntrack)

8.2.2.2 UNHTepdeiichl

MnarvH «HTepdencbl» cobupaeT CTaTUCTUKY BblIBPaHHbIX CETEBbIX MHTEPecoB.

MnarvH nMeeT A0NOMHUTE/bHbIE HACTPONKK:
* «MOHUTOPUTL MHTEPAIENChI» — CMMCOK MHTEPAIECOB, A1 KOTOPbIX TPEByeTCa cobypaTb CTaTUCTUKY.
» «Cobuparb CTaTUCTMKY CO BCEX KPOME YKa3aHHbIX» — €C/In Onuus BK/oUeHa, ToO cO0p CTaTUCTUKN ByaeT
MPOM3BOANTLCA TONLKO AN1A MHTEPeicoB, KOTOPbIE HEe YKa3aHbl B Cucke «MOHUTOPUTb MHTEPECHI».
[lna kaxxporo BbIGPaHHOIo MHTepdelica cTponTca ABa rpaduka:
* KOMMYECTBO MPUHATLIX U OTNPABAEHHbIX AaHHbIX (6aiiT/c). Mpumep rpadvka npueeaéH Ha pucyHke 8-15;

* KOMMYECTBO MNPUHATBLIX M OTNPAaB/IEHHbIX NAKETOB, BK/OYas OLWNOKU Npuéma 1 oTnpasky (naketos/c). Mpumep
rpadvka npmeeféH Ha pucyHke 8-16.

openwrt: Transfer on br-lan

Bytes/s

8.0 ——"—'——H—u—"—'——'——'——ﬁ—"—'——"mﬁ__l—wmr
16:28 16:38 16:48 16:58 17:686 17:18 )
[ Bytes (TX) Avg: 1435.7 (ca. 5.1M Total)
W Bytes (RX) Avg: 309.7 (ca. 1.1M Total)

PucyHok 8-15: Ctatuctuka. Mpachuk npnéma v oTnpaBku AaHHbIX Yepes ceTeBoii nHTepdeiic (baiit/c)
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openwrt: Packets on br-lan
28

15

18

-18

Packets/s
o

-15

-28 v
16:28 16:38 16:48 16:58 17:0846 17:18
H Errors (TX) Avg: 8.8 (ca. 8.0 Total)
O Processed (TX) Avg: 3.8 (ca. 13.3k Total)
B Processed (RX) Avg: 4.2 (ca. 14.7k Total)
MW Errors {RX) Avg: 8.8 (ca. 8.0 Total)

PucyHok 8-16: Ctatuctuka. Mpacuk npnéma v oTnpaBky AaHHbIX Yepes3 ceTeBoi nHTepdieiic (nakeTos/c)

8.2.2.3 MexceTeBoii 3KpaH

MnarvuH «MexceTeBoi aKpaH» cobMpaeT CTaTUCTUKY C ONpeaeEHHbIX NPaBu/ MEXCETEBOro 3KpaHa.

8.2.2.4 TMuHr-3anpoc

MnarvH «MyHr-3anpoc» nocbinaeT ICMP-3anpock BbIGPaHHbIM XOCTaM 1 U3MepsIET BPeMsi OTK/IMKA.

[narnH umeet fonNoNHUTENbHbIE HaCTpOVIKMZ

* «MOHUTOPUTb XOCTbI» — CMUCOK XOCTOB (pa3fefiéHHbIX CMMBOIOM Npobena), 415 KOTopbIX Tpebyetca cobu-
patb ctatuctnky ICMP-3anpocos;

e «TTL ans ping-naketoB» — 3HayeHme TTL ana naketo ICMP-3anpocos;
* «V/HTepBan Ans ping-3anpocos» — UHTepBas (B cekyHAax) otnpasku ICMP-3anpocoB BbiGpaHHbIM XOCTaM.

Mpumep rpadomka AaHHbIX, NOMYYEHHBIX NPY NOMOLLUM AAHHOTO NiarMHa, nokasaH Ha pucyHke 8-17.

openwrt: ICMP Round Trip Time

3.5t -
3.8
2.5
" 2.8
E
1.5
1.8
6.5
— ] -
17:28 17:38 17:44 17:58 18:086 18:18
H 127.8.0.1 Avg: 0.6 ms Last: 8.7 ms

PucyHok 8-17: Ctatuctuka. Mpadumk sBpemenu otknvka ICMP-3anpoca

8.2.2.5 TCPConns

MnaruH « TCPConns» cobupaeT uHgopmaumio 06 oTKpbITbIX TCP coeguHeHUsX Ha BbIBpaHHbIX nopTax.

[narnH umeet AONONHUTENbHbIE HaCTpOVIKVIZ

* «MOHUTOPWTB JIOKa/IbHbIE MOPTbI» — CMNCOK HOMEPOB NMOPTOB (Pas3fenéHHbIX CMMBOIOM Npo6ena), Af1s KoTo-
pbIX Tpe6yeTcsi cobupatb cTatucTky TCP coeayHeHwid;

http://owen.ua 142/ 157


http://www.owen.ua

Kpartkoe onncaHue oCHOBHbIX chyHKUMIF Web-nHTepdielica ynpasnexus MK210 TN-UG-OWRT-LUCI-R2

» «Cobuparb CTaTUCTMKY CO BCEX MOPTOB AJ151 BXOASLLMX COEAUHEHN» — NpY BK/THOUYEHUW AaHHOW onumu, cTa-
TUCTVKA BYAET COBMPaTLCS CO BCEX MOPTOB A/ BXOASALLMX NMOAKOUEHWI;

Mpumep rpadurka AaHHbIX, NOAYYEHHbIX NMPX NMOMOLLM AaHHOrOo niarnHa, rnokasaH Ha pucyHke 8-18.

openwrt: TCP connections to port 80-local

g.ef
8.0
7.0
Wi
‘:'\Aa- 6.8 f— |y
(=
e 5.8
=
0 4.8
£
& 3.8 |
(%)
2.8
1.8
8.8 »
17:20 17:308 17:48 17:508 18:80 18:18
[ dt=tcp_connections/di=5YN_SENT/ds=value Avg: ] Last: ]
0O dt=tcp_connections,/di=SYN_RECV/ds=value Avg: 0 Last: ]
0 dt=tcp_connections/di=LISTEN/ds=value Avg: 2 Last: 2
O dt=tcp_connections,/di=ESTABLISHED/ds=value Avg: o Last: 3
0 dt=tcp_connections,/di=LAST_ ACK/ds=value Avg: 0 Last: ]
O dt=tcp_connections/di=TIME WAIT/ds=value Avg: ] Last: 4
B dt=tcp_connections/di=CLOSING/ds=value Avg: o Last: 1]
B dt=tcp_connections/di=CLOSE_WAIT/ds=value Avg: 0 Last: ]
B dt=tcp_connections,/di=CLOSED/ds=value Avg: ] Last: ]
O dt=tcp_connections,/di=FIN_WAIT1/ds=value Avg: ] Last: ]
B dt=tcp_connections,/di=FIN_WAIT2/ds=value Avg: 0 Last: ]

PucyHok 8-18: CtatucTuka. Mpadmk OTKpbITbIX coeanHeHunid anst TCP nopta
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R[N {CE-W:N poBepKa AocTyna K KoHconu yctpouctea MN/1IK210
no nportokony SSH

MpoBepka focTyna 6yaeT OCyLEeCTBAATLCSA C UHCTPYMEHTA/ILHOIO KOMMbIOTEPA C YCTAHOB/IEHHON ONepauyioHHO
cuctemoii Ubuntu 16.04.4 LTS npu nomown ytunut ssh, scp u sftp naketa OpenSSH Bepcun 7.2.

K KOHGpMrypaumm MHCTPYMEHTaSIbHOTO KOMIbIOTEPA, KPOME HauTMUKsl CETEBOI KapThl C NOAAEPXKO NOAKIIOUEHNS
Ha ckopocTn 100 MBUT/C 1 NOMHLIM AYN/IEKCOM, LONOMHUTENbHLIX TPEOOBaHMI He NpeAbABASETCS.

MpegnonaraeTcs, 4To 4718 AaHHON npoBepkm MJ/1K210 ckoHduryprpoBaH ¢ UCMO/Ib30BaHNEM MacTepa HacTPOKu
(cm. pa3gen 2) n npu KoHdurypauum 6bina BolbpaHa cxema cetesbix NopToB Nel (cM. pasgen 2.5). MocToBoMy
LAN nogxntodeHunto M/IK210 HasHaueH cTtaTuyeckuin IP-agpec 192.168.0.58 n macka nogcetn 255.255.255.0.

NHCTpymMeHTaslbHOMY KOMMbIOTEPY HasHayeH IP-agpec n3 Toil xe nogceTn (255.255.255.0).

BbiBog kOMaHabl «1sb_release -a» Ha MHCTPYMEHTa/IbHOM KOMMblOTEpe BbIFSANUT CreaytoLwymM 06pasoMm:

No LSB modules are available.
Distributor ID: Ubuntu

Description: Ubuntu 16.04.4 LTS
Release: 16.04
Codename: xenial

BbiBOog, KOMaHApbl «apt-cache policy openssh-client» Ha MHCTPYMEHTa/IbHOM KOMMbIOTEPE BbINSAAUT Crie-
Ayrowmm ob6pasom:

openssh-client:

Installed: 1:7.2p2-4ubuntu2.4

Candidate: 1:7.2p2-4ubuntu2.4

Version table:

*¥*¥* 1:7.2p2-4ubuntu2.4 500
500 http://ru.archive.ubuntu.com/ubuntu xenial-updates/main amd64 Packages
500 http://security.ubuntu.com/ubuntu xenial-security/main amd64 Packages
100 /var/lib/dpkg/status

1:7.2p2-4 500

500 http://ru.archive.ubuntu.com/ubuntu xenial/main amd64 Packages

Cxema NoAK/ItUeHNsT MHCTPYMEHTaIbHOIO KOMMbIOTEpa 1 ycTpoiicTea MNJ/1IK210 nokasaHa Ha pucyHke A-1.

|
LAN
|
|
- E:;J !
MnK210 VHCTpyMeHTasbHbIM
KOMMblOTEP
(SSH-cepeep) (SSH-knuneHT)

PucyHok A-1: Cxema noaxI4veHns NpoBEPKM A0CTyNa K KOHconu ycTpoiicTea MN/1IK210 no npotokony SSH

NHCTpyMeHTa/TbHbI KOMMLIOTEP NOAK/IHYEH HAaNpsIMYH B 11060 13 3-x nopToB (MopTsbl Ethernet 1, 2 n 3) mocTo-
Boro LAN nogxni4yeHns npu nomoLuy ctaHgapTHoro 4-x napHoro UTP naT4y-kKopga kateropum 5e npsamoro o6xumma
C KOHHeKTopamun RJ-45 Ha 060MX KOHLax.

A.1 [ocTyn K KOHCOMU yCTpoiicTBa Npy NOMOLLU YTUNUTLI Ssh

[ns gocTyna K KoHconu yctpoiictea MJIK210 npy NnoMoLLy yTUAKTLI Ssh Ha MHCTPYMeHTa/IbHOM KOMMNbloTepe Heob6-
XO[MMO BbINOMHUTL B TEPMUHAE KOMaHAY:

ssh root@192.168.0.58
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B TOM cnyyae, ecsiv paHee He BbIMNO/HAMIOCh NoAgKNoUYeHe No SSH NpoTokony K AaHHOMY YCTPOICTBY € AaHHOro
WHCTPYMEHTa/IbHOIO KOMMNbIoTEepPa, ByAeT BbiBEAEHO COO6LLEHNE 0 HEOOXOAMMOCTUN NOATBEPXAEHUSA NOYYeHNs
N coXpaHeHus K/touva ¢ BbiIBOAOM oTnedvatka (fingerprint):

The authenticity of host '192.168.0.58 (192.168.0.58)' can't be established.
RSA key fingerprint is SHA256:r47nRb5cjz741ePHp7AVMsdLONdGTZS71sYA/hTOSNS.
Are you sure you want to continue connecting (yes/no)?

B c/lyuae BO3HMKHOBEHWSI NOA06HOI0 3anpoca, Heo6XoAuMO NoATBEPAUTL NosTyueHue Kntoda. 18 aToro Heobxo-
MO BBECTU «yes».

[Janee 6yaeT BbiBefeH 3anpoc Naposis 415 Nonb30oBaTesis root Ha YCTPOWCTBE, K KOTOPOMY BbINOSHAETCS NOAK/I0-
ueHue:

root@192.168.0.58's password:

B cnyyae BBoAa npasunibHOro naposns (No ymosnyaHuio yCTaHoB/EH Naposib «0Wen») 6yAeT BbiBeEHO npurnale-
HMe KOMaHAHO CTpokM ycTpoicTaa M/1K210 kak nokasaHo Ha pucyHke A-2.

File Edit View Search Terminal Help

user@ubuntu:~% ssh root@l92.168.0.58

The authenticity of host '192.168.0.58 (192.168.0.58)' can't be established.
RSA key fingerprint is SHAZ56:btgMxM/HHE2g+GbRcRo0SCphBSXNVNZRm+1HWY rkdmM .
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.0.58' (RSA) to the list of known hosts.
root@l92.168.0.58"'s password:

SN N

T O I Y B

[ T A AR I D

[ U U I B O

S I R D B I
2019, Owen

https://www.owen.ru
PLC210

cat /etc/os-release
ID="owen-openwrt"
NAME="0wen Distribution"
VERSION="2018.08 (owen-openwrt)"
VERSION_ID="2018.08"
PRETTY_NAME="Owen Distribution 2018.08 (owen-openwrt)"

PucyHok A-2: locTyn K KOHcoNu ycTpoiicTsa MJIK210 npy noMoLwm yTuamnTbl ssh

[nsa Toro ytobbl ybeanTcsa B TOM, YTO NOAKHOHEHWNE BbINMOSIHEHO UMEHHO K YCTpOoicTBY MJ/1K210, MOXHO BbINO/IHAUTL
BbIBOA, cOAEPXMMOro dhaiina «/etc/os-releasex», BBeAs komaHay:

cat /etc/os-release

MprMep BbIBOAA coaepXUMOro dhaiina «/etc/os-release» Takke NpMBEAEH Ha pUcCyHke A-2.

A.2 [ocTtyn K (haiinioBoii cucteme ycTpoiicTBa Npyu NOMOLM YTUIUTbI SCP

B gaHHON NpoBEpPKE BbINOMHAETCA KONvpoBaHue haiina «/etc/os-release» ¢ aiinoBoii cUcTeMbl yaan&HHOro
YCTPOIiCTBA B AOMALLHIOW NankKy nosib30BaTess Ha UHCTPYMEHTa/TbHOM KOMMbIOTEPE MPY NOMOLLM YTUUTBI SCP.

[na atoro H606XO,EI|I/IMO BbIMNO/THATb B TEPMUHA/IE MHCTPYMEHTas1bHOIo KOMNbOTEPA KOMaHAay:

scp root@192.168.0.58:/etc/os-release ~/os-release

Mpu nogkntoyYeHnn 6yaeT BbiIBEAEH 3anpoc Naposs A/1s Nonb3oBaTens root Ha YyCTPoCTBE, K KOTOPOMY BbIMNOJHS-
eTcs NoAKNoYeHNe:
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root@192.168.0.58's password:

B cnyvae BBoAa NpaBuIbHOMO Naposns 6yaeT BbiBegeHa MHGOPMAaLMsl 0 CKOMMPOBaHHO MHdYopMaLn:

os-release 100% 539 0.5KB/s 00:00

Mocne Toro, Kak chaiin Gbi yCnewHo CKONMPoBaH B AOMALLHION Narky nosib3oBatens Ha MHCTPYMeHTa/lbHOM KOM-
nbloTepe, [4/151 ero NPOCMOTPA HEOBXOANMO BbINOMHUTL KOMaHAY:

cat ~/os-release

Mpumep BbIBOAA AAHHOV KOMaHAbl NPUBEAEH Ha pUCYHKe A-3.

e user@ubuntu: ~ (on Ubuntu-16-04)

File Edit View Search Terminal Help

user@ubuntu:~$ scp root@l92.168.0.58:/etc/os-release ~/0s-release
root@l92.168.0.58"'s password:

os-release 100% 152 0.2KB/s 0e:00
user@ubuntu:~% cat ~/os-release

ID="owen-openwrt"

NAME="0wen Distribution"

VERSION="2018.08 (owen-openwrt)"

VERSION_ID="2018.08"

PRETTY_NAME="Owen Distribution 2018.08 (owen-openwrt)"

user@ubuntu:~%

PucyHok A-3: [locTyn Kk thaiinoBoii cucteme ycTpoiictea M/1IK210 npu nomoLm yTUanTbl SCp

A.3 [ocTtyn K (haiifioBoii cucteme ycTpoiicTBa Npu NoMoLm yTunutsbl sftp

B gaHHOl NpoBEpPKe BbINOHAETCS NPOCMOTP NINCTVHIA KOPHA YAANEHHOI (DaiiIoBoit CMCTEMbI YCTPOICTBA NpK
MOMOLLY YTUANTBI Sftp.

[nsa aToro He06XoAMMO BbINO/THUTL B TEPMUHANE MHCTPYMEHTA/IbHOrO KOMNbIOTEPA KOMaHAy:

sftp root@192.168.0.58
Mpun nogxntoyeHMn 6yaeTt BbiBeAEH 3anpoc Naposis 415 No/b30BaTe s root Ha YCTPOWCTBE, K KOTOPOMY BbIMNOJ/THS-
eTcA NoAKNYeHune:

root@192.168.0.58's password:
B cnyyae BBoAa npasunibLHOro napons 6yaeT BbiBegeHa nHdopmaumsa 06 ycrnewHom nogKItoyeHnun 1 npurnatde-
HVe An1a BBOAA KOMaHA, yTunuThbl sftp:

Connected to 192.168.0.58.

sftp>
[ns BbIBOga NUCTWHIA KOPHA yAan&HHoM dhaiiioBoli CMCTEMbI HEOOXOAMMO BbINO/THUTE KOMaHAY:

1s -1/

MprMep BbIBOAA AAaHHOW KOMaHAbl NPUBEAEH Ha puUcyHke A-4.,
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File Edit View Search Terminal Help
user@ubuntu:~$ sftp root@l92.168.0.58
root@l92.168.0.58"'s password:
Connected to 192.168.0.58.
sftp= 1s -1 /

drwxr-xr-x 2 root root
drwxr-xr-x 2 root root
drwxr-xr-x 9 root root
drwxr-xr-x 1 root root
drwxr-xr-x 1 root root
drwxr-xr-x 11 root root
T rw rw rwx 1 root root
drwxr-xr-x 2 root root
drwxr-xr-x 1 root root
drwxr-xr-x 4 root root
dr-xr-xr-x 117 root root
drwxr-xr-x 19 root root
drwx------ 1 root root
T rw rw rwx 1 root root
drwxr-xr-x 2 root root
dr-xr-xr-x 12 root root
drwx rwx rwt 19 root root
drwxr-xr-x 11 root root
T rw rw rwx 1 root root
drwxr-xr-x 1 root root
sftp=

4984
952
3940
1712
224
8144

160
224
344

1440
296

6888

600
752

160

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jan
Jun
Jun
Jun
Jun
Jan
Jun
Jun
Jun
Jun

N M= = me oo

bin
boot
dev

etc
home
1ib
Tinuxrc
media
mnt
overlay
proc
rom
root
run
sbin
sys

tmp
usr
var
Www

PucyHok A-4: [locTtyn K haiinoBoi cucteme yctpoictea M/1IK210 npu nomowm ytunutel sftp
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1070 NG SR =M [TpoBepKa gocTtyna K cogepxumomy FTP-cepBepa Ha
ycTpoiictBe MN/1IK210

MpoBepka focTyna 6yaeT OCyLEeCTBAATLCSA C UHCTPYMEHTA/ILHOIO KOMMbIOTEPA C YCTAHOB/IEHHON OnepauyioHHO
cuctemoii Ubuntu 16.04.4 LTS npu nomoLum ytnnutsl ftp sepcun 0.17.

K KOHGpMrypaumm MHCTPYMEHTaSIbHOTO KOMIbIOTEPA, KPOME HauTMUKsl CETEBOI KapThl C NOAAEPXKO NOAKIIOUEHNS
Ha ckopocTn 100 MBUT/C 1 NOMHLIM AYN/IEKCOM, LONOMHUTENbHLIX TPEOOBaHMI He NpeAbABASETCS.

MpegnonaraeTcs, 4To 4718 AaHHON npoBepkm MJ/1K210 ckoHduryprpoBaH ¢ UCMO/Ib30BaHNEM MacTepa HacTPOKu
(cm. pa3gen 2) n npu KoHdurypauum 6bina BolbpaHa cxema cetesbix NopToB Nel (cM. pasgen 2.5). MocToBoMy
LAN nogxntodeHunto M/IK210 HasHaueH cTtaTuyeckuin IP-agpec 192.168.0.58 n macka nogcetn 255.255.255.0.

NHCTpymMeHTaslbHOMY KOMMbIOTEPY HasHayeH IP-agpec n3 Toil xe nogceTn (255.255.255.0).

BbiBog kOMaHabl «1sb_release -a» Ha MHCTPYMEHTa/IbHOM KOMMblOTEpe BbIFSANUT CreaytoLwymM 06pasoMm:

No LSB modules are available.
Distributor ID: Ubuntu

Description: Ubuntu 16.04.4 LTS
Release: 16.04
Codename: xenial

BbiBOg kOMaHApl «apt-cache policy ftp» Ha MHCTPYMEHTa/IbLHOM KOMMbIOTEPE BLIFSAUT CreaytoLmumM o6pa-
30M:

ftp:
Installed: 0.17-33
Candidate: 0.17-33
Version table:
*** 9,17-33 500
500 http://ru.archive.ubuntu.com/ubuntu xenial/main amd64 Packages
100 /var/lib/dpkg/status

Cxema NoAKMI0YeHNss MHCTPYMEHTaIbHOTO KoMnbloTepa u yctpoiictea MJ/1K210 nokasaHa Ha pucyHke b-1.

I
LAN
|
=
- EZ::] |
MaK210 WNHCTpyMeHTasIbHBbIV
KOMMblOTEep
(FTP-cepsep) (FTP-KnneHT)

PucyHok B-1: CxeMa nogxitoyeHnst NpoBepku foctyna k cogepxunmomy FTP-cepBepa yctpoiictea M/1K210

NHCTpyMeHTasbHbIV KOMMNbIOTEP NOAKIIOYEH HANPAMYHO B 11060# 13 3-x nopTos (nopTbl Ethernet 1, 2 n 3) mocTo-
BOoro LAN nofk/o4eHns npy nomoLy ctaHgaptHoro 4-x napHoro UTP naty-kopga kareropuy 5e npsimoro o6xmma
C KOHHeKkTopamu RJ-45 Ha 060MX KOHLAX.

B.1 NMogrotoBka

[ns TecTypoBaHusl nepegayn aiinioB no npotokony FTP Heo6xoAMMOo NOAroTOBUTL (oaiisi ¢ TECTOBLIMU AaHHbIMU.
[ns 310ro, Ha UHCTPYMEHTa/IbHOM KOMMNbIOTEPE BbIMNOTHUM KOMaHAYy:

# dd if=/dev/urandom of=/tmp/data.bin bs=1024 count=1024
1024+0 records in

1024+0 records out

1048576 bytes (1,0 MB, 1,0 MiB) copied, 0,00610422 s, 172 MB/s
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[aHHas komaHga co3gacT daiin «/tmp/data.bin» pasmepom 1 Mub (1048576 6aiiT) co criydaiHbIMU AaHHbIMM.

MoacumTaem 1 3anOMHMM KOHTPO/bHYH0 cymmy (MD5) gaHHbIX aToro dhaiina:

# md5sum /tmp/data.bin
25853ed8e4d3518e72f310feb0f86c4d /tmp/data.bin

[anee, 310 3HaYeHne 6y,qu NCNo/b30BaTbCA A1 NPOBEPKM KOPPEKTHOCTY Nepeaayn gaHHbIX Mo npoTtokony FTP.

KOHTponbHas cyMma A1l Kaxaoro BHOBb CreHepypoBaHHOro haiina AaHHbIX 6yAeT oT/iMuyaThCsl 0T NPUBEAEHHON
B [JaHHOM [IOKYMEHTE.

B.2 MNMopgkntoyeHue Kk FTP-cepBepy

Ha MHCTpyMEHTa/IbHOM KOMMblOTEpPE, A8 3anycka FTP-kineHTa, Heo6XoAyMMO BbINOHUTE B TEPMUHASIE KOMaHY:

# ftp 192.168.0.58

BygeT oTo6paxxeHo coobLieHre 06 ycrneLlHOM MOAK/IYEHUN U 3arpoc UMEHW NoJsib3oBaTens:

Connected to 192.168.0.58.
220 (vsFTPd 3.0.3)
Name (192.168.0.58:user): ftp

Heo6xoanmo BBECTU UMS No/b3oBaTens «ftp», nocne yero nocnegyeT 3anpoc Napons:

331 Please specify the password.
Password:

Ecnn B macTepe HacTpoiiku naposb Aoctyna k FTP He meHsnca (pasgen 2.8), To Naposib No YMO/TYaHU0 YCTaHOB-
NeH B 3HayeHue «ftp». B NpoTMBHOM c/lyyae crieflyeT BBECTU YCTAHOB/IEHHbIV Naposb. B cnyyae BBoga npaBusib-
Horo napons, 6yaeT 0To6paxeHo coobLLeHre 06 ycrneLlHoV aBTopmn3aumm 1 npurialleHe 415 BBO4A KOMaH4;

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp>

B.3 3arpyska (upload) dhaina Ha FTP-cepBep

MoarotoBbTe dhaii faHHbIX COM/TACHO UHCTPYKLUW, NPUBEAEHHON B pasgene b.1, 3aTeM BbINOHUTE NOAK/IHYEHVE
K ycTpoiicTBy MJIK210 cornacHo MHCTPYKUMKW, NpuBeAEHHON B pasaene b.2.

B FTP-knneHTe BbINO/IHUTE KOMaHAy:

ftp> put /tmp/data.bin data.bin

roe:
e /tmp/data.bin — nyTb kK nepegaBaeMomy paiinly Ha NoKasbHO halifioBoit cucteme (MHCTPYMEHTaIbHbIN
KOMNbIOTEP);

e data.bin — nyTb Kk haiiny Ha FTP-cepBepe oTHocuTeNbHO KOopHa FTP-cepeepa (M/1K210).
B cnyyae ycnelwHoii nepegayn chaiina Ha FTP-cepBep 6yayT oToGpaXeHbl cneayroLime coobLieHuns:

local: /tmp/data.bin remote: data.bin

200 PORT command successful. Consider using PASV.
150 Ok to send data.

226 Transfer complete.

1048576 bytes sent in 0.09 secs (11.6982 MB/s)
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Taknm 06pasoM, NnepeAaHHbIli daiin Ao/mKeH 6bITb COXpaHeH B KOpPHeBOI nanke FTP-cepBepa nog UMeHeM
«data.bin». Tak kak No ymonyaHutio KopHeM FTP-cepBepa siBnsietcs nanka «/mnt/ufs/fhome/ftp», To noAHbIA NyTh
K doaiiny Ha dpaiinoBoii cucteme yctpoiicta MJ/1IK210 6yaeT «/mnt/ufs/home/ftp/data.bin». KoHTponbHast cym-
Ma AaHHOro oaina go/mkHa coBnagaTb C KOHTPOSIbHOM CYMMOI MCXOOQHONO CreHepunpoBaHHOro caiina (cm. pas-
fen b.1):

[root@plc210 ~]# md5sum /mnt/ufs/home/ftp/data.bin
25853ed8e4d3518e72f310feb0f86c4d /mnt/ufs/home/ftp/data.bin

B.4 CkauuBaHue (download) chaina c FTP-cepBepa
BbinosiHum ckaumBaHue thaiina ¢ gaHHbIMu ¢ FTP-cepBepa, KOTopblli 6bI1 TyAa 3arpyeH B pasgene b.3.

B FTP-knneHTe BbINO/IHUTE KOMaHAy:

ftp> get data.bin /tmp/data-received.bin

roe:
e data.bin — nyTb K chaiiny Ha FTP-cepBepe oTHOcUTeNbLHO KOopHS FTP-cepepa (M/1K210);

* /tmp/data-received.bin nyTb kK ckaumBaemomy ghaiy Ha fNoKasibHOR haiiioBoi cucteme (MHCTPYMEH-
Ta/IbHbIA KOMMbIOTEP).

local: /tmp/data-received.bin remote: data.bin

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for data.bin (1048576 bytes).
226 Transfer complete.

1048576 bytes received in 0.17 secs (5.7856 MB/s)

Taknm 06pasoM, ckayaHHble gaHHble OyayT coxpaHeHbl B dhaiine «/tmp/data-received.bin». KOHTpoNbHbIE CYMMBI
NCXOAHOrO CreHepupoBaHHOro dhaiina «/tmp/data.bin» 1 ckavaHHoro dpalina «/tmp/data-received.bin» go/mkHbI

coBnagatb:
# md5sum /tmp/data.bin /tmp/data-received.bin

25853ed8e4d3518e72f310feb0f86c4d /tmp/data.bin
25853ed8e4d3518e72f310feb0f86cad /tmp/data-received.bin
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Mpumep HacTpoiikn cnyx6bl DDNS ans npoBaiigepa

no-ip.com

B.1 Peructpayus gomeHa B naHenu ynpasneHusa DDNS npoBaiigepa

B.1.1 MepelignTte Ha cainT DDNS npoBaligepa no-ip.com no ccblfke https://noip.com u BbINOAHUTE BX0OA, C CUCTE-
MY C UCMNOJIb30BaHMEM JIOTMHA 1 Naposs.

B faHHOM [0OKyMeEHTe He paccMaTprBaeTcs BONpPOC CO34aHnsa 1 HacTpoliki y4éTHoi 3anvey DDNS npoBaiigepa no-
ip.com. [laHHy0 MHChOpMAaLIMI0 MOXHO HaiiTy no agpecy https://www.noip.com/support/

B.1.2 MepelignTte B MeH0 «Dynamic DNS» (cMm. pucyHok B-1).

2 My No-IP :: Hostnames x "2 Free Dynamic DNS - Managed X 2 My No-IP :: Hostnames x |+ all - =
<« (€l Q @ @ httpsy//my.noip.com/#/dynamic-dns wee {} i Mmoo ® 7w =
= dﬂé) @& Support o - @ Language 4 namedun

@ Dashboard
@ Hostnames

@ Dynamic DNS

No-IP Hostnames

Personal Hostnames Oof3 * Free Hostnames expire every 30 days.

Enhanced Hostnames never expire.
Hostname Count

Groups Upgrade to Enhanced
Add a Hostname ™
Dynamic Update Client g
a
- o
Device Configuration g
IS
& My Services Q
& Account
Hostname « Last Update IP/ Target

@& support Center

PucyHok B-1: Pazgen «Dynamic DNS» naHenu ynpaenenust DDNS nposaiifepa no-ip.com

B.1.3 HaxmuTte kHonky «Create Hostname». B OTKpbIBLLUEMCS OKHE (CM. pUCYHOK B-2) BblbepuTe Npon3BO/bHOE
nmsa gomeHa (B gaHHOM npuMepe BblbpaHo umsa myplctest.ddns.net).

B.1.4 BBeguTe n060i Npon3BO/bHBINA IPv4-aapec Ans gaHHoro gomeHa (B AaHHOM NprvMepe AOMeEHY Obln npu-
cBOeH agpec 8.8.8.8). HeobxoAnMo BBECTU 3aBELOMO HEBEPHBIN IPv4-afpec ¢ Lesblo Nocneayowein NpoBepku
06HOBNEHMA agpeca ¢ ycTpoiicTea MJ1IK210.

B.1.5 HaxmuTte kHonky «Create Hostname». B pa3gene «Hostnames» cTpaHuubl «Dynamic DNS» 6yaeT otobpa-
YEH BHOBb CO3[aHHbI JOMEH, Kak NoKka3aHo Ha pucyHke B-3.
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O Create a Hostname

Hostname Domain
myplctest ddns.net v
Record Type IPv4 Address
* DNS Host (A)
8.8.8.8
AAAA (IPVE)

DNS Alias (CNAME)

Web Redirect
Manage your Round Robin, TXT, SRV and DKIM records.
Wildcard

Upgrade to Enhanced
to enable wildcard hostnames.

MX Records

=+ Add MX Records

S

PucyHok B-2: Co3gaHve Hostname B naHenu ynpaenenuss DDNS nposaiigepa no-ip.com

Hostname « Last Update IP / Target

myplctest.ddns.net 8.8.8.8 £ Modify »

PucyHok B-3: Tabnuua «Hostnames» B naHenu ynpaenenuss DDNS nposavigepa no-ip.com

B.2 Hacrtpoiika cnyx6bl DDNS Ha MN/1K210

B.2.1 Mepeiigute B BEG-UHTepheiic ynpaeneHus MAK210 1 BbINOAHWUTE BXOA B CUCTEMY.

B.2.2 Mepengute Ha cTpaHuuy «DDNS» pasgena «Cnyx06bi» rnaBHOr0 MEHHO.

B.2.3 Ha ctpaHuue «DDNS» BBeanTe nmsa HoBoli DDNS 3anucu (B gaHHOM npumMepe «myplctest») B TekcToBoe

nosie cnesa OT KHOMKK «[06aBNTb» N HAXKMUTE KHOMKY «[106aBuTb» (CM. pUCyHOK B-4).

O6G3op

Cnucok HacTpoek DDNS u ux Tekylwee cocToAHWE
Bepcuu npotokonoe IPvd u IPv6 Heobxoaumo HacTpouTe pasgentHo, T.e. ‘myddns_ipwd” u ‘myddns_ipve
UYrobhl HZMEHHTE OCHOBHEIE HACTPONKH, HEKMHTE 2A&Ch

lMonck MMEHH XOCTa MNocneguee obHOBNEHWE ID npouecca
Wma . BrnwuyeHo
3aperncTtpupoeaHHeif IP-agpec Cnenywwmee obHoenenne Crapt/ Cron

Hukozda
myddns_ipvd yourhost example.com T ————
y _ip ¥ pl OmKiiodeHo MameHuTs | ¥Yoanute
Hurkozda
myddns_ipv6 yourhost example com o = MzMeHuTE | YOoanuTe
¥ P ¥ P OmKmodeHo =

-

PucyHok B-4: [lobaBneHne HoBoit DDNS 3anucu
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B.2.4 Ha oTkpbIBLUE/CA CTPaHULE pefakTnupoBaHms HacTpoek HoBoi DDNS 3anucu, Ha Bknagke «OCHOBHbIE Ha-
CTpOViKv», B BbiNagaroLlem crnucke «lposaigep cnyx6el DDNS» BbIGepUTe NyHKT «NO-ip.COM» N HOXMUTE KHOMKY
«CMeHuTb npoBaligepa» (CM. pUcyHok B-5).

Mpoeaigep cnyxbel DDNS [IPvd] na-ip.com v

DeictenteneHo cMeHuTe DDONS npoeailgepa? [ReCEEI Ryl E ]

PucyHok B-5: PefaktpoBaHue HoBoii DDNS 3anvicu. Beibop DDNS npoBaiigepa

Ha Bknagke «OCHOBHbIE HACTPOIKN» YCTaHOBUTE CriefytoLimMe HACTPONKKN (CM. pUCYHOK B-6):
* «BkoueHo» — Aa;
¢ «[lonCcK MMEHN XocTa» — BblGpaHHOE M AoMeHa (B AaHHOM npumepe — myplctest.ddns.net);
¢ «JlomeH» — BblGpaHHOe NMS gomeHa (B gaHHOM npumepe myplctest.ddns.net);
» «W/m$ nonb3oBatena» — ums nonb3oBarens y4éTHol 3anucym DDNS npoBaiigepa no-ip.com;
 «Maponb» — naposb y4éTHol 3annc DDNS npoBaiigepa no-ip.com;
¢ «M/cnonb3osatb HTTPS» — faa;
e «MyTb kK CA-cepTudukary» — /etc/ssl/certs.

OcHoBHele HacTpoiik | JlononHuTeneHele HacTpolikn | Hactpoika taiimepa | [TpocMoTp CUCTEMHONO XKypHana

Brnraueno
ECNW 3TOT pesnm cny#Bel OTKNIOYEH, 88 HeNb3A BYOeT 3anycTUTh HU ¢ Beb-UHTEpheica

LuCl, HW C KOHCONK

Mouck umeHn xocta  myplctest.ddns.net
VIMA X0CTaNoONHOE LOMEHHOE UMA ANA NPOBEPKK, ECNW NPOMCKOaMT 0GHOBNEHWE |P-
anpeca WK OHO H 0

Bepcun IP-agpeca '

4]

naiiTe BEpCUI0 NpoTokona IP-agpeca 'IPvAIPVE oTnpaenAeTcA npoeaigepy DDNS

o

Mposainep cnyxiel DONS [IPwd] no-ip.com v
Nomed  myplctest.ddns.net
3amenAeT [DOMAIN] B Update-URL

MmA none3aoeatenA

3amenAeT [USERNAME] B Update-URL (URL-enco

I'Iaponh LLLI L "

JameHAeT [PASSWORD] & Update-URL (URL-enco
Mcnoneaoeate HTTPS
BrmiounTe Ge3aonacHoe coeduHEHWE C Npoeaiigepom DDNS
Myte Kk CA-Ceprudmrary  fetc/ssl/certs

nanka unu NyTe/dann
unu IGNORE ncnone3oeate HTTPS Oe3 NpoBepry CEpTHEWKATOE CepEEpa

PuncyHok B-6: OcHOBHble HacTpoiikn HoBoi DDNS 3anucu

B.2.5 Ha Bknagke «[onosHNTE/bHbIE HACTPOIKMN» YCTAHOBUTE CriefytoLmMe HACTPOKN:
¢ «IP-agpec ncroyHmka» — URL;
* «URL ansa o6HapyxeHusi» — http://checkip.dyndns.com;
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Bce npoune HacTpoliku creflyeT 0CTaBUTb CO 3HAYEHUSIMU MO YMOMYaHMIO.

B.2.6 Haxmute KHOMKY «COXpaHUTb U NPUMEHNUTb». Ha ocHOBHO cTpaHuue «DDNS» B Tabnuue DDNS 3anuceii
[omkHa oTobpaxarbcs HoBas DDNS 3anuch, kak nokasaHo Ha pucyHke B-7.

Ob63sop
Cnucok HacTpoek DDNS w nx Tekyw,ee cocToAHue
Bepcun npotokonoe IPwd u IPv6 Heobxogwmo HacTpouTs pa3gensHo, T.e. ‘myddns_ipvd’ u ‘myddns_ipvb

Ytobbl M3MEHUTE OCHOBHLIE HaCTpOﬁKH, HaX¥MHTe 30echb

lMoMCK HMEHHW XOCTa lMocnegHee obHOBNEHKWE 1D npouecca
Hmna _ BrnioueHo
3aperucTpupoeaHHeii IP-agpec Cnepywuwee obHoenedwe Craprt / Cron

Hukoezda
myddns_ipvd yourhost example com e p—
Y _Ip ¥ P Omumoueto MzMEHUTL NANUTL
Hukozda
myddns_ipv6 yourhost example com e e — Wamenuts | YoanuTe
. = v . OmunodeHo K
myplctest myplctest ddns net Hukozda Crapt MzMenuTs | YoanuTe
yp P ’ i OcmarosneHo P = - :

NobasuTe

PucyHok B-7: Co3gaHHaa DDNS 3anucb

B.2.7 Haxmute KHOMKy «CTapT» 1 NogoxanTe HekoTopoe Bpems (He 6onee 1 MuHyThl). CTpoka DDNS 3anucu
B Tabnmue Ao/MmKHa U3MEHUTBLCS, Kak Noka3aHo Ha pucyHke B-8.

myplctest.ddns.net Hukoeda .
myplctest PID: 15807 WaMeHuTE | YRanuts
P 5588 MNposepums i

PucyHok B-8: Co3gaHHas DDNS 3anucb € 3anyLeHHbIM CKPpUNToM

Llna aBTomMaTnyeckoro 3anycka ckpuntoB cnyx6bl DDNS npu 3arpy3ke cuctembl HE06X0AMMO BK/IHOUNUTL HACTPOIKY
«Bkntountb aBTo3anyck DDNS» Ha cTpaHuue «DDNS» B nogpasgene «1o6asibHble HaCTPONKMN»:

Brnwouute aerozanyck DONS

Janyckate DDMNS aBTOMATWUYEBCEM NPW 3ANYCKe CUCTEMEI

Kak BMAHO Ha pucyHke B-8, npu nocnepHeit npoeBepke 6bi1 onpeaenét IP-agpec 8.8.8.8 (MMeHHOo 3TOT afpec yka-
3blBa/ICS NPY pPermcTpaummn goMeHa B naHenu ynpaenenust DDNS npoBaiigepa) ana gomeHa myplctest.ddns.net.

B HacTpoiikax DDNS 3anucu gns onpegenenus IP-agpeca 6bin ykasaH URL hitp://checkip.dyndns.com. B pe-
3ynbTaTe, Npuv BbINo/IHEHMM ckpunTa A5 DDNS 3anucu nonyyeHHblli TekyLwmii agpec ansa gomexa (8.8.8.8) n aa-
pec, onpeaenéHHblii cTpaHmueit http://checkip.dyndns.com 6bin NPOBEPEHDI, U TakK Kak OHM He COBMaatoT, Npo-
Baligepy DDNS 6bin1a oTnpasneHa nidhopmaums ¢ HoBbIM IP-agpecom, KOTopblli 6bis1 BO3BPALLEH CTpaHULEN
http://checkip.dyndns.com.

B ta6nmue DDNS 3anuceit Ha cTpaHuue «DDNS» HoBbI IP-agpec 6yaeT 0TOOPaXKEH (CM. pUCYHOK B-9) Tonbko
NpW BbINOSTHEHUW ClIEAYIOLLEN N1aHOBOWM NPOBEPKM (MO YMO/IHYaHMI0, MPOBEpPKa BbINOHAETCS pa3 B 10 MUHYT).

myplctest.ddns. net 2019-06-06 05:37 )
myplctest 108,190 v] 2019-06-09 05-37 PID: 15807 WzMenuTs | YoanuTe

PucyHok B-9: Co3gaHHas DDNS 3anuck ¢ 06HOBNEHHbIM IP-agpecom
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B.3 [lononHutenbHble NPOBEpPKU

B.3.1 lMpoBepuTb NpaBUNbLHOCTL 06HOBNEHUS IP-agpeca ans gomeHa DDNS 3anucyn MOXHO cnegyrowmmmn gonon-
HUTENbHLIMK cnocobamu:

1) B cuctemHoM xypHane DDNS 3anucu Ha ycTpolicTee M/1K210 (cMm. pasgen 6.1.1.4) AOMXHbI NPUCYTCTBOBATb
3anmcu, Nofo6HbIE NPUBEAEHHBIM:

053637 info : Starting main loop at 2019-06-06 05:36

053639 : Detect local IP on 'web'

053640 . #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr /var/run/ddns/myplctest.
~ err --capath /etc/ssl/certs --noproxy '*' 'http://checkip.dyndns.com'

053645 : Local IP 'XXX.XXX.108.190' detected on web at 'http://checkip.dyndns.com'

053647 : Update needed - L: 'XXX.XXX.108.190' <> R: '8.8.8.8'

053649 : parsing script '/usr/lib/ddns/update_no-ip_com.sh'

053650 : sending dummy IP to 'no-ip.com'

053652 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr /var/run/ddns/myplctest.

— err --capath /etc/ssl/certs --noproxy '*' 'https://***USERNAME***:***pW***@dynupdate.no-ip.com/
~ nic/update?hostname=myplctest.ddns.net&myip=127.0.0.1"'

053659 : 'no-ip.com' answered:

good 127.0.0.1

053702 : sending real IP to 'no-ip.com'

053703 : #> /usr/bin/curl -RsS -o /var/run/ddns/myplctest.dat --stderr /var/run/ddns/myplctest.

— err --capath /etc/ssl/certs --noproxy '*' 'https://***USERNAME***:***pw***@dynupdate.no-ip.com/
~ nic/update?hostname=myplctest.ddns.net&myip=XXX.XXX.108.190"

053710 : 'no-ip.com' answered:

good XXX.XXX.108.190

053712 info : Update successful - IP 'XXX.XXX.108.190' send

053713 info : Forced update successful - IP: 'XXX.XXX.108.190' send

053715 : Waiting 600 seconds (Check Interval)

B nucTuHre peasibHbIlii Ny6nuyHbIi IP-agpec 3aMeHEH Ha XXX . XXX .108.190.

2) B naHenu ynpaeneHuss DDNS npoBaiigepa go/HKeH oTobpaxaTtbcs 06HOBMEHHbIN IP-aapec, kak NokasaHo
Ha pucyHke B-10.

Hostname = Last Update IP / Target
Jun 6, 2019 .108.190 O Modify x
05:35 MSK

PucyHok B-10: Tabnuua «Hostnames» ¢ 06HOBEHHbIM IP-aapecom AoMeHa B naHenu ynpasneHns DDNS npoBaiigepa
no-ip.com

3) DNS 3anpoc ¢ n1ob60oro KomnbloTepa A0/MKEH BEPHYTbL HOBbI 06HOBMEHHBIN |IP-agpec:

# nslookup myplctest.ddns.net
Server: 127.0.1.1
Address: 127.0.1.1#53

Non-authoritative answer:

Name : myplctest.ddns.net
Address: XXX.XXX.108.190

B nncTuHre peasnbHbIit Ny6nMyHbI IP-agpec 3amMeHEH Ha XXX.XXX.108.190.
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